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Abstract

Factorizing composite number n = ¢r, where ¢ and r are two
large primes, and finding discrete logarithm modulo large prime
number p are two difficult computational problems which are
usually put into the base of different digital signature schemes
(DSSes). This paper introduces a new hard computational prob-
lem that consists in finding the kth roots modulo large prime
p = NEk?2 + 1, where N is an even number and k is a prime
with the length |k| > 160. Difficulty of the last problem is es-
timated as O(Vk). Tt is proposed a new DSS with the public
key y = 2* mod p, where z is the private key. The signature
corresponding to some message M represents a pair of the |p|-
bit numbers S and R calculated as follows: R = t* mod p and
S = ta/(M) mod p, where f(R, M) is a compression function.
The verification equation is S* mod p = y/"M) R mod p. The
DSS is used to implement an efficient protocol for generating
collective digital signatures.

1 Introduction

Information authentication in computer networks and information sys-
tems is usually performed with digital signature schemes (DSSes) that
are attributed to public key cryptosystems. The DSSes are based
on some well investigated hard computational problems. The upper
boundary of the DSS security level is defined by the difficulty of the

(©2008 by N. A. Moldovyan
*This work was supported by Russian Foundation for Basic Research grants
# 08-07-00096-a and # 08-07-90100-Mol_a.

163



N. A. Moldovyan

used hard problem. To get sufficiently high security the signature gen-
eration and signature verification procedures use calculations modulo
comparatively large numbers. The modulus length defines significantly
performance of the DSSes.

The most efficient known DSSes are based on the following three
difficult problems [17]:

1. Factorization of a composite number n = gr, where ¢ and r are
two large primes.

2. Finding discrete logarithm modulo large prime number p.

3. Finding discrete logarithm in a group of points of some elliptic
curve.

The indicated problems are hard, if the used primes and elliptic
curves satisfy special requirements [9, 17]. The first problem is used in
the following cryptosystems: RSA [19], Rabin’s DSS [18], and in DSSes
proposed in [14, 15]. The second problem is used in ElGamal’s DSS [4],
Schnorr’s DSS [24], American standard DSA [16], Russian standard
GOST R 34.10-94 [5], and in some DSSes presented in [11, 14]. The
third problem is used, for example, in American standard ECDSA [1]
and Russian standard GOST R 34-2001 [6].

In general the security level of the DSS can be estimated as number
of group operations required to forge a signature. In this paper the per-
formance is compared for different DSS in the case of minimum security
level that can be estimated at present as 23 modulo exponentiation
operations. Solving the difficult problem that is put into the base of
some considered DSS allows one to calculate signatures corresponding
to arbitrary messages. Therefore the security is less or equal to the
difficulty of the hard problem that is put into base of the DSS.

In the best case the DSS is as secure as difficulty of the used com-
putational problem. If for some DSS we can prove the last fact, then
such DSS is called provably secure. In literature the formal proof of
the security level is presented for Rabin’s DSS [18, 22] and for a class of
provably secure DSSes which generalize the Rabin’s cryptosystem [12].
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However these provably secure DSSes have not gained wide practical
application because of their comparatively low performance.

The best known algorithms for solving the first two problems have
subexponential complexity [10]. Therefore in the case of the RSA and
Rubin’s DSS the minimum length of the value n is 1024 bits. In these
DSSes the value n is used as modulus while performing computations
corresponding to signature generation and verification procedures. Re-
spectively, to provide the minimum security level the ElGamal’s DSS,
Schnorr’s DSS, DSA, and GOST R 34.10-94 should use computations
modulo 1024-bit prime number.

The best known algorithms for solving the third hard problem has
exponential complexity (for special class of elliptic curves) and its hard-
ness is estimated as O(,/q) operations of multiplication of points, where
q is a prime order of the group of points of the considered elliptic curve
(O(+) is the order notation [3]). Operations performed on points in-
clude computations modulo prime p such that |p| ~ |q|, where |z|
denotes the bit length of the value x. Due to exponential dependence
of the hardness of the discrete logarithm problem in a group of points
of elliptic curves the minimum security level can be provided using the
modulus p having sufficiently small length (|p| > 160 bits). Therefore
the performance of the DSSes based on elliptic curves is higher against
mentioned above DSSes, addition of two points reqire perfoming several
multiplications modulo p and some auxiliary operations though.

In present paper we consider in detail the approach to designing
DSSes which has been proposed earlier in our patent application [13].
The approach is based on using a new hard computational problem.
The rest of the paper is organised as follows. In Section 2 we show
that in particular cases finding the kth roots modulo large prime num-
ber is a hard problem. Such cases correspond to prime modulus with
the structure p = Nk® 4+ 1, where N is an even number, k is a large
prime, and s > 2. Difficulty of this new hard problem is estimated
as O(Vk). In Section 3 we introduce new DSS and estimate that the
minimum security is obtained with the length of |k| > 160 bits and the
modulus length of |p| > 1024 bits. We also describe a modified DSS
providing reduction of the signature length and show that the proposed
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algorithms are efficient to implement protocol for generating collective
digital signatures. Section 4 concludes the paper.

Below we use the following terms.

The kth power residue modulo p is a value a for which the congru-
ence z¥ = a mod p has solutions.

The kth power non-residue modulo p is a value b for which the
congruence z* = b mod p has no solution.

These terms generalize the well known terms quadratic residue and
quadratic non-residue [3, 9, 10].

Also we use the following notations:

kR, is the set of the kth residues modulo p;

kNR,, is the set of the kth non-residues modulo p;

|x| denotes the length of the binary representation of the value x;

[Vk] means the integer part of v/k;

|| is the concatenation operation;

wp(a) denotes the order of the element a modulo prime p;

#{+} denotes the number of elements in the set {x};

{a :*%x} denotes a set of elements a possessing the property sx;

©(n) is Euler phi function of n.

2 A new hard computational problem

2.1 Computing roots modulo prime

Difficulty of finding roots modulo a composite number is used in some
of the known DSSes: RSA, Rabin’s DSS, and others [11]. Indeed, the
RSA [19, 10] is based on calculations modulo n that is a product of two
randomly chosen prime numbers r and ¢: n = rq. In RSA the public
key represents a pair of numbers (e,n). The signature corresponding
to some message M is a value S, which satisfies the following verifi-
cation equation: S° mod n = H, where H is the hash function value
corresponding to M. To generate a valid signature one should calculate
the eth root modulo n. This problem is difficult untill the composite
number n is factorized. The owner of the public key knows the related
private key that is a number d, which is inverse of e modulo ¢(n), where
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p(n) = (r—1)(¢ —1). Thus, we have ed mod ¢(n) = 1. The signature
generation is performed as follows: S = H% mod n. Security of the
RSA is based on difficulty of calculating d while p(n) is an unknown
value. The ¢(n) value can be easily calculated after factorization of
the modulus n, therefore divisors of n have to be kept in secret. Thus,
in the case of the RSA the problem of finding roots is dependent on
the factorization problem.

The signature verification equation in Rabin’s cryptosystems can
be described as follows:

S? mod n = H||R,

where pair of numbers (S, R) is signature and H is the hash function
value corresponding to the signed message M. The second element in
the signature is the randomization value. To generate a signature one
should select at random such R that value H||R is quadratic residue
modulo n and calculate quadratic root y/H ||R mod n. The last repre-
sents a difficult problem until the value n is factorized. If the divisors ¢
and r are known, then the roots \/H||R mod ¢ and y/H||R mod r can
be easily calculated [22]. Then, using the Chinese Remainder Theorem,
one can find the minimum value S such that S = \/H||R mod ¢ and
S = H||[Rmodr, i e. S = /H||Rmodn. We have two different
roots modulo ¢ and two different roots modulo r, therefore we have
four different roots modulo n. Each of the lasts satisfies the signature
verification equation. Thus, finding square roots modulo n is a difficult
problem that also depends on the factorization problem.

The main difference between the RSA and Rabin’s DSS consists in
the following. In RSA we have ged(e, p(n)) = 1, (ged(e,q — 1) =1
and ged(e,r — 1) = 1), but in Rabin’s DSS ged(2,g — 1) # 1 and
ged(2,r — 1) # 1. Actually, the fact that 2|¢ — 1 and 2|r — 1 requires
to use some special algorithm to calculate the square roots. For some
random prime p and large prime divisor k|p — 1 with probability very
close to 1 the complexity of finding k roots Ya mod p, where a is one
of the kth power residues modulo p, is sufficiently low. Indeed, if prime
k is sufficiently large, then with high probability k& does not devide p%l
and it is easy to find some value A such that k divides % + A i e
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% + A = hk, where h is an integer (note that k£ does not divide A).
Then we have:

p—1

p—1
aF =1lmodp=a* 2 =q

where d = ged(A,p—1). Let A” = A’ ' mod p — 1. Then we have:
hA” k hA”
((al/d) > = a mod p = a'lk = (al/d) .

With high probability the value d is sufficiently small and the dth
root can be easily found, for example, using the method described in
Section 2.2.

If k2|p — 1, then the method described above does not work, i. e.
in the case of the prime p = Nk® 4+ 1, where N is an even number
and s > 2, computing the kth roots is difficult. Below we estimate the
computational complexity of this hard probem. The primes p having
the indicated structure and different length |p| can be easily generated
for many different values s and |N| (some examples are presented in
Appendix 1).

A A

modp:ahkza dmodp,

2.2 Computing the kth roots modulo p = Nk* + 1

The following three facts are well known [7, 20, 21]:
1. There exist % different values a; € kNR,, where j =
1,2,.., %, each of which is the kth power residue.
2. For some value a € kR, the congruence a"% =1 mod p holds.
3. For some value b; € kNR,, the congruence

p—1
b
where e; = ¥/1mod p# 1 and i =1,2,....,k — 1, holds.

Using these facts, it is easy to show that each of the roots e; defines

= e; mod p,

p—1
exactly % different values b;;, where j = 1,2, ..., %, such that b,/ =
e; mod p. Indeed, we have

p—1

boi\ F b
mod p = | 2 Elmodpéimodp:aju,

p—1 p—1

L k
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i. e. the ratio f?i mod p is the kth power residue. There exist exactly
ij

% different values a;~, hence there exist exactly 1%1 different values
b;j. Therefore selecting at random a value ¢ we have probabilities

Pr (t% mod p = 1) =Pr (t%l mod p = ei)

for all ¢ = 1,2,...,k — 1. This fact is used while estimating the com-
plexity of the algorithm described below.

Suppose a random value a € kR, is selected. It is evident that
—1

a'v mod p € {61, 62, ...;€k—1, 1}. Number of the elements a € kR, for
which we have a 2 mod p = 1 is equal to Z; = #{a : wp( a) < ];21 =
N}. Number of the values a € lep for which we have a'# mod p#1
is equal to Zy = #{a : wy(a) < B= = Nk} (see Theorem 2.10.6 in [3]).
It is known (see Theorem 2.8.4 i 1n [3]) that

> ¢(d)=N=2 =N and Z = Nk.
d|N,d>0

Probability Pr (a %2 =1 mod p) Zl = k~!is negligible. With prob-

ability 1 — k= we have CLkT mod p = e; # 1.
Taking into account that for each i there exists i’ such that e; =
-1
ei_l mod p we can write a'® ey = 1 mod p, therefore

—1 — —
o' 0" = aVb"F =1 mod D, (1)

where b € kNR,,.
If congruence (1) is fulfilled, then we can easily calculate a root
{/a mod p. Indeed, congruence (1) can be represented as

—1
a*b ™" = oV mod D, (2)

where with sufficiently high probability we have ged(k — N,p — 1) =
1. Suppose that the last relation holds (in other case the problem

169



N. A. Moldovyan

is only a bit more complex). Then it is possible to compute value
N’ = (k- N)~! mod p — 1. Therefore we get

/ rp—1
aNEpN Tk = a mod p,

hence

N’ N’E k
<a b k2> = a mod p. (3)

Congruence (3) shows that value X = a® / bN,pk;?l mod p represents one
of roots {/a mod p. Other k — 1 roots ¥a mod p can be computed
using the formula ¢; X mod p, i =1,2,...,k—1 (roots ¥/1 mod p can be
found computing the sequence {e, €2 mod p, ..., €*~! mod p, ¥ mod p =
1}, where € is the kth order element modulo p).

A value b € kNR,, satisfying congruence (1) can be computed as
follows. The value b can be represented as b = b;b; mod p, where
b, bj € kNRp:

p—1 p=1 p=1
a®b;* b;* =1modp=
apk;?lb-p%1 = bf% mod p. (4)
i J
The following algorithm finds the required values b; and b; with high
probability.

1. Select ait random a value b; and calculate the value A; =
-1 P—°
a%bi’c mod p. Construct a table with entries (A;,b;) for
i=1,2,...,[Vk] + A, where A < [Vk]. Complexity of this step

is O(vk) exponentiation operations.

2. Select at random a value b; and calculate the value B; =
p—1

bj_T mod p. Construct a table with entries (Bj,b;) for j =
1,2,...,[Vk] + A, where A < [V/k]. Complexity of the second

step is O(Vk) exponentiation operations.

3. Sort the first table by component A;. Complexity of this step is
O(Vk - |k|) comparison operations.
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4. For j = 1to [V/k]+A check if the value B; is equal to the value of
the first component of some entry in the first table. Complexity
of this step is O(Vk - |k|) comparison operations.

This algorithm requires storage for about 4vk (i. e. O(V'k)) |p|-bit
numbers. For randomly selected b; and b; we have Pr (4; = B;) = k™1,
therefore in two tables each of which contains vk + A random values
with probability more than 0.5 there are equal values A;, = Bj, (see
birthday paradox [17, 10]). Thus, with probability about 0.5 the algo-
rithm finds values b;, and bj, satisfying congruence (4). Having such
values we can easily compute the value b = b;,bj, mod p satisfying con-
gruence (1) and then compute X = {/a mod p. On the whole the
complexity of the algorithm can be estimated as ~ 2v/k modulo ex-
ponentiation operations. Trying the algorithm several times we will
get value X with probability close to 1. Hardness of this procedure is
W = O(Vk). If |k| = 160, then W a 230 exponentiation operations.
Thus, the hardness depends exponentially on the value vk and in the
case |k| = 160 the considered problem is computationally infeasible
(untill a new significantly more efficient algorithm is developed).

2.3 Dependence on the discrete logarithm problem

In Section 2.2 we have proposed a direct algorithm for finding the
kth roots which works for arbitrary large values |p|. In the case of
sufficiently small size of the value p the kth roots can be computed by
means of finding discrete logarithm as follows.

1. Generate a primitive element g modulo p.
2. Calculate logarithm log, a mod p.

3. Divide log, @ mod p by k (at this step it gets the value log, {/a mod
p; note that logarithm corresponding to some value a € kR, is
multiple to the value k).

4. Exponentiate g to the power z = log, ¥a mod p and get the value
¥a = g% % mod p.
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Let us justify the division operation that is to be performed at step 3.
If a € kR, then there exists some value x for which zF = amod p
holds. The last expression can be represented as follows

k
(glogg I‘) = gk.loggzv —q= glogga mod P,

i. e. k|log, a. For values |p| ~ 1024 bits difficulty of finding logarithms
is approximately equal to 2% operations [8]. Therefore in the case
p= NEk%*+1, |k| = 160 bits, and | N| < 704 bits the algorithm described
in this section is more efficient. If |N| > 704 bits, then the algorithm
described in Section 2.2 is more efficient.

3 New digital signature scheme

3.1 Initial design

New hard computational problem described in Section 2 is used in the
DSS described below. It uses the prime modulus having the structure
p = Nk? + 1, where k is a large prime (|k| > 160) and N is such even
number that |p| > 1024 bits. A random value z is selected as a private
key. The public key y is computed using the formula y = z* mod p.
The signature represents a pair of |p|-bit numbers S and R.

Suppose a message M is given. The signature generation procedure
is performed as follows:

1. Select at random a value £ < p—1 and calculate the first element
of the signature: R = t* mod p.

2. Using some specified hash function Fp (M) calculate the hash
value H corresponding to the message M and compute f(R, M) =
RH mod §, where § is a large prime that is a part of the signature
generation algorithm. For example, it is acceptable to use a randomly
selected prime ¢ such that [§| = 160. The function Fy (M) is also a
part of the DSS. For example, one can use the hash function SHA-1 [17]
recommended by US National Institute of Standards and technology
(NIST).

3. Calculate the second element of the signature: S = z/(F:M)¢ mod
D.
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The signature verification procedure is defined by the following con-

gruence:
Sk = yf(R’M)R mod p.

The signature length is |S| + | R| =~ 2|p|.

Accordingly to the hard problem put into base of this DSS the
direct way to attack this cryptosystem is to compute one of the kth
roots from the public key (it is not necessary to guess exactly the value
of the secret key x, since each of the values xe; mod p can be used to
generate a valid signature).

The next direct attack is connected with computing one of the
kth degree roots from the signature element R. Suppose the attacker
has computed a root v/Rmod p = t/, where the element R satisfies
the condition ged(f(R,M),p — 1) = 1 (the respective signature can
be selected from several known valid signatures). Then the attacker
can compute integer f' = f~1(R, M) mod p — 1. The value t' is con-
nected with ¢: ¢ = te; mod p, therefore he can compute the value
2’ = (S/t') mod p = (S/t)f/ei_f/ mod p = ze; mod p that is one of the
kth roots from the secret key. These attacks are infeasible at present,
if |k| > 160 bits.

Let us consider an attack that for some given values R € kR, and
H allows one to generate a valid signature (R, S). Such attack can be
easily used to find the kth roots from y using the following algorithm.

1. Select at random a value ¢ (0 < ¢t < p).

2. Calculate R = t* modp, E = f(R,M) = RH mod §, and
ged(p — 1, E). If ged(p — 1, E) # 1, then go to step 1.

3. Using the attack generate the signature (R, S). Under our as-
sumption the signature (R, S) satisfies the congruence S* = y” R mod
.

4. Calculate the values E' = E~! mod p—1 and {/y = (S/t)E/ mod
.

Thus, any attack like the considered one is as difficult as finding the
kth roots modulo p (any value a € kR, can be used in the considered
algorithm as the public key value y).

There are also possible some hypothetic attacks that for some given
values y € kR, S, and H allow one to compute such value R that the
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signature (R, S) satisfies the verification congruence. This means that
attacker is able to solve the congruences like Ryf("M) = € mod p,
where C' is a constant. However the difficulty of solving such congru-
ences modulo large prime p relatively R is put into the base of the
GOST R 34.10-94, ElGamal’s, and Schnorr’s DSSes.

3.2 Modified DSS

It is possible to reduce the signature length using the value E =
f(R, M) as signature element instead of the R element. A variant of
the modified DSS is presented by the following verification procedure:

1. Using the signature (E,S) compute R = S*y~* mod p.

2. Calculate E' = f(R, M) = RH mod 0.

3. Compare E’ with E. If E/ = E, then the signature is valid.

In the modified DSS the signature length is equal to |E| + |S| =
10| +1S| = |p|. A numerical illustration of the modified DSS is presented
in Appendix 2.

The straightforward attacks mentioned in Section 2.1 are also ap-
plicable to the modified DSS. Let us consider another attack that is
efficient in the case of small size of the compression function f(R, M),
for example in the case of small value |§|. It can be performed as the
following algorithm.

1. Select at random the values E < § and S < p.

2. Compute value R’ = S*y~ mod p.

3. Calculate value E' = f(R', M).

4. Compare E' and E. If E' # E, then jump to step 1.

On the average the work effort of this algorithm is ~ 2§ exponenti-
ation operations, since Pr (E’ = E) = §~!. This attack is infeasible at
present, if |f(R, M)| > 160 bits.

3.3 Collective signature protocol

Suppose the jth user owns the public key y; depending on his private
key z; < p as follows: y; = :Ué“ mod p, where j = 1,2,..., u. Suppose
an electronic document M is given and m (m < p) users owning the
public keys Yo, Yags ---» Ya,, should sign it simultaneusly. The following
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protocol produces a collective digital signature (CDS) and solves the
indicated problem more efficiently than the known protocols for signing
simultaneously a contract [23].

1. Each a;th user selects at random a value ¢,, < p and computes
the public value R, = t(’;i mod p, where : = 1,2, ..., m.

2. Some of the users (or one of them) calculate the common ran-
domization value

R =R, Rg,...Rqy,, mod p

and then calculate the first part of the CDS E = f(R, M), where
f is a specified compression function. For example, we will use the
following function £ = RH mod §, where ¢§ is a large prime having
length |§| = 160 and H is a hash value computed from the message M.
3. Using the values R and t,, each a;th user computes its share in
the CDS:
Sa; = xitai mod p

that is supposed to be available to all users of the group.
4. Calculate the second element of the CDS:

S = 54,%---Sa,, mod p.

Thus, the CDS is computed with 2m modulo exponentiations. The
CDS length is fixed and equals to |S| + |d].
The CDS verification procedure is performed as follows.
1. Compute the collective public key y: ¥ = Ya, Yas---Ya,, mod .
2. Using the CDS (E, S) compute value R':

R = S*y=F mod p.

3. Compute £/ = R'H mod §.

4. Compare values E' and E. If E' = E, then the signature is valid.
Otherwise the signature is false.

The proposed algorithm can be used in the collective signature pro-
tocols that are free of the participation of any trusted party that is
needed in the multisignature protocol proposed in [2] for implement-
ing the fixed size signature corresponding to some group of users. In
our algorithm we need no declosure of any user’s private key, while
generating the collective digital signature with fixed size.
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4 Conclusion

A new hard computational problem have been proposed as crypto-
graphic primitive. The problem consists in finding the kth roots modulo
large prime p = Nk®+1, where k is a large prime such that £ > 160 bits
and N is an even number such that |N| + s|k| > 1024 bits. We have
proposed an algorithm for solving this problem. The complexity W of
the algorithm depends exponentially on |k| and is described with the
formula W = O(Vk).

Using a novel hard computational problem a new DSS has been
proposed. The proposed DSS has been used to design a collective
digital signature protocol that produces the fixed size signature shared
by arbitrary number of users m > 1.

We hope that this paper will initiate other attempts aimed to devel-
oping new efficient algorithms for solving the proposed computational
problem. Such researches will contribute to the security estimation of
the presented new DSS and to evaluation of the proposed computa-
tional problem as a new cryptographic primitive.
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Appendix 1.
Examples of different primes having the structure p = Nk® + 1.

We have composed a computer program generating the primes p =
NE* + 1, where k is a prime. Our experiment has shown that for
some pairs of the values s and N there exist no primes k such that
p = NEk®+11is a prime. For example, there exist no primes p for even
s and N =2 mod 6. Another interesting example of the negative cases
is presented by the pair s = 4 and N = 4. For odd values s there are
also some exceptions.

However primes p having different length exist in the majority of
the cases. The experiment has shown that there exist sufficiently large
portion of the primes p (such that 2 < |k| < 320 bits and 5 < |p| <
2048 bits) for even s and N = Z mod 6, where Z = 0 or Z = 4. For
odd values s we also have many positive cases corresponding to different
values N. For example, we have the following primes p.

Case N =10, s = 2, and k = 725884693 gives prime:
p = 5269085875317042491.

Case N =2, s =3, and k = 1337274629 gives prime:
p = 4782905620790796691857520379.

Case N =4, s =2, and k = 67433803869294133 gives prime:
p = 18189271617129713532911550672886757.

Case N = 4, s = 2, and k = 534215924076685141269133 gives
prime:
p = 1141546614148426492824805789757003540711754286757.

Case N = 10000, s = 4, and k = 232667804209296877 gives prime:

p = 293052320688347046588067278364673296548243258533067691796
50044728906410001.
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Case N =10, s = 2, and
k=
210992170315015669831165407048312242755193421562671721912463
gives prime:
p = 445176959342405796225971179632912050657688043890876918715
6270863445095751602498829760043700275865765178209495023472
63691.

Case N = 666666666666666666666664, s = 2, and
k = 353809991516667947508673 gives prime:
p = 8345434006468309665533960024044699357922019259293043
5437657420239410857.

Case N = 4444, s = 5, and

k=

634250335263436903664058267667793136668703383339035124341219

gives prime:

p = 4561183846297793094013667057268432711555442123679889164761
7160284437223018040099748245821799167074469900659476172328
7421022326800053382794865523789665384953093547280261852600
1744316926769023258923584868066826250018895519990130703971
1225083761606510103396105271426626642249210463630491712973
5122836127957.

Case N = 2222222, s =5, and

k=

278786749998964831243188210765046251607207021302616959150353

gives prime:

p = 3742381762093988507152189447632190903649163162287335583067
1404936445168459532417824257034251542278496474548453008440
2575374798148854967611051490767707918981794830928860273675
4488895966928454234296362272519605051950977141702184978690
6574563422739262415235459932192589013385761664971623455438
97670489118447.

180



Digital Signature Scheme Based on a New Hard Problem

Appendix 2.
A numerical example with artificially small parameters.

This example illustrates the signature generation and verification
procedures in the DSS based on difficulty of finding roots modulo large
prime p = Nk? 4+ 1, where k = 132104433635297779312031 is prime
and N = 238,

i. e. p=4153476369892465269012870897623282390047400100719.

Suppose a user private key is x = 3526378981324543353612 and the
hash function value calculated from the document to be signed is H =
73568790119017231823457. Then his public key is y = 2* mod p =
3864858100219352940369774847788552018367055197706.

The signature is represented by a pair of numbers (R, S) which is
generated as follows.
1. Generate a random number ¢t = 87193323415243553115136314.
2. Calculate the value R = t* mod p:
R = 1965194394329054883669233593435354225553528543048.
3. Calculate the value F using the formula £ = RH mod §, where
0 = 35488784369499179:
E = RH mod § = 30895498554403274.
4. Calculate the value S using the formula S = z¥t mod p:
¥ mod p = 4142896032174293277370541286118603008687412846512;
S = zFt mod p =
= 3459399960786475246293210038787580593601377527459.

The signature verification is performed as follows.
1. Calculate E' = (S¥y?~F~1 mod p) H mod ¢:
S* mod p = 1223628632990799695380329960945050775755031656237;
p—F—1modp—1=
= 4153476369892465269012870897623251494548845697444;
yP~E=1 mod p =
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= 3940798203474215574106281018935399640248176139523;
R = Skyp=E=1 mod p =
= 1965194394329054883669233593435354225553528543048;
E' = R'H mod § = 30895498554403274.

2. Compare the values £’ and E.
The signature is valid, since E' = E.
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security of multimedia archive of folklore objects
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Abstract

We present new approaches used in development of the demo
version of a WEB based client/server system that contains an
archival fund with folklore materials of the Folklore Institute at
Bulgarian Academy of Sciences (BAS). Some new methods for
image and text securing to embed watermarks in system data are
presented. A digital watermark is a visible or perfectly invisible,
identification code that is permanently embedded in the data and
remains present within the data after any decryption process. We
have also developed improved tools and algorithms for analyzing
of the database too.

1 Introduction

Computerizing of science work in the folklore sphere is one of the newest
modern problems, which should be comprehended not only as folklore
texts collecting, but also in their wider context connection. The na-
tional collecting and conserving center for the Bulgarian folklore in the
folklore Institute of BAS is the only special organization for document-
ing, conservation and popularizing the folklore in the country. It has a
unique collection of authentic materials on different bases: paper doc-
uments, audio- and video cassettes, reel. Section 2 presents some basic
challenges in digital organization of folklore materials. Section 3 is for
the organization of a web based applications. In Section 4 we consider
basics of relational database management systems. Section 5 is devoted
to the basics of watermarking security. In Section 6 we present basics of

(©2008 by G.Bogdanova, T.Todorov, T.Georgieva
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error-correcting codes. Section 7 considers the structure of the demo-
version of Web based archive of folklore objects. Section 8 is devoted
to the security of the system. In Section 9 is presented analyzing of
multimedia archive of folklore objects. In Section 10 we investigate
other folklore archives and compare them with the Web based archive
of folklore objects considered in this paper.

2 Contemporary methods for digital organiza-
tion of folklore archives

The idea of digital preservation of folklore texts and other folklore ob-
jects and their analysis with computer means, has been used since the
early stages of such technique. Folklore explorers and programmers
have already tried and succeeded in accomplishing this idea. Such
pieces of work were made by S.E.Nikitina (Institute of Linguistics,
Russian Academy of Science), Y.I.Smirnov (Institute of the World Lit-
erature Russian Academy of Sciences), the Russian folklore republican
center and the folklore archives RGGU, IVGI RGGU etc. Some Web
sites in the folklore area are [10], [9], [22], [26]. Actually computeriz-
ing of science work in the folklore sphere is one of the newest modern
problems, which should be comprehended not only as folklore texts
collecting, but also in their wider context connection.
There are two basic types of folklore information systems:

1) Data base text and electronic indexes;

2) Searching systems adapted to work with folklore objects.

The Database creation should be very precise as a method for folk-
lore analysis with specific structure - irregularly, very branching with
the by hand” operating.

The national collecting and conserving center for the Bulgarian
folklore in the folklore Institute of BAS contains examples in differ-
ent spheres of traditional and contemporary culture: verbal folklore
(fairy-tale and not fairy-tale prose, proverbs, sayings and etc.), rites
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and festivity (calendar, family, labor etc.), musical, dance and plastic
folklore (clothes, belongings, crafts etc.). Beside materials, collected
from collaborators of the Folklore Institute, in the National Center ter-
rain records of students’ expeditions, as well as unique personal archives
of famous folklore people and crafts are preserved. All country regions
are available as well as the Bulgarian Diaspora in Czech, Slovakia,
Hungary, Moldova, Ukraine. The regional genre makes the Center’s
collection very valuable and significant for our national culture. Today
the archive funds of the Ceunter are consistently filled up with folklore
materials.

The development of calculating technique made collecting and pre-
serving information easier. Great attention is paid to the protection
of information from unauthorized access. During the last decade com-
puter steganography has approved as a protective measure.

3 Organization of web-based applications

Most of the web-based applications now are using a multilayered ar-
chitecture. It is organized as a two - tier structure. On the first level
there is an application space. It consists of a web-browser which com-
municates with a web server via HT'TP protocol. On the top level
of the application space there are the server side applications. These
are web servers, CGI scripts and API’s for database connection. The
second level of organization is the database tools. The most impor-
tant application in this level is the database server used for storage
and organization of the data in the system. Also we have tools and li-
braries for working with these database management systems. HTML
(Hypertext Markup Language) is still the more important technology
for visualizing in the Web. Although HTML evolved and many im-
provements have been added, it is in itself still static. The next step is
the dynamic Web technologies, which allow the building of active web
sites.
TECHNOLOGIES FOR BUILDING ACTIVE WEB SITES

These technologies could be classified as follows:
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1) Dynamic technologies from the client side

1.1) Java applets
2.2) Active X controls
3.3) DHTML (Dynamic HTML)

2) Dynamic technologies from the server side

2.1) Common Gateway Interface (CGI)

2.2) Active Server Pages (ASP)

2.3) Java Servlets and Java Server Pages (JSP)

2.4) PHP

2.5) Patented API’s for Web servers(ISAPI and NSAPI)
2.6) Server Side JavaScript (SSJS)

More detailed explanation about all these technologies is given in [4].
We use DHTML and PHP in the development of demo version of web
based client /server system with folklore objects. DHTML is not a stan-
dard defined by the World Wide Web Consortium (W3C). It is a com-
bination of technologies used to create dynamic Web sites. DHTML
allows to use regular HTML, scripts, document object model (DOM),
absolute positioning, dynamic styles, multimedia filters and many other
technologies for dynamic text and graphic manipulation, which HTML
shows on the screen. Dynamic styles are based on Cascading Style
Sheets (CSS). With CSS we have a style and layout model for HTML
documents. CSS was a breakthrough in Web design because it allowed
developers to control the style and layout of multiple Web pages all at
once. To make a global change, we could change the style, and all ele-
ments in the Web are updated automatically. The HTML DOM defines
a standard set of objects for HTML, and a standard way to access and
manipulate HTML objects. Internet Explorer supports two languages
for writing scripts - Visual Basic Script (VBScript) and JavaScipt. PHP
stands for PHP: Hypertext Preprocessor. PHP is a server-side script-
ing language and works like ASP and JSP: the sections with scripts
are inside the HTML page. It runs on different platforms (Windows,
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Linux, Unix, etc.) and supports many databases (MySQL, Informix,
Oracle, Sybase, Solid, PostgreSQL, Generic ODBC, etc.). As a WEB
server for PHP scripts many different servers (Apache, 11IS, etc.) can
be used but we choose Apache HTTP Server. It is the only one that
can use PHP as an internal module. This improves performance and
security in the working process.

4 Relational databases and relational database
management systems (RDBMS)

Database is a collection of records stored in a computer in a system-
atic way, so that a computer program can consult it to answer ques-
tions. There are a number of different ways of organizing the data in
the database called modeling of the database structure. The model
in most common use today is the relational model, which in layman’s
terms represents all information in the form of multiple related ta-
bles each consisting of rows and columns. Relational databases are
combination of interconnected and stored in one place data with the
presence of such minimal excess that allows their use in optimal way
for one or more applications [29]. The fundamental assumption of the
relational model is that all data are represented as mathematical n-ary
relations, an n-ary relation being a subset of the Cartesian product
of n domains. In the mathematical model, reasoning about such data
is done in two-valued predicate logic, meaning there are two possible
evaluations for each proposition: either true or false (and in particular
no third value such as unknown, or not applicable, either of which are
often associated with the concept of NULL). The relational model of
data permits the database designer to create a consistent, logical repre-
sentation of information. Counsistency is achieved by including declared
constraints in the database design, which is usually referred to as the
logical schema. The theory includes a process of database normaliza-
tion whereby a design with certain desirable properties can be selected
from a set of logically equivalent alternatives. The access plans and
other implementation and operation details are handled by the DBMS
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engine, and are not reflected in the logical model. This contrasts with
common practice for SQL DBMSs in which performance tuning often
requires changes to the logical model. RDBMS are applications that
are used to manage such a relational database. There are many such
applications - Oracle, Sybase, PostgreSQL, MSSQL, MySQL etc. In
our system we use Microsoft SQL Server for database management.
The most important advantages of MSSQL server are:

1) RDBMS with high productivity

2) Developed to work with databases with complicated structure

3) Perform well in WEB environment - high speed, huge transactions
4) Full SQL compatibility - SQL is platform independent language for

database manipulation.

SQL (commonly expanded to Structured Query Language) is the
most popular computer language used to create, modify, retrieve and
manipulate data from relational database management systems. The
language has evolved beyond its original purpose to support object-
relational database management systems.

5 Information protection with a digital water-
mark

The problem of information protection from unsanctioned access is
solved already in antiquity. Even then two basic resolving directions
have differentiated and now proceed to develop: cryptography and
steganography [20]. Cryptography’s designation is hiding a message
by writing it in cipher, while in the steganography the mere fact for
the existing of the secret message is hidden The word ”steganography”
has Greek origin, which means ”secret writing” [14]. It is accomplished
by several different methods and the similarity between them is that
the secret message is put in a harmless, inconspicuous object. After
that this object is transported openly to the address. In cryptography
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the presence of a coded message itself attracts the attention. So it
could be said that cryptography and steganography are not competi-
tive information protection fields of study, on the contrary they can be
used as self supplementing: one message can be encrypted and then
sent by the secret steganographic methods.

Interest in digital watermarks has grown out of an increasing in-
terest in intellectual property and copyright protection. Messages are
hidden in digital data and especially multimedia: text, audio records,
images, and video. A new steganography branch has appeared - digital
steganography [5], [6], [7], [11], [13].

Digital steganography can be basically divided to four directions:

Embedding information for secret transferring;
Embedding a digital water mark (DWM) (watermarking);
Embedding identifying numbers(fingerprinting);
Embedding captions structure (captioning).

With embedding identifying numbers, every copy has its own num-
ber and that way, the further use of the product can be followed and
the exact violator can be determined. Embedding captions is used for
medical photos signing or laying an explanation legend on a map for
example. The purpose is preserving of different information in a whole
and stopping potential violators. The digital watermark is a special
mark, imperceptibly embedded in an image, text or other signal in or-
der to control its use. Embedding and retrieving of information from
another is of basic importance in steganography and is done by the
stegosystem’s principles. The basic elements of a typical stegosystem
for digital watermark are shown on Fig.1.

- precursory coder — structure for proper transforming of the secret
message in order to embed it in the signal container (information
sequence, in which the message is put );

- stegocoder — structure for embedding the secret message in other data
and reading its specialties — structure for watermark retrieving;
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- stegodetector — structure for stegomessage’s presence determination;

- decoder — structure for secret message’ s restoring.

Reading DWM
specialties detector

Attack DWM
channel [extraction

DWNM

decoder

Figure 1. Stegosystem for digital watermark

Before watermark embedding appropriate transformations are nec-
essary so that it corresponds to the container. For example, if the
container is an image, then the watermark must be a two-dimensional
array of bits. All transformations are done by the precursory encoder.
Calculation of the general Fourier transformations for the message and
the container are done in it. That enables embedding in the spectral
area and that increases the stability of the watermark. An embed-
ding key (K) is often used to increase the secrecy. Embedding and
transforming messages in the container are done by the encoder.

There are different methods for that, which depend on the con-
tainer’s character and will be referred later. There are detectors for
finding an existing watermark and for selecting it. In the first case
detectors are possible with either hard or soft resolve. Metrics as Ham-
ming distance and mutual correlation between the initial and delivered
signal are used for choosing the proper resolve. When the initial sig-
nal is unknown, statistic methods are used. There are three types
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of stegosystems depending on the necessary information for detection:
open, half-hidden and hidden.

The hidden type I stegosysteins have the best stability against outer
intervention. To be stable a stegosystem must follow the next require-
ments:

- The system security must be completely determined by the secrecy
key, so that even if the violator knows all algorithms of the system,
he can not get additional information if there is a message in the
container or not;

- The knowledge for the presence of a message in a container must not
give the violator an opportunity to discover such in another container;

- Putting the message must not influence the container’s quality;

- Possibility for discovering a secret message where it does not exist
must go to zero;

- To have considerably complex algorithms for coding and decoding.
Necessary requirements for the DWM:

- The DWM must easily recover the legal owner;
- It must be steady to:

0 common signal processing;

o common geometric transformations — rotation, translation, scaling
and others;

o collusion and forgery.

- Universality — one and the same watermark for all types of multime-
dia;

- Unambiguous.
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There are three types of stegosystems according to their steadiness
to outer influence: steady, fragile and semifragile. Fragile DWM are
destroyed only by insignificant modification of the container. They are
used for signal authentification. The difference from the digital sign
is that fragile DWM allow little modifications, which is important for
the compression for example. Semifragile DWM are steady to some
influences and fragile to others. As a whole all DWM can assign to this
stegosystems type. For example, they can allow compression but they
are fragile to elements removal.

5.1 Methods for image watermarking
5.1.1 Methods for hiding the data in the spatial area

The data is put directly into the initial image. Its basic advantage is
that no additional transformations of the image are needed. DWM is
embedded by manipulating the brightness or the component colors. Its
basic disadvantage is the weaker steadiness. Such a method, used in the
protection of the concerned folklore system, is Kutter’s method [15].
Let s be a single bit to be embedded in an image I = (R, G, B), and
p = (4,j) a pseudo-random position within I. This position depends on
a secret key K, which is used as a seed to the pseudo-random number
generator. The bit s is embedded by modifying the blue channel B at
position p by a fraction of the luminance L = 0,299R~+0, 587G +0, 1148
as: Bjj = B;j + (25 — 1) L;jq where q is a constant determining the sig-
nature strength. The value q is selected such as to offer best trade-off
between robustness and invisibility. In order to recover the embedded
bit, a prediction of the original value of the pixel containing the in-
formation is needed. This prediction is based on a linear combination
of pixel values in a neighborhood around p. The sign of the difference
between the prediction and the actual value of the pixel determines the
value of the embedded bit.

1 C C
Bj; = i > Bitkj+ Y Bijix—2By
k=—c k=—c
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where ¢ is the size of the cross-shaped neighborhood. To retrieve the
embedded bit the difference § between the prediction and the actual
value of the pixel is taken: § = B;; — Bzfj. The sign of the difference
0 determines the value of the embedded bit. Retrieving of the bit is
made without the knowledge of an initial message. For that purpose
prediction of its initial value is made according to the value of the near
pixels. Accuracy can not be always guaranteed in the prediction of
the secret bit value, so the embedding and retrieving functions are not
mutually convertible. Some additional techniques, concerned in, are
used. Also, robustness could be improved with the use of optimal error
correcting codes. The method is steady to filtering, JPEG compression,
geometrical transforms.

5.1.2 Spread spectrum watermarking

Based on different transformations of the container, for example Dis-
crete Cosine Transform (DCT), it gives opportunity for greater steadi-
ness of the DWM to transformations [7].

5.2 Method for text watermarking
5.2.1 Line-Shift Coding

This is a method, in which text lines are shifted vertically, so that the
document could be uniquely coded. {-1, 1, 0} is often used as an initial
alphabet, which is coded as shifting the line up, down or leaving it to
its place. In most cases decoding can be made without the usage of the
original document, if the constant space between the lines is known. It
is easily found but steady to noise. This method is used for protection
of .doc .ps in the folklore system.

5.2.2  Word-Shift Coding

This is a method of altering a document by horizontally shifting the
locations of words within text lines to encode the document uniquely.
The method is least visible when applied to documents with variable
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spacing between adjacent words. Because of this variable spacing, de-
coding requires the original image — or more specifically, the spacing
between words in the unencoded document.

5.2.3 Feature Coding

The image is examined for chosen text features, and those features are
altered, or not altered, depending on the codeword. Decoding requires
the initial document. The choice of text characteristics can be made
by different criteria [6].

6 Error-correcting codes

6.1 Basics

The object of an error-correcting code is to encode the data, by adding
a certain amount of redundancy to the message, so that the original
message can be recovered if not too many errors have occurred [12].

Definition 1 A ¢ — arycode is a given set of sequences of symbols
where each symbol is chosen from a set Fy = {\i,Aa,..., A} of ¢
distinct elements.

The set Fy is called the alphabet and is often taken to be the set
Zy=10,1,2,...,¢g—1}. If ¢ is a prime power we often take the alphabet
F, to be the finite field of order gq.

Definition 2 A binary code is a given set of sequences of 0s and 1s
which are called codewords.

Definition 3 The (Hamming) distance between two vectors z and y
of (Fg)" is the number of places in which they differ. It is denoted by

d(z,y).

Definition 4 Let Fj, is the Galois field GF(q), where q is a prime
power, and let (F,)" is the vector space V(n,q). A linear code C over
GF(q) is a subspace of V(n,q), for some positive integer n.
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If C is a k — dimensionalsubspace of V(n,q), then it is called
(n, k,d) — code, where n is length, k£ is dimension and d is the min-
imum distance of the code. Sometimes we denote it just (n, k) code.

Definition 5 We call an (n, k,d) — code optimal if for fized n, k it has
the largest possible d.

6.2 Reed - Solomon codes

Reed - Solomon (RS) codes are nonbinary cyclic codes with symbols
made up of m-bit sequences, where m is any positive integer having a
value greater than 2. RS(n, k) codes of m-bit symbols exist for all n
and k for which

O0<k<n<2m™42

where k is the number of data symbols being encoded, and 7 is the
total number of code symbols in the encoded block.

Now let’s make a more precise definition of RS codes [21]. Let «
be a primitive element in GF(2""). This means that « is an element of
GF(2™) such that each nonzero element of the field can be represented
by a power of a. In these conditions for any positive integer ¢ < 2" —1,
there exists a ¢-symbol error-correcting RS code with symbols from
GF(2™) and the following parameters:

n=2"—In—-k=2tk=2"-1-2td=2t+1=n—-k+1
The generating polynomial for an RS code takes the following form:
9(X)=go+nX +92X2 + ...+ ggtleQt_l + X2

where g; € GF(2™) and g(z) has a,a?,...,a? as roots.

One of the most important features of RS codes is that the minimum
distance of an RS(n, k) is n — k + 1. Codes of this kind are called
“maximum distance separable codes“ (MDS). RS codes achieve the
largest possible code minimum distance for any linear code with the
same encoder input and output block lengths.
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Also Reed-Solomon codes have an erasure-correcting capability, p ,
which is:

p=d—1=n—k

Simultaneous error-correction capability can be expressed as fol-
lows:

20+y<d<n—k

where « is the number of symbol-error patterns that can be corrected
and + is the number of symbol erasure patterns that can be corrected.

There are many proposed algorithms for effective encoding and de-
coding of RS codes [21].

7 Structure of the application

The computer folklore system we are presenting consists of WEB in-
terface for folklore database management. Client-server technology is
used with the browser on the client computer (MS Internet Explorer
has the best effectiveness), and for server Apache HTTP Server. Pro-
gram technologies on the client side are ActiveX and Jscript, and on
the server side — PHP scripts. The database is of relational type and
is managed by RDBMS (System for database management) of MSSQL
server.

The relations and the type of tables organization in the database
are shown in Figure 2, described in detail in [17].

It is an open system, which is specified, changed and renovated in
the process of categorization with the rising of the processed archive
documents. The scheme is based on several important principles — pre-
senting the folklore culture in its diversity and orderliness, pointing out
that every culture fact is unique, ensuring efficient access and easy use
of the archive funds for everyone who is interested. The classification
scheme is a projection of the basic culture spheres — songs, rites, speech,
music, dance, household goods — more and more independent scheme
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structures are formed in these main spheres. Without the inculcation
of a particular scheme categorization is impossible. Its main purpose is
fast and beneficial orientation in the enormous diverse source of folk-
lore materials. It is also a necessary step towards modern processing
of the empiric data. On the scheme from Figure 2 the database tables
used in the system are shown.

category e
Column Mame |Cnndensed Tvpe | Mullable LI C.Dlumn Mame |F0ndensed Type | Mullable ﬂ
T catid int WOTHULL || | @ |uid int HOT HULL
™ | catname varchar(s0) WOT NULL | |username warchar{16) MOT MULL
|| catdescription varchar(50) HOT NULL | |passwd char(16) NOT NULL
1 Z.I | |name warchar(50) MULL
— email warchar{50) MULL
| |userid char(2) MOT NULL
=
SubCategory
Column Mame |Condensed Type | Mdllable o
[ ®]sid int MOTHULL | e
o Cotid ot HORHG & lumn Mame [Condensed Type | Nullable | o]
Subid warchar{g) MOT MULL C.Ddumn cEE - ]
| |subname  varchar(zss)  MOTHULL = ::: :gI :3&
| |SubDescription varchar(255) MULL i L’
created datetime MOT MULL
B E
count
Column MNarme |Condensed Type | Mullable :I
Documents BE varcharig) MOTRULL |
Colurnn Mame [Condensed Type | Nullable < | [Mdoc varchar(50) MOT MULL
7| oid int NOTMLLL | L] hd
T |catd int ROT NULL
| |subm varchar(g) MOT NULL Groups
[ Mdoc warchar(g) HOT MULL Column Name |Cnndensad Type | Hullable :I
| |Dochlame varchar(255) WOT MULL 2[cd it NOTMOLL ||
| |contents text HOT MULL | did varchar(10) NOT MULL
L datec datetime MOT MULL = [kid varchar(4) NOT MULL
| fud int NOT ML T link. varchar(Z55)  NOT HULL
] E N =]

Figure 2. Database organization

- Category — information about the basic folklore categories
- SubCategory — information about the basic folklore sub-categories

- Documents — store of all folklore documents
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- Users — information about all registered users

- Favorites — reference to all documents that are stored in "My Docu-
ments” category

- Count — Number of the documents in given category

- Groups — Used for documents additional grouping and external link-
ing

The data is divided into three structural parts — audio, video and
text archive and the mutual relations between the folklore parts are
under review. The data is organized to allow flexibility in searching,
renewing and adding.

8 Building the security of the data in the demo
version of the web-based database for folk-
lore documentation

In view of the fact that unique photo material is kept in the system,
protection against illegal copying and spreading is needed. There is an
opportunity for downloading partial photo materials on the client com-
puter, but before that, it is uniquely signed, so that its origin could be
proved. This is made by a specially developed ActiveX control, written
in Borland Delphi and only the administrator has access to the system.
It takes the graphic file as an entrance, which will be protected by the
techniques described in 2.1.1, and puts a unique watermark. There is
an opportunity for identifying the signed image. In 2.1.1 a primitive er-
ror correcting code based on the multiplicity of the embedding is used.
It is well known that redundancy codes are far from optimality. So
here we use some more effective error-correcting schemes. First we use
hamming codes. They provide a mechanism that can be inexpensively
implemented. In general, their use allows the correction of single bit
errors per unit data, called a code word. Here we use a (15, 11) Ham-
ming code that enables data link packets to be constructed easily by
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permitting one parity byte to serve two data bytes. For error detection
we use CRC. Second approach that we apply for error-correction are
Read-Solomon codes [2]. RS codes are often used as "outer codes” in
a system that uses a simpler ”inner code”. The inner code gets the
error rate down and the RS code is then applied to correct the rest
of the errors. Let RS(n,k) is a code over GF(2™). Every element in
this field can be represented uniquely by a binary m-tuple, called m-bit
byte. To encode binary data with such a code a message of km bits
is first divided into k£ mn-bit bytes. Each mn-bit byte is regarded as a
symbol in GF(2™). The k-byte message is then encoded into n-byte
codeword based on the RS encoding rule. After the RS code is selected
for the given case we proceed with the selection of the “inner code”.
According to the value of m we have selected for the RS code the same
value should be selected for the dimension of the inner code. This code
will correct errors on bit level in each of the m-bit bytes. Series of
macros are developed; they use 2.2.1 to protect MS Word documents
before they are given to the user. An additional password is also set,
to prohibit him from the opportunity to change the document and that
way to impede the removal of the watermark.

The data is divided into three structural parts — audio, video and
text archive and the mutual relations between the folklore parts are
under review. The data is organized to allow flexibility in searching,
renewing and adding. For the security preventing unauthorized access
to the data access levels are developed, with usernames, passwords and
appropriate rights for them. We have three user roles — user, registrant
and administrator. Here are the permissions that the different roles
have:
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Docunents
T
Categoties
Aearch by mumber
meatch <
Index php seatch by content
Registration
Logln »| Lost password
Figure 3. User permissions
Search ‘
| Wiew categoty View document |
| Add category Delete categony |
- | Add dooument Delete documernt |
Edit category

Edit document

Wy Documents

Figure 4. Registrant permissions
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Edit user accounts

| User registartion |

| Wiew categoty View document |
| Add categoty Delete category |

A dministrat »
istrator | Add docament Delete document |

| Edit document |

My Documents

| Seatch |

Figure 5. Administrator permissions

9 Analyzing the data of multimedia archive of
folklore objects

Online Transaction Processing (or OLTP) is a class of programs that
facilitate and manage transaction-oriented applications, typically for
data entry and retrieval transaction processing. Some applications
of OLTP include electronic banking, order processing, employee time
clock systems, e-commerce, and eTrading. Ounline Transaction Pro-
cessing has two key benefits: simplicity and efficiency. Reduced paper
trails and the faster, more accurate forecasts for revenues and expenses
are both examples of how OLTP makes things simpler for businesses.
It also provides a concrete foundation for a stable organization because
of the timely updating. OLAP is an acronym for On Line Analytical
Processing. It is an approach to quickly provide the answer to analyt-
ical queries that are dimensional in nature. It is part of the broader
category business intelligence, which also includes Extract transform
load (ETL), relational reporting and data mining. Databases config-
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ured for OLAP employ a multidimensional data model, allowing for
complex analytical and ad-hoc queries with a rapid execution time.

The database in data warehouse is designed and the data is ex-
tracted from the OLTP (online transaction processing) database, trans-
formed to match the data warehouse schema, and loaded into data
warehouse database periodically by execution a batch job.

The data cube FolkloreCube is created in correspondence with the
star schema of the dimensional model of the database in the data ware-
house (fig. 6).

[i FolkloreCube
=- 1% Document
+-a (Al
4+ 0 Class Mame
+- = Category Mame
+-mem S akegory Mame
+}--=mmn Dincyment Mame
= 14 Link
+- o (Al
+- = Link name
= TZ, Measures
=l = MeasuresLevel
- #¥ Count Of Downloads
- #¥ Rank
= TZ) Time
- (Al
«om Year
comm o yatker
~mmn Month
Jmmmm gy
== Hour
=" Minute
User
o (Al
= Twpe
== Lser Mame

'r
- [N EE

Figure 6. Folklore cube
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It consists of four dimensions — Document, Link, User and Time. The
first measure of the examined data cube is count of downloads of the
folklore materials from the documents by the users. The users can rank
the materials with the integer values between 1 and 7 that are stored
in the measure rank and reflect the preferences of the users.

Applying the OLAP (Online Analytical Processing) Oper-
ations

MDX (multidimensional expressions) queries are applied to the data
cube FolkloreCube providing the dimensional view of summarized data.
Additional statements of MDX queries and the results from their exe-
cutions are represented in [3], [8].

Discovering the Association Rules

The application for discovering the association rules in data cube
FolkloreCube by using the OLAP operations is developed. An associ-
ation rule shows the frequently occurring patterns (or relationships) of
a set of data items in a database. An association rule is an implication
of the form X — Y, where X = {z1,...,zp} and Y = {y1,...,yn}
are sets of items with X (Y = (. The rule X — Y has support
s if s% of all itemsets contain X (JY. The rule X — Y has confi-
dence ¢ if ¢% of itemsets that contain X also contain Y. For example
the following rule is generated from the data cube with daily down-
loads of folklore materials: {Document(” Songs”), Time(”11/2006”)}
— {Link(”somelink11”)} with support s = 0.1151 and confidence ¢
= 0.2667. This rule means that one of the most downloaded mate-
rials from the documents in the category ”Songs” during November
2004 is the material ” somelink11” (with 26.67% confidence) and such
downloads represent 11.51% from all downloads under study.

Discovering the Distribution Intervals of the Association
Rules

In addition to the association rules the important practical appli-
cability has their distribution in time. An algorithm that applies the
OLAP operations and uses the fractal dimension to uncover the behav-
ior of the association rules in time dimension is described. The code,
which realizes the proposed algorithm, is successfully implemented.

Association rule mining aims to extract interesting correlations, fre-
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quent patterns, associations or casual structures among sets of items
in the transaction databases or other data repositories [1]. We use
the proposed algorithm and software implementation to explore the
behavior of the database in the multimedia archive of folklore objects.
Association rules are widely used in various areas such as telecommuni-
cation networks, market and risk management, inventory control etc.,
where the proposed software tools could be successfully used.

10 Comparison with existing digital archives

We make an investigation to some other folklore software systems all
over the world and compare them with the one described in this paper.
According to [28] and to our research of other similar systems, we can
conclude that two of the main criteria for comparison are its multimedia
attributes and data security.

First we make a comparison by some attributes of a system that
determine it as a multimedia:

- Text

- Audio

Graphics
- Video

Search

Results are displayed in the Table 1.

We could conclude that there are just a few archives that meet all
the criteria to be called "multimedia”. Also all the archives are not
very flexible in their organization and are developed just to satisfy the
needs of the particular folklore organization. On the other hand the
system presented in this paper has a very flexible data organization
that could be easily adopted to the needs of many different folklore
organizations. It has all the aspects of multimedia archives too.
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Table 1. Comparison of multimedia folklore archives

System | Text | Audio | Graphics | Video | Search
6] | + - + + +
18] | + + - + +
[9] + + + N/A | +
[24] + + + N/A +
27 | + + + + +
[25] + - - - +
22] | + + + + -
23] + + + + | N/A
9] | + + + + +
[26] + - - - -

Second part of comparison includes data security and data analysis.
In fact all the systems that we research include data security just in
permissions level. The newly presented system also has different user
roles with different access level. But more powerful tool in it is the
newly proposed watermarking scheme and the software tools for wa-
termarking embedding. They preserve data ownership even when it’s
already downloaded. Also the unique for this system, that we can’t
find in any other system are the data analyzing tools included in it.
They allow more easy and flexible research of the data in the system
and to analyze working activity of the different users.

11 Conclusion

We present new approaches used in development of the demo version
of a WEB based client/server system that contains an archival fund
with folklore materials of the Folklore Institute at Bulgarian Academy
of Sciences (BAS). We use two error-correcting schemes — one that
uses Hamming codes and another that combines Reed-Solomon codes
as outer code and optimal linear code as inner code. We use them as a
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part of watermarking software in order to secure data in the computer
system. Finally we present improved software used to analyze the
database. We could conclude that this is a useful and unique computer
system that has very powerful tools for data security and analysis.
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Specific features in automatic processing of the
formations with prefixes®

Mircea Petic

Abstract

This article contains the information about the defining and
analysis of some rules which will permit the automatic retrieving
of the romanian prefixed formations and enriching the lexical re-
sources by automatic derivation with the romanian prefixes ne-
and re-. There are also described some peculiarities of the roma-
nian prefixes.

Keywords: lexical resources, automatic prefixation, deriva-
tives, algorithm for word extraction

Introduction

Linguistic electronic resources form the fundamental support for draw-
ing up automatic tools for processing the linguistic information.

The need of the linguistic resources enriching is satisfied not only
by word borrowing from other languages, but also by the use of some
exclusively internal processes. Derivation means creation of a new word
or a word with other meaning by adding some prefixes or suffixes to
existent lexical bases. Prefixes are productive from the lexical point
of view, when after removing the affix remains an attested word, and
non-productive, when the remaining sequence after this operation is not
attested as a word, though etymologically we recognize the prefix [1] in
the word. The units from which the derivatives are formed, are called
bases. In this article, as derivatives affixes, prefixes will be studied.

©2008 by M.Petic
The article is carried out as a part of the INTAS project, ref. nr. 05-104-7633

209



M. Petic

The scope of this article is the defining and analysis of some rules
which will permit the automatic retrieving of the formations with pre-
fixes and enriching the lexical resourses by automatic derivation with
the romanian prefizes ne- and re-.

1 The classification of the prefixes

The 86 Romanian simple prefixes described in [2] can generate 5680
derivatives. These derivatives can be classified in four fundamental
categories, such as:

e inherited derivatives from Latin, for example, (a) inchide (in engl.
(to) close), (a) deschide (in engl. (to) open), (a) ramine (in engl.
(to) remain);

e borrowing from other languages, for example, deservire (in engl.
service), nonsens (in engl. nonsense), prefabricat (in engl. pre-

fab);

e imitations by foreign models, for example, concetatean (in engl.
fellow citizen), (a) intrevedea (in engl. (to) discern);

e Romanian internal creations, for example, (a) dezrobi (in engl.
(to) emancipate), nefericit (in engl. wunhappy), (a) intarca (in
engl. (to) wean).

The compound prefixes obtained from two simple prefixes as a
unique element of derivation are: apar-, metem- and meten-, ram- and
ran-, Tim- and rin-, sco-, sper-. It is worth mentioning that compound
prefixes, analysed together with the wordbase and not relating to a
formation prefixed before with one of the prefixes, we do not confuse
with a double successive prefixation, for example, in pre/stranepot (in
engl. the son or daughter of the / great-grandson), or (a) re/inscrie (in
engl. (to) re/write down).

Developed prefixes, that result from combination of a simple prefix
with a non-prefixal element, an insignificant fragment of a prefix or
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a root, are: destr- (destrauri), pres- (presfira), zds- (zastimp, in engl.
period). Sometimes it is difficult to distinguish a compound prefix
from a developed one. Thus, a complex prefix nds-, based on a simple
prefix nd-, may be considered compound with simple prefix s- (z-) in
formations such as ndazbate and developed in ndzduh or ndzvdata (in
engl. to spoil), where z- is recognized because of false analysis of the
word vazduh (in engl. air) or (a) dezvata (in engl. (to) unlearn) [1].

As to the prefix’s etymology, 12 prefixes are inherited from Latin
(des-, in-, stra-), 13 — from Slavic (ne-, ras-), 18 came from ancient
Greek, being taken by a Slavic or Latino-Romanic intermediate (anti-
, arhi-, hiper-, hipo-) [3]. 29 prefixes with a multiple etymology are
neologic inherited from Latin, French and/or Italian (ante-, circum-,
co(n)-, contra-, ex-, extra-, non-, post-, re-, ultra-).

2 Some quantitative characteristics of the pre-
fixes

Traditionally prefixes are described by a limited set of features: ety-
mology, derivational model (with pointing the part of speech of the
obtaining word and of its bases, for example, the verb (a) dezdoi (in
engl. (to) unbend) is constructed from the numeral doi (in engl. two)
and the prefix dez-) and the meaning of the obtaining word. Step by
step derivational models began to be characterized by a set of quali-
tative attributives, such as: utility, regularity, productivity, frequency,
etc. There aren’t clear definitions of those notions. That is why we can
only suppose the real meaning of those terms. Only formulating a set
of quantitative definitions allow us to obtain some of the quantitative
characteristics for the derivational affixes [4].

By number of the registered derivatives in [2], the most productive
prefixes are n- (their number is 571), ne- (449), des- (395), re- (338).

In [5] it had been established some quantitative characteristics for
these romanian prefixes, namely: number of words which begin with
these prefixes, number of the derivatives with these prefixes, the repar-
tition of letters which follow after the mentioned prefixes, the distri-
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bution of the parts of speech (noun, adjective, verb) for every prefix
mentioned above.

The romanian prefix in- can be attested in four different phonolog-
ical forms, namely in-, im-, in- and %m-. One of them is a phonetic
variant #m- before b, p consonant, for example, (a) #mbatrini (in engl.
(to) grow old), (a) tmparti (in engl. (to) divide), etc. Sometimes it
is possible that the romanian prefixes in- and im- are attested as the
prefixes in- and im-. The romanian prefix ne- has no other literary
phonetic variants. The prefix des- has the following literary phonetic
variants: dez-, before the roots that begin with a (semi)-vowel or a
voiced consonant and de- obvious before the roots that begin with s,
g. The prefix re- is a neologic prefix and sometimes substitues the
ancient variant rd-. As a source for establishing these quantitative
characteristics served [5], that contains about 30 thousands words di-
vided in flection groups depending on their forming way. These words
are grouped by part of speech, but the noun is classified also into gen-
der. It permits to establish the announced quantitative characteristics
mentioned above. These characteristics has been obtained by some
programs developed in C programming language.

Taking into account all phonological forms of prefix in- for every
form (in-, im-, in- and im-), some specific quantitative characteristics
have been found. Thus, it has been calculated the number of words
that began with the particles in-, im-, in- and #m-. The total number
of these words is 1145 [5].

The same situation is also with the prefix re- which has another
phonological form rad-, but it is an old one. For the prefix des- it has
been calculated separately the quantitative characteristics for phono-
logic forms des- and dez-. As the romanian prefix ne- has no phonolog-
ical variants, in the calculations only this particle has been considered.
The details of quantitative characteristics for these prefixes are pre-
sented in Table 1.

Taking into consideration the information obtained and arranged
in Table 1 we can say that there are four letters, namely a, k, ¢ and
1y, before which the particles mentioned above have not been found. In
addition, the words in which the presence of the prefix is recognized
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Table 1. The quantitative characteristics for the phonetic variants of
the studied prefixes [5]

pre- | pho- | num- | num- | % part total | consoq vowels

fixes | netic| ber of | ber of of let- nants
vari- | words | deriva- speech | ters
ants tives

in in 583 107 18 V,NJA| 21 17 4
in 360 47 13 N,V,A| 14 9 5
im 126 15 12 NVA| 7 2 5
im 79 19 24 V.NJA| 2 2 0

ne 216 36 17 N,A, V| 19 14 5

des | des | 191 39 20 V,NA| 13 8 5
dez | 101 48 47 V,N,A| 12 7 5

re 454 81 18 N,V,A| 20 15 5

average 21

where V denotes the verb, N — the noun and A — the adjective.

by relating it to a wordbase existent in Romanian language represent
about a fifth part of the words that began with these particles. In
general, more often we find consonant after the studied particles. The
words that begin with the mentioned particles more often are nouns as
a part of speech, then come the words that are verbs and finally adjec-
tives. Actually, some prefixes contain more phonological forms and it
makes more difficult to establish some quantitative characteristics.

3 Retrieving analysable formations with pre-
fixes from a lexicon

For all categories of formations only the words in which the prefix
presence was distinguished by referring to a wordbase existent in the
Romanian language had been taken into considerations [2]. They can
be grouped in derivatives of the type: analyzable, semianalyzable, and
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non-analyzable. In the analyzable formations both are distinguished
either the prefix or the wordbase. For example, in the word poimiine
(in engl. the day after tomorrow), poi- is the prefix, and méine (in engl.
tomorrow) is an adverb (wordbase).

As a source for analyzable formations with simple prefix extracting
a lexicon! had served which contains not only graphic representations
of the words, but also its part of speech. This lexicon contains reusable
resources of Romanian language (it has approximately 100000 of word-
bases). It needs to be mentioned that a word can have several entrances
for different parts of speech [7].

Besides the lexicon it was used a list of 86 simple prefixes that
are registered in [2]. Also phonological forms of those prefixes had
been added. Being important the peculiarity of those prefixes and
derivatives described above the algorithm for automatic extraction of
the analysable formations with simple prefixes had been developed.
Lately it was implemented in a program written in C programming
language.

Taking into account the peculiarity of the Romanian simple pre-
fixes and of the available lexicon a simple but distinctively used for
automatic extraction of the analysable formations with simple prefixes
algorithm had been elaborated. The essence of the algorithm is the
following: it reads a prefix and when listing the words from a lexi-
con, chooses those that can be integrated in the established constrains,
namely if after removing the prefix it remains an attested in the dictio-
nary word and its part of speech coincides with the initial one. Corre-
sponding to this algorithm, it could be added also the instructions for
counting both the analysable formations and of the words which begin
with the particles that coincide with the respective prefixes [8].

Using the program, the analyzable formations with simple prefixes
had been found and extracted for all prefixes mentioned in [2]. In Table
2 the concrete numbers of the analyzable formations for the ten most
numerous prefixes obtained with described program comparatively with
those in the source [2] are given. The results presented in this table
are expectable for some prefixes, but for the other are really amazing.

!The lexicon is available on the site http://imi201.math.md/elrr/
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Table 2. The number of analysable formations (NAF)

prefixes | NAF program | NAF source [2]
ne- 1500 449
re- 970 338
de- 702 250
in- 632 217
a- 610 276
S- 474 73

pre- 441 186
co- 338 19
con- 282 106
anti- 257 281

Verifying the analyzable formations with the prefixes ne- and re- we
can say that the precision of a good word selection is very high, the
cases of the word of the kind rece (in engl. chill) are singular. The
same can be said also about the prefixes pre-, con- and anti-.

For the other prefixes many words had been obtained that were not
analyzable formations with these prefixes, for example for the prefix s-:
scard (in engl. ladder), serd (in engl. hothouse), and so on. But the
number of analyzable formations with the prefix anti- is not greater
that those registered in [2]. So it can be presumed that some of the
words are not present in any of lexicographic sources.

In order to retrieve analysable formations with compound prefixes
it was used the same algorithm described in [2] and a program in C
programming language has been developed on its base.

The concrete data obtained by the mentioned above program for
10 compound prefixes, comparatively with those presented in [2], are
given in Table 3. In this table we can bring into evidence the big
number of analysable formations obtained by program comparatively
to the number recorded in [2] for the compound prefixes ra- and sco-.
It can be explained by confusing the prefixation with double successive
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Table 3. The number of analysable formations (NAF)

the prefix | NAF program | NAF source [2]
ra- 64 2
sco- 22 2
ram- 4 1

apar- 4 1
ran- 3 1
rin- 3 1
sper- 2 1
metem- 1 1
meten- 1 1
rim- 0 1

prefixation with simple prefixes a- and respectively co- after that with
re- (r-) and, respectively, s-. In other cases the expectable results were
obtained, except the prefix rim- for which we didn’t find the analysable
formation rimbomba, which isn’t present in the lexicon.

The obtained results suggest the idea that the algorithm for auto-
matic extraction of the analysable formations with simple prefixes is
not universal. It can be used in automatic extraction of the analyzable
formations with long simple prefixes. For short simple prefixes the in-
formation about only graphic representation and part of speech proved
to be insufficient for several simple prefixes. They need, probably, the
semantic information about analyzable formations with such prefixes.

Although, we certainly can say that for long simple prefixes, the
presented algorithm satisfies with a high precision the automatic ex-
traction of the analyzable formations with simple prefixes. The results
proved that the most numerous simple prefixes in analyzable forma-
tions registered in [2] coincide with the results of the program [9].

Nevertheless, the algorithm mentioned above will not help us to find
the derivatives like: deschis (in engl. opened), inchis (in engl. closed),
(a) combina (in engl. (to) combine) and (a) imbina (in engl. (to)
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join), interbelic (in engl. interwar) and antebelic (in engl. prewar).
These words aren’t analysable formations. They are semi-analysable
formations. The prefix derivatives of this type are the words in which
we can distinguish only the prefix as opposed to the other prefixed
formations or compound words with a common root, inexistent as an
independent word. So the method by which we recognize the analysable
formations is not valid for semianalysable formations.

4 Automatic prefixation

According to quantitative characteristics discussed in section 3, the
more frequent ones are in-, me-, des-, re-. As the prefixes in- and
des- have more phonetic variants and need more information in order
to formulate prefixation rules, afterwards we will consider only the
affixation by the romanian prefixes ne- and re-.

4.1 The prefix ne-

According to [2] in The Dictionary of the Romanian language (DRL)
there are registered 449 analysable formations, considering only one for-
mation from a group (though its number is greater), having a common
base: for example, nemiscare (in engl. immobility), but not nemiscat
(in engl. motionless), nemiscator (in engl. motionless). Although,
DRL has only a part of all existent formations with the prefix ne-, the
number of derivatives from the DRL is small and it does not illustrate
the real productivity of this romanian prefix (as a rule, the dictionary
does not include obvious formations). Since the derivation with ne-
forms an open system, it does not contain the formations from other
sources.

It is important to note the preference of this prefix to the adjectives
of participle origin (in our case that ends in: -at, -it, -ut, -it, because the
others face more difficulties in participle recognition), and also those
derivatives with the suffixes -tor, -bil, -0s in relation with verbal bases.
In DRL, the formations from the adjectives derivated by other suffixes
are, as a rule, fortuitous. The creations with ne- from the primary
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adjective are, in general, not numerous and unusual.

The formations with ne- from the verbs are not numerous. The
derivations from verbs, being not specific for the prefix ne-, can be
from adjectives of participle origin or some derivatives with suffixes.
The prefix ne- is grammaticalized in relation with gerund, participle
and supine of the verbs, replacing completely the negation nu (engl.
not).

The derivation with romanian prefix ne- constitues an open system.
Wordbases to which this prefix can be attached are of various origin,
where the prefix ne- can be attached, valid in literary language in
general, it does not function in popular and familiar ones, where in
spontaneous constructions, the prefix ne- can deny any kind of word.
The prefix ne- is productive in all literary styles of the language.

Thus, from those mentioned above we can infer the following rules
for the prefix ne-:

e from the adjectives derivated by suffixes -tor, -bil, -0os we form
adjectives derivated by the prefix ne-;

e from the participle ended with -at, -it, -ut, -7t we form adjectives
derivated by prefix ne-;

e from the gerund we form adjectives derivated by prefix ne-.

4.2 The prefix re-

According to [2] in DRL the number of analysable derivatives with re-
is 283. To these words we can add 55 derivatives from other sources (for
example: Dictionary of neologisms, Morphological Dictionary, Actual
Romanian Language, etc), the most numerous derivatives are those
verbal obtained from verbs (analysable formations). Many of semi-
analysable formations with the romanian prefix re- is related with those
semianalysable derivatives with romanian prefixes in- (in-), con-.

The prefix re- is not attached, as a rule, to the words which be-
gin with r+vowel [2]. In fact, there are some derivatives of this case:
reromanizare (in engl. reromanization), rerafinare (in engl. repurify-
ing), reruralizare (in engl. reruralization).
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The wordbases at which the prefix re- is attached are of different
origin, both ancient (latine, slave, hungarian, turkish, greek), and mod-
ern (neologic).

Actually, the romanian prefix re- can be attached to any verbal
wordbase. Another observation is that the nouns formed from the
present infinitive of the verb by adding the suffix -re form derivative
by prefix re-. The derivatives with this prefix can be found in all literary
styles of the Romanian language.

So, we can define the following rules for the romanian prefix re-
from the infinitive of the verbs we form:

e verbs derivatives with prefix re-;

e nouns derivatives both with prefix re- and the suffix -re.

4.3 The methodology of automatic prefixation

The rules formulated above need knowledge only about graphic repre-
sentation of a word and its part of speech. The source [6] contains 28932
words which are divided into flection groups depending on its way of
forming. Dividing into a set of other flection groups, as it was observed
from the rules above, does not influence the process of forming the
derivatives with the romanian prefixes ne- and re-. It is important to
mention that the obtained derivatives based on formulated rules above
will inherit the flection group of the wordbase of the derivative, except
only the case of noun forming from the verb.

Examining the words from the lexicon and concatenating the prefix
respectively to those ones which correspond to the categories estab-
lished by the rules above, an algorithm of analysable derivation with
romanian prefixes ne- and re- is implemented in a unit capable to gen-
erate new words.

4.4 The results

The developed program based on the algorithm mentioned above en-
riched the lexicon with 417 derivatives with the romanian prefix ne-
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and 9014 derivatives with the prefix re-. In Table 4 there are the re-
sults obtained for the analysable derivatives rules with the romanian
prefixes ne- and re- for adjectives and verbs. Taking into considera-
tion that the lexicon had already 216 words that began with ne-, the
growth is about 1,9 times. In the same way the number of the words
that begin with re- is 454, so the growth is 19 times. As a result, the
growth of derivatives is 9430 words with the romanian prefixes ne- and
re-, that represents about 1/3 of the initial lexicon. In the process of
flection of these words with the help of the programs described in [10]
we will obtain 250340 of flected forms.

Table 4. The results obtained for analysable derivation rules with ro-
manian prefixes ne- and re- for adjectives and verbs

prefixes | part of speech | suffixes nr. of derivatives
-tor 72
Adjective -08 46
ne- -bil 20
Participle -at, -it, -ut, -it 261
Gerund -ind 17
re- Verb 4507
Nouns from verb | -re 4507
Total number of wordbases with 9430
prefixes ne- and re-

Thouth the statistics presented in Table 4 is important, there are
some moments that can be brought into the evidence. The number of
the derivatives obtained by the romanian prefixes ne- and re- includes
also those that are already contained in [5] and in DEX.

So, there is one derivative prefixed by ne- that is already included
in [5] and 20 that are in DEX. In this case the number of true new
words automatically generated is 397, that represents 95,43% of the
initially generated words.

Analogous, the number of already existent words with romanian
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prefix re- in [5] among those automatically generated is 27, and in DEX
298. Thus, the number of really new words is 8698, that constitutes
96,49% from those automatically generated by the romanian prefix re-.
If we will exclude the words that had already been prefixed with the
affixes ne- and re- the number of the remained derivates will constitute
391 and, respectivelly, 8504. Although among the remained words
there are also the ambigous ones. There are 362 perfectly valid words
with prefix ne- and 7834 with prefix re-, that represent 91.18% and
respectivelly 92.12% of new automatically generated words.

5 Conclusions

As only two romanian prefixes ne- and re- have been studied in new
words generation, it proved their good productive properties in auto-
matic affix derivation. In addition, those derivational rules, except the
fact that the information about the part of speech and graphic represen-
tation is needed, require also the semantic and etymologic information
of the wordbases to which they are attached. It was ascertained that in
the existent lexicon it is difficult to distinguish the derivatives and the
words that begin with the same sequence of letters of the correspondent
prefix. In general, the derivatives generated by the correspondent rules
would inherit the flection group from the derivatives wordbase, except
the case when the verb is transformed in the noun.
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The representation method of a complex
software system dynamic project

Nicolae Magariu

Abstract

The system of transition diagrams having the capacity to de-
fine the dynamic links between components of complex software
system presented at different levels of specification is proposed.
The model of complex software development based on the apply-
ing of transition diagrams systems is considered. The advantages
of the model are analyzed.

Key words: software design, transition diagram, dynamic
project of software system.

1 The problem

The necessity of intensification of human society economical develop-
ment on the one hand, and advanced performances of modern com-
puters on the other hand, force automation of the most complex In-
formation Handling Processes (IHP) in the field of economics. This
automation can be realized by means of Complex Information System
(CIS) [1]. CIS development needs the big intellectual efforts of a group
of developers in the course of several years. In the context of CIS devel-
opment a special attention is given to CIS design phase, especially to
CIS dynamic aspects design: components and subcomponents behavior
specification, correlation of system’s static and physic aspects with its
dynamic aspects, etc. One of the well known means, which is applied
to specify dynamic aspects of simple programs, is the transition dia-
gram [2, 14]. An attempt to specify dynamic aspects of a CIS with the
help of single transition diagram causes serious difficulties. Applying

(©2008 by N.Magariu
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a set of transition diagrams to specify CIS dynamic aspects can be a
good solution of the posed problem. A model of applying the Systems
of Transition Diagrams (STD) in CIS dynamic projects elaboration is
proposed.

2 Preliminary

STD had been used for the first time in 1963 by American scientist
Melvin E. Conway when he had developed a separable compiler [4].
Conway had specified the syntax of COBOL language utilizing STD,
and had proposed an original algorithm of compilation which he had
named diagrammer. A diagram of the STD has a double destination.
It defines the syntax of language construction on the one hand and
specifies the model of abstract automata for this construction imple-
mentation on the other hand.

As automata model a diagram consists of nodes and edges, where
nodes represent states and edges define traunsitions from one state to
another [2,5, 14]. A diagram can have one initial node ( or state), one or
more final nodes and no one or several intermediate nodes. An initial
or intermediate state defines the opportunity to respond to defined
events occurrence. A final state defines the passing interruption. The
transition from one state to other is pointed by an edge. Edges can be
marked by terminal symbols of the language or by name of a diagram.
This method of interlinking between diagrams characterizes a Conway
STD. A program unit can be associated with every edge. This unit is
executed when the corresponding edge is passed. The STD includes
the main diagram -"program” and several diagrams for presentation
of all syntactic constructions of the language. The diagrammer is to
pass full main diagram path having read the symbols of the program
which are saved in input line. It passes the full path by steps. One step
includes: - reading of one symbol from the input line and selection of
the edge for transition to the other state; - execution of the program
unit associated with the selected edge; - transition to the other state
pointed by the selected edge. It finishes passing when the current state
is a final state or the transition from current state isn’t possible. It
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starts the input line analysis from the initial state of the main diagram
and recognizes program constructions in nondeterministic way - with
returns in input line. Conway determines the possibility of STD and
diagrammer application for other languages compilation as well. The
STD can be constructed by using the formal description of the language
syntax.

David Bruce Lomet had studied the Conway diagrammer and had
proved diagrammer’s equivalence to a restricted Deterministic Push-
Down Acceptor (DPDA) called a nested DPDA [5]. He had established
that the class of nested DPDA’s is capable of accepting all deterministic
context-free languages.

The author has been studied Conway’s SD'T and diagrammer inde-
pendently of D. B. Lomet. There was elaborated a special class of STD
which allows the diagrammer functions in deterministic way. This class
of STD was applied in time of the APL interpreter construction [6].

APL is an interactive language and the syntax of its constructions
is very simple [7]. User variables can obtain as a value a numerical
array or an array of char type with arbitrary number of dimensions.
APL operators can be nullary, unary or binary. Operands of the op-
erators can be some expressions, evaluated to arrays, with arbitrary
number of dimensions. Semantics of the APL operators is very con-
sistent and it can be described in C language using tens or hundreds
of instructions. Almost all operators in APL have equal priority (with
small exceptions). The user can create and give to APL system an ex-
pression for execution or can create a User Defined Functions (UDF).
A UDF prototype has the structure similar to the APL basic opera-
tor’s structure. A UDF can be made up from expression instructions or
branching instructions. Jumps can be made inside UDF only. A UDF
can’t be defined inside another UDF. All UDFs necessary for solving
a problem or a family of problems are stored in a special Work Space
(WS). An expression can contain invocations of UDF. To solve a prob-
lem by means of APL system, one needs to create the set of UDF in
WS and give the APL expression to APL system. The execution of
this expression leads to execution of UDFs, which are invoked directly
or indirectly from this expression. So, the STD of the APL expression

225



N.Magariu

defines the order of execution of a UDF from WS. One can say that
the APL expression defines a control message to realize functionality,
which is necessary for a user and the STD of APL expression defines
the rules of execution of this expression. The diagrammer interprets
the APL expression according to the rules defined by STD.

This context suggests the idea about using the STD in designing
and construction of CIS [8]. In this case the process of data handling is
considered as the execution of an actions sequence. One event provokes
an action or an activity of data handling. A user function can be
defined as a sequence of events. The STD defines the correctness of
events sequence and the action of data handling which corresponds to
each event of the sequence. Thus the STD represents the dynamical
project of a CIS. An input line contains a sequence of events names —
specification of the functional requirement of the user. The execution
of actions of data handling which corresponds to this sequence of events
has to give the user result. The diagrammer represents the model of
interpretation control of actions corresponding to events pointed in an
input line.

Ed Yourdon had researched a software system modeling by means
of Transition Diagrams Systems of States (TDSS) [3]. He elaborated
the method of creation of TDSS in the context of modeling the software
systems oriented to data flaw. TDSS are the other form of dynamic
project representation. The events and the program units aren’t asso-
ciated to edges and the links between diagrams aren’t pointed evidently
in TDSS.

3 A transition diagrams and STD as a dynamic
projects

Two types of diagrams are used in automaton modeling: transition
diagrams and state diagrams or machine [9]. Transition diagrams are
used in modeling of G.H. Meally automaton and state diagrams are
used in modeling of E.F Moore automaton.

The diagrams application in designing of automaton for different
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objects control (for example, flying apparatus, seagoing ships, etc.)
is studded in a number of publications [10,11]. The elaboration of
such automatons begins with the specification of the object and their
states. The object is described by means of finite set of variables.
Every variable represents a property of the object. The value of each
variable can be changed in time of object activity. An object state
is specified by concrete values of a subset of variables. After this the
automata model construction follows. This model is represented by
meauns of one or several diagrams. For every state of the diagram there
are specified: - the signals (or events names) which can be received
from the object; - the procedure of control signals generation for every
received event name; - the states in which the automata can be passed.
If several diagrams are used under automata model construction then
the association of these diagrams is defined. The method of diagram
association is defined in particular way proceeding from feature of the
concrete problem. As a rule such modeling is realized by means of state
diagrams.

On the base of automata model the functional automata schema
represented by means of logical operations or the program which de-
scribes the automata behavior is constructed.

The method of program construction on the base of the automata
diagram is studied in the works [11,12]. In specification of such pro-
grams the separation of states describing from control process describ-
ing is proposed.

On the base of accumulated experience in construction of program
for objects control the original style of programming was developed —
Automaton Oriented Programming (AOP) [11,12]. In AOP the models
of data processing are represented as a model of automata and the
program unit describes the work of finite state automata. The main
features of the AOP are:

1. The model of data processing is specified as a model of automata
represented as a transition matrix, transition diagram or state
diagram. States of the automata are defined depending on the
values of subset of variables from the set of variables which is de-
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fined when problem analyzing. Thus the states of automata differ
one from another through different values of the variables which
describe the problem. In the time of automata step execution
some variables obtain new values. In modeling of composed data
processes several diagram may be used. The method of diagram
association is specified in particular way depending on problem
peculiarities.

2. The program unit contains the loop. The body of this loop repre-
sents the program code fragment which describes a work step of
the automata. This program code fragment can be represented
as a subprogram — function. The program execution is driven
by events produced by external or internal actors. AOP can bee
realized by means of structured or object oriented programming.

The methods of transition diagram application in designing of lan-
guages processors is described in many publications [2,4,14]. The
methodology of interpreter modeling by means of transition diagrams
is a good base for development of methodology of CIS dynamic project
construction.

The methodology of AOP originates a new programming paradigm
— Event-Driven Programming (EDP) [15-17]. The general static model
of event-driven application is shown in Fig 1.

v

User Interface (UI) ,| Events
Oueue

Events Processing
h Centre

Figure 1. The general static model of event-driven application

The UI component offers to user the means of event generation:
windows with menus, buttons, etc. The event generation is realized by
the user through different ways: mouse clicking a menu line, a button,
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etc. The ,,Events Queue” component ensures the events saving in a
queue. The . .Events Processing Centre” component takes the events
from the queue and processes it. The model of events processing is
specified by a transition diagram and the interpretation of this compo-
nent functions is driven by this diagram. The events can be processed
in parallel way [16].

Currently the EDP is developed by means of OOP [16]. The author
used this technique in elaboration of the “Electronic Atlas of Moldova
Republic” application prototype [18]. But EDP can be developed by
means of structured programming and STD [19]. See compartment 5.

4 Deterministic STD

From theoretical point of view STD can be considered as the association
of the transition diagrams realized by means of the standard method
of association. Therefore the STD structure can be modified easyly.

From practical point of view it is very important that the STD
should provide a deterministic transition from one to another state.

A TD of STD uses two disjoint vocabularies: vocabulary of events
names and vocabulary of diagrams names. The set of events can be
defined from specification of functional requirements to the applica-
tion. This set is finite always. Omne can define the events sequence
for each functional requirement. The detailed analysis of the construc-
tion method of STD is not provided in the context of this paper. Two
general models of STD construction may be pointed out.

Model 1 includes the following common steps:

St1) The functional requirements are defined as sequences of events
names.

St2) The transition diagrams of STD are constructed on the basis of
sequences of events names having the common prefixes or/and suffixes.

Model 2 provides for the elaboration of the events set and the STD
in the same time as the top-down functional designing of a CIS.

As a rule the STD constructed by applying any method is a non-
deterministic one. In this case it is necessary to check STD and if it
is not deterministic then transform it into deterministic one. To define
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the STD which models the deterministic process, the formal notations
were proposed [6]:

3. — vocabulary of events names;

N — vocabulary of diagrams names;

d; — the name of i-th diagram of the STD (i € 0...n—1) and d; € N;

IL — input line;

Y;j — the set of events names, which mark edges going from j-th
node of i-th diagram;

N;; — the set of diagram names, which mark edges going from j-th
node of i-th diagram;

F(d;) — the set of simple events which are the first events of the
sequences that can be interpreted under passing d; diagram (i = 0...n—
1). The construction method of F(d;) set (i = 0..n — 1) is:

F(d’L) =X U (F(dl)), for all d; € Ny

These notations helped to define exactly the limitations for dia-
grams structure which ensure the deterministic work of the diagram-
mer. The limitations for diagrams structure are:

1) N # O;

2) ¥ and N vocabularies don’t contain useless symbols;

3) STD diagrams don’t contain unmarked edges;

4) There can’t be two edges, outgoing from the same node and
marked with the same symbol;

5) For every d; diagram (d; € N;;) the intersection of ¥;; and F'(d;)
is the empty set;

6) For 2 diagrams d; and d; (d;,d; € N;j ) the intersection F'(d;) N
F(d;) is the empty set.

The sets F(d;) (1 =0..n-1) can be calculated for concrete STD
before the diagrammer starts execution.

It was proved, that if STD diagrams satisfy enumerated limitations,
then in every state and current event the diagrammer can choose only
one possible transition [6].

On the base of the diagrammer constructed in [6] the determin-
istic model of events sequence interpretation was elaborated. It was
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named AIM (Application Interpretation Model). The general descrip-
tion of the AIM was made up by means of pseudo language based on
C language. See Appendix 1.

The knowledge about limitations for diagrams structure and AIM
simplify the process of STD construction.

5 Applying of the STD in the development of
software systems

The CIS’s dynamic project representation by means of STD correlates
very well with its top-down designing. Top-down design methodology
of the complex program systems recommends initially to develop a
general structure of a system - its components (subsystems), and after
that it recommends to do detailed modeling of every subsystem. In this
case a dynamic project can be represented by a STD, which contains
a main diagram named "PS”. This diagram specifies the behavior of
program system’s subsystems. The STD also must contain at least one
diagram for every component. These diagrams specify the behavior of
subcomponents of the appropriate components.

Let us consider an example of a generalized project of complex
software system, which consists of subsystems cl, ¢2, ¢3, ¢4, ¢5. Let
these subsystemns realize the following functionalities, necessary to user:
cl — data initializations and adaptations, ¢2 — calculations according
to the method M1, ¢3 — calculations according to the method M2, ¢4
— comparative analysis of the obtained results, ¢ — report generation.
Suppose that cl, ¢2 and ¢3 components need an intensive interaction
with the user. In this case, the behavior of the systems may be specified
by the main diagram ”PS”, shown in Fig. 2.

Symbols ”another problem”, ”repeat” and ”exit” are the names
of the simple events and symbols cl, ¢2, ¢3, ¢4, ¢5 are the names of
diagrams which specify the components behavior. These names may be
considered as names of composed events. To simplify understanding,
the names of the program units associated with events are not shown
on the diagram edges.
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PB:

another problem

Figure 2. The main diagram of the SDT

Suppose that the diagram, which corresponds to component c1, has
the structure, shown in Fig.3. The symbols €0, el, €2, ..., eN are the
names of simple events in this diagram. The F(cl) set includes e0
symbol only.

The transition diagrams for components ¢2, ¢3, ¢4, ¢b of the CIS
are constructed similarly.

el o2
cl: (I] L 91\0 L :-|~||

ed

Figure 3. The transition diagram for subsystem cl

The correctuess of one diagram structure can be tested. In this case
the pointed diagram is used as a main diagram and AIM is interpreted
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for selected sequence of events names. For example, we can apply the
AIM by using the diagram cl as a main diagram. For that we must
fix the ¢l as the main diagram and we mast prepare the sequences of
events (user functionality) accepted by c1 diagram. Then it is necessary
to interpret this sequence of events according to the AIM. Let the
‘eleleledeN’ be prepared to satisfy the user function 1 and the sequence
‘e0e2ele2eledeN’ — the user function 2. We can make sure that the AIM
accepts these sequences.

It is easy to observe that to modify the application it is necessary to
modify the STD, but the AIM remains the same. It is very important
to notice that the modification of the STD which isn’t violating the
foregoing limitations don’t break the AIM work. Therefore the AIM
can be implemented one time and can be reused when constructing the
other application.

Practically it is important to outline the classes of problems which
can be solved by application of a STD. Evidently the STD can’t be used
for the systems development for parallel data handling. But it can be
used with success on elaborating the structured software systems for
management automation.

If the dynamic project is represented by a single transition diagram
and the user interaction is required not frequently then one can consider
that application of the STD and AIM is less efficient.

If the IHP is very complex and his execution requires an intensive
interaction with the user or other actors, then applying the STD is
efficient enough. In this case it is very important the generation mode
of the sequence of events. There can be used three modes or strategies
of driving the AIM’s work:

(1) Any functionality of a CIS is defined preliminarily by a finite
sequence of the events. This sequence is placed in the queue at the
beginning of AIM work. The AIM interprets automatically events from
the queue.

(2) The event is placed in queue under every transition to new state
of a diagram. The AIM waits the event in every state.

(3) AIM’s work is partially driven by finite subsequences of the
events, and partially by the event generated under transition into a

233



N.Magariu

new state.

To provide the strategies (2) and (3) it needs to execute some ac-
tions under entering the state and under exiting the state. Thereby
AIM functioning can be adapted in correspondence with the strategy
of AIM driving.

To raise the efficiency of event-driven CIS elaboration process the
model of framework was proposed [19]. The static model of the frame-
work is shown in Fig. 4

The ,,UI constructor” component helps to construct the user inter-
faces of applications. The ,,Librarian” component helps to create and
modify the library of program units. The ,,STD Constructor” compo-
nent helps to construct the inner representation of deterministic STD.
The ,,CIS integrator” component integrates together three components
(AIM, UL, and STD) and creates an interpretable CIS. The “CIS in-
terpreter” component customizes and starts running the CIS.

User
A
" v
STD Constructor. CIS integrator.
Ul constructor, CIS interpreter.
T.ibrarian.
g\/—.::
Program CIS
units library (AIM, UI, STD)

Figure 4. The static model of the framework

The analysis of the functioning principles of the framework per-
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mits to affirm that the elaboration process of an event-driven CIS with
applying the STD will minimize CIS elaboration time and cost.

6 Conclusions

One can mention that using the STD on software system development
offers some important advantages:

. Application of STD represents a more systematized technique of
modeling of complex software system behavior than other known
methods. It permits the effective distribution of work among
developers and fast assembling of CIS.

. The AIM represents an invariant part of an application. There-
fore it can be constructed once and reused on developing of other
CIS. This fact provides the possibility to expand the quality of
software systems and reduces time of their construction.

. The structure of a software system can be modified and extended
fast and easy.

. The automation of the STD creation can reduce the time of CIS
construction.

. STD and AIM represent an efficient mechanism for elaborating
event-driven software systems.

To construct quickly the compound software system, the instru-
mental framework may be constructed using the results stated in this

paper.

CIS design by means of STD is based on functional refinement of

the project. To improve effectiveness of this type of modeling it needs
to be provided with an adequate systematic method of data design and
control.
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APPENDIX 1. The Application Interpretation Model.

// AIM

//The initial work state of the AIM is fixed.

i = 0; //The main diagram was selected

Jj = 0; // The initial nod of diagram was selected

{The content of the input line IL is fixed};

k = 1; //k — the index of a symbol from the IL.

while ( the current node is not the final node of the main diagram)

{ while (ILk F(dl) and dl Nij)

{The current state is memorized in stack;

The initial state of diagram d;is fixed as current state; // Values
of 7and jvariables are modified.

}

if (ILy Xij)

{ The program unit associated with the edge, marked with ILj is
executed;

The transition through the edge, marked with ILj is realized and
the value of j variable is modified;
k=k+1;

}

else

{ Message delivery “The sequence of control symbols is wrong”;
exit (1)}

while (The current node is the final node of a diagram that differs
from the main diagram)

{ The state from the top of the stack is determined as the current
state;
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The transition through the edges, marked with name of passed di-
agram, is made;

}

}

{The interpretation is stopped};
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Using of P2P Networks for Acceleration of RTE
Tasks Solving*

Adrian Iftene

Abstract

In the last years the computational Grids have become an
important research area in large-scale scientific and engineering
research. Our approach is based on Peer-to-peer (P2P) networks,
which are recognized as one of most used architectures in order
to achieve scalability in key components of Grid systems.

The main scope in using of a computational Grid was to im-
prove the computational speed of systems that solve complex
problems from Natural Language processing field. We will see
how can be implemented a computational Grid using the P2P
model, and how can be used SMB protocol for file transfer. Af-
ter that we will see how we can use this computational Grid,
in order to improve the computational speed of a system used
in RTE competition [1], a new complex challenge from Natural
Language processing field.

Keywords: Computational Grid, P2P Network, SMB pro-
tocol, RTE competition

1 Introduction

To achieve their envisioned global-scale deployment, Grid systems [2, 3]
need to be scalable. Peer-to-peer (P2P) techniques are widely viewed
as one of the prominent ways to reach the desired scalability. Resource
discovery is one of the most important functionalities of a Grid system
and, at the same time, one of the most difficult to scale. Indeed, the

*A preliminary version of this paper was presented at 9'* SACCS International
Conference, Iasi, Romania, 16-17 October 2007
(©2008 by A. Iftene
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duty of a resource discovery system (such as the Globus MDS [4])
is to provide system-wide up-to-date information, a task which has
inherently limited scalability. To add to the challenge, Grid resource
discovery systems need to manage not only static resources, but also
resources whose characteristics change dynamically over time, making
the design critical.

The popularity of distributed file systems has continued to grow sig-
nificantly in the last years, due to the success of peer-to-peer services
like file sharing applications, VolP applications, Instant messaging and
TV on the Internet. Peer-to-peer systems offer a decentralized, self-
sustained, scalable, fault tolerant and symmetric network of machines
providing an effective balancing of storage and bandwidth resources.
The peer-to-peer system described in this paper is completely dis-
tributed (requires no form of centralized control, coordination or con-
figuration), scalable (its nodes control only a certain region which is
a part of the whole system and does not depend on the total number of
nodes in the system), and fault tolerant (it can avoid some failures).

Solving complex problems has become a usual fact in the Natural
Language Processing domain, where it is normal to use large informa-
tion databases like lexicons, semantic relations, dictionaries.

We will see how we can configure a peer-to-peer system in order
to find the global solution for the Third Recognising Textual Entail-
ment competition (RTE3) task. The system architecture is based on
the peer-to-peer model, using the SMB protocol for file transfer. The
system functionality was optimized by using a caching mechanism and
a quota for synchronizing the termination of all processes.

After the peer-to-peer network is configured, one computer becomes
the initiator and builds the list of available neighbors. Subsequently,
the initiator has the following additional roles: split the initial problem
into sub-problems, send the sub-problems to the list of neighbors for
solving, receive the partial output files and build the final solution.

2 Computational GRID

Grid computing is a phrase in distributed computing which can have
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several meanings [5]:

e A local computer cluster which is like a 7grid” because it is com-
posed of multiple nodes.

e This computer can offer online computation or storage as a me-
tered commercial service, known as utility computing, computing
on demand, or cloud computing.

e It can permit the creation of a ”virtual supercomputer” by using
spare computing resources within an organization.

e Also, it can create a "virtual supercomputer” by using a net-
work of geographically dispersed computers. Volunteer comput-
ing, which generally focuses on scientific, mathematical, and aca-
demic problems, is the most common application of this technol-
ogy.

These varying definitions cover the spectrum of ”distributed com-
puting”, and sometimes the two terms are used as synonys.
Functionally, one can also speak of several types of grids:

e Computational grids (including CPU Scavenging grids) which are
focuses primarily on computationally-intensive operations.

e Data grids or the controlled sharing and management of large
amounts of distributed data.

e Equipment grids which have a primary piece of equipment e.g. a
telescope, and where the surrounding Grid is used to control the
equipment remotely and to analyze the data produced.

Usually, a computational Grid consists of a set of resources, such
as computers, networks, on-line instruments, data servers or sensors
that are tied together by a set of common services which allow the
users of the resources to view the collection as a seamless comput-
ing/information environment. The standard Grid services include [6]:

e security services which support user authentication, authoriza-
tion and privacy
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e information services, which allow users to see what resources (ma-
chines, software, other services) are available for use,

e job submission services, which allow a user to submit a job to
any compute resource that the user is authorized to use,

e co-scheduling services, which allow multiple resources to be sched-
uled concurrently,

e user support services, which provide users access to ”trouble
ticket” systems that span the resources of an entire grid.

Our P2P system can be considered like a computational Grid, fo-
cused on complex linguistic operations. All standard services were
implemented except the security services which are supported by our
operating system.

3 P2P Networks

The term Peer-to-Peer (P2P) refers to a class of systems (hardware and
software) which employ distributed resources to perform a function in
a decentralized manner. Each node of such a system has the same
responsibility.

Basic goals are decentralization, immediate connectivity, reduced
cost of ownership and anonymity. P2P systems are defined in [7] as
" applications that take advantages of resources (storage, cycles, con-
tent, human presence) available at the edges of the Internet”. The P2P
architecture can help to reduce storage system costs and allow cost
sharing by using the existing infrastructure and resources of several
sites. Considering these factors, the P2P systems could be very useful
in designing the future generation of distributed file systems.

3.1 Design Issues in P2P Networks

Peer-to-Peer systems have basic properties that separate them from
conventional distributed systems. We describe in this section different
design issues and their effect in system performance [8].
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Symmetry: Symmetry comes among the roles of the participant
nodes. We assume that all nodes have the same characteristics.

Decentralization: P2P systems are decentralized by nature, and they
have mechanisms for distributed storage, processing, information shar-
ing. In this way scalability, resilience to faults and availability are
increased.

Operations with Volunteer Participants: An important design
issue is that the participants can neither be expected nor enforced.
They haven’t a manager or a centralized authority and can be inserted
or removed from the system at any time.

Fast Resource Location: One of the most important P2P design
is the method used for resource location. Because resources are dis-
tributed in diverse peers, an efficient mechanism for object location
becomes the deciding factor in the performance of such system.

Load Balancing: Load balancing is very important in one robust P2P
system. The system must have optimal distribution of resources based
on capability and availability of node resources.

Anonymity: With scope to prevent censorship we need to have
anonymity in our system. Our network must to assure anonymity for
producer and for consumer of information.

Scalability: The number of peers from network should be any value
(hundreds, thousands or millions), and that not affect the network
behavior. Unfortunately actual systems are not scalable over few hun-
dreds or thousands of nodes.

Persistence of Information: Methods from our system should be
able to provide persistent data to consumers, the data stored in the
system is safe, protected against destruction, and highly available in a
transparent manner.

Security: Security from attacks and system failure are design goals for
every system. The system should be able to assure data security, and
this can be achieved with encryption, different coding schemes, etc.

244



Using of P2P Networks for Acceleration of RTE Tasks Solving

4 Peer to Peer GRID Concepts

P2P systems are divided into two categories in [6]:

o File sharing utilities how we already see in FreeNet, which can
be characterized as providing a global namespace and file caching
and a directory service for sharing files in a wide-area distributed
environment. In the most interesting cases, the resources and all
services are completely distributed. Each user client program,
which can access local files, is also a data server for files local to
that host.

e (CPU cycle sharing of unused user resources usually managed by
a central system, which distributes work in small pieces to con-
tributing clients. Examples of this include Seti-athome, Entropia
[11] and Parabon [12].

Both of these cases are interesting distributed system architectures.
From the perspective of Grid computing there are several compelling
features to these systems. First, the deployment model of P2P systems
is purely user-space based. They require no system administrator.

Security, when it exists in these systems is based on users deciding
how much of their resource they wish to make public to the collective
or to the central resource manager. Also P2P systems are designed
to be very dynamic, with peers coming and going from the collective
constantly as users machines go on and off the network. P2P systems
are also doing a good job of bypassing firewalls. This stands in contrast
to large-scale scientific Grid systems, which manage large expensive re-
sources and must be constantly maintained and managed by the system
administration staff.

5 The System

5.1 CAN

The system P2P architecture is based on CAN model [15]. In order
to implement a P2P architecture that respects all these issues, we use
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the Content Addressable Network (CAN) presented in [9]. The basic
operations performed on a CAN are the insertion, lookup and dele-
tion of nodes. Our implementation is based on [10] and it provides a
completely distributed system, scalable and fault-tolerant.

CAN Construction

Our design is over a virtual d-dimensional Cartesian coordinate space.
This space is completely logical and we haven’t any relation between
it and any physical system. In this d-dimensional coordinate space,
two nodes are neighbors if their coordinates are the same along d-1
dimensions and are different over one dimension. In this way, if all
zones from this space are approximate the same every node has 2d
neighbors. To allow the CAN to grow, a new node that joins to this
space must to receive its own portion of the coordinate space.

CAN Insertion

The process has three steps:

- The new node must find a node that is already in CAN (source
node).

- After that, it knows CAN dimensions and it generates a d-point
in this space (this point is in a node zone - destination node). We
route from source node to destination node following the straight-
line path through the Cartesian space. The destination node then
splits its zone in half and assigns one half to the new node.

- In the last step, the neighbors of the split zone must be notified
about new node from CAN.

CAN Deletion

When nodes leave from our CAN, we need to ensure that the remaining
neighbors take their zones. If the zone of a neighbor can be merged
with the node’s zone to produce a valid single zone, then this is done.
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If not, then the zone is split in zones accordingly with neighborhoods
structure. In some cases it is possible like this zone to remain non-
allocate, but with first occasion it is used.

5.2 Transfer Protocol

The transfer protocol we used in our approach is based on CIFS (Com-
mon Internet File System) [13], the Microsoft version of SMB (Server
Message Block) [14]. The main scope of using this transfer protocol is
to manage the download and upload of files between nodes from our
P2P network. Using our protocol, advantages come from possibility to
retry in case of failures and in possibility to use bandwidth partially in
order to by-pass network overloaded.

SMBs have a specific format that is very similar for both requests
and responses. After connecting at the network level, the client is ready
to request services from the server. However, the client and server must
first identify which protocol variant they each understand.

The client negotiates the protocol which will be further used in its
communication with the server. Once a protocol has been established,
the client can proceed to login to the server, if required. One of the most
important aspects of the response is the UID of the logged on user. This
UID must be submitted with all subsequent SMBs on that connection
to the server. The client sends a SMB specifying the network name of
the share that they wish to connect to, and if all is proper, the server
responds with a TID that the client will use in all future SMBs relating
to that share.

Having connected to a tree, the client can now open a file with an
open SMB, followed by reading it with read SMBs, writing it with write
SMBs, and closing it with close SMBs.

Download and Upload files

Our CIFS implementation respects the following design issues:

e Possibility to split and transfer files in blocks;
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e Possibility to retry and resume when connection is lost, in case
of power failures;

e Upload/Download files to/from one computer which need user/
password login;

e Possibility to use the bandwidth partially, in order not to overload
the network.

Download a file

In order to download a file, the following steps are performed in our
implementation:

1. Login: First the dialect of CIFS to use is negotiating and the
Protocol to use is obtained. Secondly, the connection was set up
to the server using credentials and set the UID assigned by the
server to the client.

2. TreeConnect - connect to the specified folder and set TID iden-
tifier

3. Open File - open file for read and set FID

4. ReadFromkFile - read from remote file starting with position
offset, length bytes and put the result in buffer

Upload a file

In order to upload a file, the first two steps described above are per-
formed, followed by:

3’. Open File - create file or open file for write, append and set FID
(flags should be FILE_OPEN_IF)

4’. WriteToFile - write to remote file starting with position offset,
length bytes from buffer
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5.3 System Architecture

The system presented below consists of more core modules (CMs) and
databases of linguistic resources. In order to solve the task from RTE
competition we must connect to a computer from this computational
Grid in order to initiate the problems solving. The system main com-
ponents and transfer protocols were implemented using Microsoft plat-
form and the C# language.

o SME upload

4 ---- SMBE download

Figure 1. P2P Network

Between CMs, the upload and download operations are done using
a special component based on the SMB protocol.

Any computer from this network can initiate the solving of the
RTE task and it becomes the Initiator. First of all it checks its list
with neighbors in order to know the number of computers which can be
involved in the problem solving (the future CMs). After that it updates
all these CMs with the last version of the TE module (this module
identifies if we have textual entailment between text and hypothesis).
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In parallel, all pairs are sent to the LingPipe and Minipar modules
[16, 17], which send back the pairs on which the central module can run
the TE module. All necessary files are automatically uploaded from the
initiator to the other computers and eventually, in the end the partial
results from the other computers are automatically downloaded to the
initiator.

After that, the Initiator automatically splits the initial problem
(consisting of 800 pairs) in sub-problems (a range between the number
of the first and last pair) according to the number of its neighbors and
using a dynamic quota. At first, this quota has an initial value, but
in time it is decreased and eventually becomes the default minimal
value. The main goal of using this quota is to send to any neighbor
a number of problems according to its computational power and how
busy it is in the running moment. In order to accomplish this, each
computer is given an initial number of problems for solving and when
it finishes, it receives automatically another quota according to the
remaining number of problems.

We run in a network with different system configurations of com-
puters (dual core - running two processes and normal - running one
process) and with different degrees of business in the execution mo-
ment. For that we run Disk Defragmenter on some computers (those
marked with *) to see how the initiator distributes the sub-problems
to its neighbors.

Table 1. Number of Problems Solved by Computers

[ quota 100 100 100 20 20 20 |
Duall_1 165 163 176 171 178 209
Duall_2 197 136% 179 145% 159% 221
Dual2_1 175 175 155% 185 138% 108*
Dual2_2 152 183 163 180 129% 130%
Normal 111 143 127 119 196 132

The table above demonstrates the correctness of our supposition
regarding the quota mechanism. In all cases presented, the proces-
sor solves fewer problems. After splitting the initial problem in sub-
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problems, the ”Client Module” from the initiator creates threads for
each sub-problem. It also creates for every neighbor a sub-client in
order to communicate with server components from neighbor and solve
the sub-problem (see Figure 2).

Core Module /

/ Buffer \
Server Client
|

component \ component
Core Module 2

/ - \ Client !
e =

Client 2

il

TE

module : /

\

Client 1 Core Module »

o] =]

i

[mtiator

Figure 2. Client Server architecture

This sub-client is responsible for sending sub-problem, for receiving
the results and saving them to a file with partial results, and informing
the initiator server when the solving of sub-problem is finished. In order
to inform the server about ending of solving process the client module
uses the buffer zone in order to inform the server about that. The client
uses the buffer like a ”producer” which puts here information about
ending of processes, and the server uses the buffer like a ”consumer”
[18]. The server takes the information and sees how the sub-problem is
solved on the corresponding computer and starts the solving of a new
sub-problem when the previous one is finished.

5.4 Results

The idea to use a computational Grid came after the first run of the
first system build for RTE3 [19]. This first run had no optimization and
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took around 26 hours on one computer. In order to observe the system
changes faster, we improved this system and during the competition
period we used a system which took around 8 hours for a full run.

This initial system was installed on four computers and after man-
ual splitting of problems in sub-problems a single run took only two
hours. After all system finished its runs we manually built the final
solution from the four partial solutions.

Now, in the current solution the Initiator is responsable for splitting
of problems in sub-problems, and for collecting of partial results in
order to build the final result. Also, a common caching mechanism is
used for the large databases of Dirt and WordNet in order to increase
the computational speed. For the building of the caching resource, the
system was run on one computer. After that, the computational Grid
was configured on a P2P network with 5 computers (3 normal and 2
with dual core processor) and a run of the system now takes 6.7 seconds
(see Table 2).

Table 2. Details on the Duration of Runs

| No Run details Durati0n|

1 One computer without caching mechanism 5:28:45
One computer with caching mechanism, with  2:03:13
empty cache at start

3 One computer with full cache at start 0:00:41

4 5 computers with 7 processes 0:00:06.7

Another big problem was synchronizing the termination of pro-
cesses. When we manually split the initial problem in sub-problems,
if another process (like Windows update or a scanning computer after
viruses) starts on some computer, then this computer works slowly. In
this case, we have up to 30 minutes delay due to the fact that we have
to wait for it to finish solving its sub-problems in order to build the
final solution.

Now, using the quota mechanism for synchronizing the ending of
all processes, the difference between the time when the first computer
from the network finishes its work, and the last computer is around 0.26
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seconds. Also, the powerful computers from the network have time to
finish more problems while the slow ones solve less.

6 Conclusions and Future Work

In this paper we have shown how to build the system for RTE competi-
tion. This system is based on a P2P arhitecture in order to observe the
system changes faster. This approach seems as most appropriate given
the complexity of the task and the fact that the impact of any change
brought to the system must be quantified quickly (the competition has
a duration of 3 days). To our knowledge, there were no similar efforts
to optimize RTE systems from the computational speed point of view
(presently, there are systems whose run takes days to complete).

One important further development of the system will be a web-
service allowing users to run in a GRID environment NLP applications.
For that we will use for the middleware part of the GRID, the Globus
Toolkit [20], a software ”work-in-progress” which is being developed by
the Globus Alliance [21]. The toolkit provides a set of software tools
to implement the basic services and capabilities required to construct
a computational GRID, such as security, resource location, resource
management, and communications. Our scope is to offer basic linguis-
tic GRID services, and after that, based on these services we will build
complex services. Like basic services we already implement in Java
GRID services for lemmatization, POS, tokenizing, name entity recog-
nition, WordNet (in English and in Romanian). As complex services
we will be focused on special services necessary in Question Answering
and in Textual Entailment.
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Abstract

Diagnosis is a key element in industrial system maintenance
process performance. A diagnosis tool is proposed allowing the
maintenance operators capitalizing on the knowledge of their
trade and subdividing it for better performance improvement and
intervention effectiveness within the maintenance process service.
The Tool is based on the Markov Chain Model and more pre-
cisely the Hidden Markov Chains (HMC) which has the system
failures determination advantage, taking into account the causal
relations, stochastic context modeling of their dynamics and pro-
viding a relevant diagnosis help by their ability of dubious infor-
mation use. Since the FMEA method is a well adapted artificial
intelligence field, the modeling with Markov Chains is carried out
with its assistance. Recently, a dynamic programming recursive
algorithm, called ’Viterbi Algorithm’, is being used in the Hid-
den Markov Chains field. This algorithm provides as input to the
HMC a set of system observed effects and generates at exit the
various causes having caused the loss from one or several system
functions.

Key words: Diagnosis, Markov Chain, Hidden Markov
Chain (HMC), FMEA, Viterbi Algorithm.

1 Introduction

Under the effect of multiple causes as wear or deformations etc, equip-
ment tends to worsen in the course of time. These deteriorations can
fail down system operations (breakdown), decrease outputs, reduce or

(©2008 by K. Bouamrane, A. Djebbar, B. Atmani
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decrease quality and may be increase operation costs. Today, indus-
trial materials availability control makes possible industry action on
the production regularity, manufacturing costs, its competitiveness and
commercial success.

Selling more and better is not only a better installation control
mode proposition but also a fast owner mode intervention and instal-
lation maintenance of equipments that guaranties an optimum pro-
duction satisfaction. Maintenance computerization aims to optimize
reliability and equipment availability. Belavilacqua [3] shows that 80
percent of the production systems downtime, following random break-
downs is devoted to the diagnosis maintenance and only 20 percent of
this time is used for repair itself. In order to satisfy the new market
requirements, each enterprise must provide an identification and an ef-
fective and rapid localization of failures and their causes. Thus, each
time a failure occurs, it will be identified and immediately corrected.
This performance realization requires expert technician or specialized
maintenance engineer supervision, knowing the equipment perfectly.
Since the production process became complex, including several fac-
tors and situations, the diagnosis requires important technical skills
and a great experiment, being difficult to find in only one human. For
this reason, the Markov Chains are one of the tools used for the main-
tenance diagnosis. Article continuation is organized in four sections.
Section 2 presents a diagnosis definition. Section 3 defines the various
existing methods of diagnosis. Section 4 details the developed diagnosis
approach. Section 5 deals with an illustrative example.

2 Definition of the diagnosis

Diagnosis is defined as a process of exact failure cause localization.
Onuce the failure is detected, it is the respousibility of the maintenance
engineer to recognize the effects, to analyze information, to interpret
the various error messages and indications, and to leave with the true
diagnosis of the situation in term of components having caused the fail-
ure and the reason of their failures. When the diagnosis is completed,
the replacement or the repair of the component at the origin of the
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failure is the following defect correction stage. The companies are thus
confronted with this double economic challenge:

e to increase the productivity by increasing availability of their
equipments production;

e to reduce the maintenance costs.

Diagnosis methods are mainly classified according to the used knowl-
edge type [2],[4],[9],[10],[11],[12],[13],[16],[17],[18].

3 Markovian approach for diagnosis

Among the methods of diagnosis quoted previously, we choose the di-
agnosis by Markov Chain and more precisely the Hidden Markov Chain
(HMC) because they make it possible to deal with dubious information
problem. The interest to add a hidden layer lies in the ridge in which
the failing component is not directly observable. On the other hand,
what are observed are the effects having generated this failure [5] [1].

3.1 Discrete time Markov Chain

It is a Markovian discrete states process where observations and states
are identical. States are related by probabilistic transitions. A follow-
ing Markov Chain (MC) models operation:

1. A set of states N: a finite state system where each state is repre-
sented by a node. The trajectories between states are symbolized
by directed arcs. We denote n; the n' state visited by the sys-
tem,

2. A distribution: 77 = P(n0 = %) on the initial state. With
a known probability, the state can then evolve, and pass from
n; = 1 to njy1 = j. Generally, this probability depends on the
sequence of states occurrence since the initial moment. But in
the case of the first order Markov models, dependence stops at a
previous moment n.

P(ni+1/n0 = ’io,... s Ty—1 = ’le',l,’rbi = ’L) = P(ni+1 =j/n, = ’L) (1)
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3. The transitions probabilities of the Markov chain are specified by
a matrix of transition A = a;;

aij = P(nip1 = j/ni = 1),Vi,j € n 2)

with
Zaijj =1,Vi,j€En (3)

Thus, the built model takes the name of Markov Chain.

P11 Pz
B o M P2y Probability to pass
State 1 = .= ,__ State 2 _from the state 3 to state 2

\\Pm P23
P13 P32
S PN
e Smes
e E = 8
Fiz \ Paz

Piz : Probability to begin in state 2

Figure 1. Markov Chain Model

Definition 1: A Markov chain is defined by: A = (N,II, A) With N
a finished spaces state, II a probability distribution on the initial state
and A the transition probabilities matrix.

3.2 Hidden Markov Chain

It is a Markov chain where the states are not the same as observations.
Each state will generate an observation. It is said that the states are
hidden (they are not directly observed). In a Hidden Markov Model
(HMM), the states N = (ni,ng,...,ny,), are non observable, however
they emit observable signals O = (01, O3, ...,O,) which are balanced
by their probability. It is characterized by:

1. The states N = {n1,na,...,n,},

2. The transition matrix A = {a;; = P(n;/n;}; Xa;; =1
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3. The initialization vector II = {m; = P(n;)}; Xm; =1

4. Probabilities that the state n; emits the signal of observation
og. They are gathered in an emission matrix B = {b;(oy) =
P(ok/n,)}, Eaij =1

Bi() Pn Pag >
7 {—\~ PR '%\— AB)

Paa: Probabaity of
passing from state 3
to state 2

Pio Probability to begin in
state 2

Figure 2. Hidden Markov Chain Graph

Definition 2: A Hidden Markov Chain is defined by:
A= (N,IL A, B) (4)

With N — a finite state, II — an initial distribution probability state, A —
the transition probabilities matrix and B — the observation probabilities
matrix. A Hidden Markov Chain is a Markov chain of order one with
non observable states (emission of a signal) and B — the observation
probabilities matrix.

3.3 Application of Markovian modeling to the diagnosis

Since Markov chains and more specifically Hidden Markov chains
Model (HMM) can deal with uncertain information problems, we opted
for their use as a solution for the diagnosis problem. The use of a hid-
den layer in our case lies in the ridge that the component failure is not
directly observable. But, what were observed are effects that produced
this failure. In diagnosis, the order one ergodic Markov model, figure
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(3), lets any state be reached from any other one within a finite number
of transitions. This type of model is more general and interesting when
the model represents a following process statements evolution.

Figure 3. The Ergodic Topology

The HMM that we consider for the diagnosis has the following
characteristics [6], figure (4):

[ Define the set of canses ]

.

[ Dafme the set of effacts ]

}

[ Detenmination of the probability of

indtial distribngtion

Determination of the relation
betareen cases

!

Dietermination of the relabon
casesieffects

Figure 4. General diagram of Diagnosis by HMM

1. each state is a breakdown state;
2. each observation is an observed effect on the system;
3. the initial probability II of the HMM states: this distribution

on the set N of the states is supposed known; it represents the
confidence which we have on the operation system;
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4. the transition probabilities matrix between states: it depends
on the connections of cause and effects between the breakdown
states.

5. Matrix emission probabilities: it depends on the relationship be-
tween the failure effects and causes.

The diagnostic system based on the model Hidden Markov chains
for an industrial process is constructed in two steps:

Step 1: Construction of the model for each system. This step is carried
out using a solution of the evaluation problem and learning to estimate
efficiently the optimal parameters of the model in order to maximize
the probability of the observed sequence.

Step 2: Assess the following statements. This step is carried out using
a solution to the problem of recognition. Once the parameters of HMM
constructed and optimized, the defining of the set of statements that
have caused the system breakdown is still pending.

The diagnostic system by Hidden Markov Chains works like figure (5):

Espart

User

Chserved
e

Vitarhi D

Welch
k.
[ e L f O Ime leaming
%J Optimized
Parameters

Figure 5. Diagnostic System Functioning

Phase 1: Once the various parameters associated with HMM are en-
tered, the diagnostic system performs offline learning with a corpus of
learning (sequence of observations) provided by the expert and using
Baum-Welch algorithm.

262



An Approach of Diagnosis Based On The Hidden Markov ...

Phase 2: Once the maintenance operator enters the failure of the ob-
served effects in the system, an online learning will be done using the
Baum-Welch algorithm.

Phase 3: Finally, the system will determine the sequence of the opti-
mal failure statements in the sense of the post maximum likelihood,
and this is estimated recursively by the Viterbi algorithm [8].

The approach Characteristic The Markovian approach perfor-
mance depends on the system knowledge a priori richness. Indeed, the
real process modeling based on HMM is effective if the model param-
eters are correctly estimated because the latter have a direct influence
on the obtained results. The Markovian model combinative explosion
phenomenon is well known: the number of states increases exponen-
tially according to the breakdown number.

4 Illustrative example

The case study was carried out on the ANABIB! Company equipment
in order to improve its maintainability. Indeed, being given the heavy
investment in this sector, the machines often function in two teams.
Any breakdown can cause non recoverable delays for the production
service. In the context of an effectiveness preoccupation, we choose the
most critical company equipment. It is about a machine illustrated in
figure (6) which, starting from a steel reel, gives a structural shapes
named ”Skelp”. It ensures the forming and welding operation.

We had carried out cutting of the machines into a subset and then
into bodies by specifying each element functions and by using the var-
ious functional analysis methods [19] [20] [21]. Then, we were brought
to identify for each body all its modes of failures, their possible causes,
their respective effects and repair measurements to be applied using
FMEA analysis [14]. This phase was not easy because the company
does not have Computer-Assisted Maintenance and Management soft-
ware.

! ANABIB: Public Economic Enterprise of the iron and steel sector in Algeria
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Figure 6. Forming-Welding machine

The principal failures of this equipment are as follows: 1.
wear ball. 2. wear bearing. 3. wear roll.

Effects observed: 1. Bad forming. 2. Oil leakage.

Since Markovian methods are used, work counsists in a correct prob-
lem specification. That is done by the states set determination which
represents in this case the set of the failures quoted previously, the
calculus of the transition probability which is defined by the failure
rate hh such as hh= 1/COAT (Correct Operation Average Time) and
the calculus of appearance probability of each effect determined by the
frequency factor of FMEA table. Thus, we can build:

1. The transition matrix A with the states set as lines and columns.

03105102
A= 0 103107
0 0 1

2. The observation matrix B with the various states as lines and the
observed effects set as columns.
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The initial probabilities vector II such as P(m;) = 1/numbers of
causes.

0.33
II= 1033
0.33

If we supposed that the observed sequence O = bad forming, bad
forming, oil leakage, oil leakage after application of the Viterbi
algorithm, we obtained:

- The matrix ¢ :

0331009 O 0
0= 10.16 | 0.08 | 0.02 | 0.03
0 0 |0.05]0.05

- The matrix 1 :

070]0]0
p=[0]0 1
011

- The sequence of states having generated Nx is wear ball, wear
roll, wear bearing, wear bearing.

5 Conclusion

In the new economic context, the survival of small, average and large
company depends on their ability to maintain their productivity. To
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achieve this goal, the company is brought to control the system pro-
duction and to improve products quality.

We discussed in this article the necessary tool to develop a Markov
Chain diagnostic system and more particularly the Hidden Markov
chain model. We proposed the hidden Markov chain model in order
to be able to mitigate the difficulties related to the realization of a
diagnosis system. Indeed, the use of an FMEA analysis for Markovian
modeling makes it possible to facilitate the construction of the used
model for the diagnosis.

The FMEA Analysis for the presentation of the effect/cause rela-
tions as for the determination of the probabilities of the signals emitted
by the various considered states and the HMM adapted to take into
account of incomplete and dubious information makes it possible to
obtain coherent results and to provide a relevant help to the diagnosis.

Finally, the use of the Viterbi recursive dynamic programming al-
gorithm enabled us to determine the failures sequence affecting the
system. From a prospective point of view, this work will continue with
the development of various tools for diagnosis quoting the Bayesian net-
works and the expert systems in order to determine the most relevant
tool by using a multi criterion method for outclassing using various
criteria such as the response time, the development cost.
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Abstract

Methodology and algorithms of evaluation of the traffic co-
efficient in priority queueing systems with zero and nonzero
switchover times are presented. In the case of zero switchover
times the calculation of the traffic coefficient is straightforward.
In contrast, it relies heavily on the efficient numerical evaluation
of the busy period’s Laplace-Stieltjes transform in the case when
switchover times are not all degenerate zero. Examples for both
cases are provided.

This work was done under support of the SCOPES grant
1B7320-110720. The second author also acknowledges the sup-
port of James Watt scholarship and Overseas Research Students
Awards Scheme.

Keywords: priority queues, switchover times, traffic coeffi-
cient.

1. Introduction

It is a usual practice to represent and to study real world phenomena
processes by mathematical models. Among the latter there are models
of priority queueing systems. The theory of priority queueing systems
is concerned with the phenomena of prioritized servicing—the incoming
requests should be classified by their importance and served according
to assigned priority labels. In comparison with other queueing models
the priority queueing systems have a more complicated structure, which
limits the possibility of their exact analytical analysis. Thus, many
results are derived considering the stationary behaviour of the system.

(©2008 by Gh. Mishkoy, A. Iu. Bejan, 0. Benderschi
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The traffic coefficient is an important measure of the performance of
a queueing system and it is responsible for the workload of the system.
Analysis of queueing systems delivers formulae for system performance
characteristics—many of such analytical expressions involve the traffic
coefficient p. In the case of priority queueing systems M|G|1|co and
M, |Gr|1l|oo with zero switchover times one can easily evaluate p via
analytic formulae using the rates of incoming flows and mean values
of corresponding service times. However, in the case of priority sys-
tems with random switchover times, one should be able to evaluate the
Laplace-Stieltjes transforms (LST’s) of the system busy period in order
to estimate the value of the traffic coefficient. Generally, this can only
be done numerically.

2. Priority Queueing Systems with Switchover
Times

2.1 Description

Consider a queueing system with a single server and r classes of in-
coming requests, each having its own flow of arrival and waiting line.
We call the requests from the i*! queueing line L; i-requests. The i-
requests have a higher priority than j-requests if 1 <17 < j < r. The
server gives a preference in service to the requests of the highest priority
among those presented in the system.

Suppose that the time periods between two consecutive arrivals of
the requests of the class ¢ are independent and identically distributed
with some common cumulative distribution function (cdf) A;(t) with
mean E[A;], ¢ = 1,...,r. Similarly, suppose that the service time of
a customer of the class ¢ is a random variable B; with a cumulative
distribution function B;(t) having mean E[B;],i=1,...,r.

It is assumed that the server needs some additional time to proceed
with the switching from one priority waiting line of requests to another.
This time is considered to be a random variable, and we say that C;;
is the time of switching from the service of i-requests to the service of
j-requests, if 1 <i,5 <7, i+# 7.
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We adopt the classification and the terminology introduced in [1, 2].
We also explain some additional notions and notations.

Definition 1. By a kk-busy period call the period of time which starts
when a k-request enters the empty system and finishes when there are
no longer k-requests in the system. Denote the kk-busy period by Ilj.

Definition 2. By a k-busy period call the period of time which starts
when an i-request enters the empty system, i < k, and finishes when
there are no longer k-requests in the system. Denote the k-busy period

Note, that an r-busy period is nothing but the system’s busy period
II, i.e. II =1I,.

The following two notions are due to the fact that both servicing and
switching can be interrupted under preemptive service and switching
policies.

Definition 3. By a k-cycle of service call the period of time which
starts when server begins the servicing of a k-request, and finishes when
this request leaves the system. Denote the k-cycle of service by Hy. If
the servicing of a certain k-request is mot interrupted then the corre-
sponding realization of Hy coincides with the time By this request was
being serviced.

Definition 4. By a k-cycle of switching call the period of time which
starts when the server begins the switching to the line of k-requests, and
finishes when the server is ready to provide service to these requests.
Denote the k-cycle of switching by Ny,. If the switching from the it line
to the k™ line is not interrupted, then the corresponding realization of
Nyi coincides with the time Cyy, this ik-switching lasted.

Let Tk (t), Hx(t), Hi(t) and Ni(t) be the cumulative distribution
functions of kk-busy periods, k-busy periods, k-cycle of service and k-
cycle of switching, correspondingly. Let also my(t), mx(t), hi(t) and
v(t) be their Laplace-Stieltjes transform, i.e.

o0 oo

Tek(S) = /G_Stdﬂkk(t), vy Ug(8) = /G_Sthk(t).

0 0

271



Gh. Mishkoy, A. Tu. Bejan, O. Benderschi

Finally, let 3;(s) be the Laplace-Stieltjes transform of B;(t), i.e.

o0

ﬁz(s) :/G—StdBi(t).
0
From now on throughout the text we assume that C;; do not depend
on ¢ and only depend on j, i.e. C;j; = Cj, ¢ = 1,...,r. Denote the
Laplace-Stieltjes transform of C; with cdf C;(t) by c;(s):

o0

¢i(s) = / eSOy (1),

0

2.2 Priority Queueing Systems with Poisson incoming
flows

The queueing systems with Poisson incoming flows are of great impor-
tance in the theory and practice. In this case the interarrival times are
exponentially distributed, i.e. A;(t) =1—e %! i=1,...,7, where ay,
as,..., a, are some positive real numbers with the physical meaning of

the flow arrival rates. The compound flow of the requests with priority
k
not greater than k& is Poisson with the arrival rate o = ) a;.

i=1
Using the extended Kendall notation we write M, |G, |1|co to denote
a priority queueing system with Poisson incoming flows of requests and
random switchover times.

3. Traffic coefficient and its calculation

Analysis of queueing systems delivers formulae for systems performance
characteristic—many of such analytical expressions involve the traffic
coefficient p.

3.1 Zero switchover times

In the case of priority queueing systems M, |G,|1|oo with degenerated

switchover times one can easily evaluate p via analytic formulae using
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the rates of incoming flows and mean values of corresponding service
times.

For instance, the traffic coefficient of the system M, |G,|1|oo can be
calculated as follows [1]:

p= Z a;b;, (1)
i=1
where

e for the service scheme “repeat again”

b= U’il—l [/81(‘711—1) - 1} (2)

e for the service scheme “resume”

e for the service scheme “loss”

b; = ! [1—Bi(oi-1)]- (4)

0i—1

In the case when p > 1, the following takes place: 7(0) < 1, and
II(¢) is an improper cumulative distribution function, i.e.
lim II(¢) < 1,
t—o0
which means that the busy period is of indefinite length with a positive
probability. However, if p < 1, then 7(0) = 1 and the cdf II(¢) of the

busy period II is proper. These comments motivate the presence of the
quantity 7(0) = m,(0) in our further examples.

Remark 1. It is easy to see that the value of the traffic coefficient
in the system M,|M,|1loo running under the service scheme “repeat
again” is the same as the value of the traffic coefficient of the same
system running under the service scheme “resume”. To see this, one
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should compare (2) and (3). The LST’s of the exponential service times
B; can be written as follows:

Bi(s) = . L T (5)

—i=1,..
E[B;] + 1

Calculation of b; in (2) using (5) shows that

b= L [ 1 )_1]2?<ai_1E[Bi]+1—1>=E[B¢],

Oi-1 |:Bi((7i—l Ti-1

i.e., the traffic coefficients for the priority systems with exponential
switchover times under the service schemes “resume” and “repeat
again” coincide (for both schemes p should be calculated using (1) with
the same values of a;, i =1,...,r).

Example 3.1.1. Consider the system M| Mig|1l|oo with zero switch-
over times. In this case

Let a; = 1 and E[B;] = 0.05, i = 1,...,10. The results of our calcu-
lations of the traffic coefficient p and the LST of the busy period using
the given algorithms can be found in Table 1. The approximation error
€ 1s taken to be equal to 0.001.

preemptive service schemes: | repeat again | resume loss
p 0.5 0.5 0.413914
m10(0) 0.999959 0.999959 | 0.999989

Table 1. Calculation of the traffic coefficient p and m10(0) in Exam-
ple 3.1.1.

Example 3.1.2. Consider Mig|Gro|l|oo with zero switchover times
running under the service scheme “repeat again”. Let a; = 45,
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1=1,...,10. The service times of the requests from the queueing pri-
ority lines L1, Lo, L3, Ly are exponential Exp(20), the service times
of the requests from the lines Ly, Lg, L7, Lg are uniformly distributed
on the interval [0,1], and, finally, the service times of the requests from
the lines Lo and Lig are of Erlang type Er(2,20). The approzimation
error € 1s taken to be equal to 0.001. Thus, the following holds:

20
M =504y

Gi(s)=1—¢e"° i=5,6,7,8,

20 \? .
6z~(s)—<20+8> ,i=9,10.

i=1,2,3,4,

For this system the traffic coefficient p was numerically estimated to be
equal to 104.0625 > 1, whereas w(0) = m10(0) = 0.429542 < 1. This
clearly shows that the system is under the heavy traffic regime.

3.2 Nonzero switchover times

Let us assume that at least one random variable C; is not constant
zero. In this case the the traffic coefficient can be calculated using the
following formula [1]:

T
p= Z agbg,
k=1

where
_B'(0) +(0)

by =
! 1—a,d,(0)

and

e for the service scheme “repeat again”

1 1
—1¢k(0k-1) [5k(0k_1) - 1] (6)

b = f1-. fi—1
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e for the scheme “loss”
1

be=f1...fpr.—[1 — _ 7
k=f1--- [k 10’]@—1014(0']@71)[ Br(ok—1)] (7)

e for the service scheme “resume”

1
be = f1... fr1—E[B:]. 8
k=f1---fr erlon ) [By] (8)
Here
fi=1,
1 — Of_ 1
fom 14 ThL Ok 17T(ak)< _1>’
Ok—1 C(Uk71>

where o¢g = 0 and m(t) is the Laplace-Stieltjes transform of the busy
period II(?).

Value of p can be evaluated numerically. In what follows we present
algorithms of numerical evaluation of the LST of the k-busy periods
and the traffic coefficient p. For simplicity we only give the algorithms
for the systems M,|Gr|1|oo under the service scheme “repeat again”
and preemptive switchover policy. In order to calculate p one needs to
be able to evaluate the LST of the busy period (r-busy period). This
can be done numerically using the following sample algorithm [3].

Algorithm 1 BPLSTg (for the system M,|G,|1 with switch-
over times wunder the preemptive service scheme “repeat
again’)

Input: r, s*, E >0, {ar},_;, {Bk(s)} iy, {eu(s)}hey-
Output: 7(s*)

Description:

IF (k==0) THEN my(s*) :=0; RETURN
k:=1;q:=1; 09 :=0;

Repeat

inc(q);

Oq = 0g—1 *+ Qg;
Until g ==r;
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Repeat
v(8) == cp(s* + op_1){1 — 21— [1—

s*+ok_1

—cp(s* + op—1)] mh—1(s*)}
hi(s*) = Br(s™ + op-){1 — 35— [1—-

—B(s* + op—1)] 1 (s p(s*)} 1

W,(i)(s*) =0;n:=1;

Repeat
77,(:,?(3*) = hy(s* + ap — akw,(gﬁ_l));
inc(n);

Until |77 (s*) — 77D (s%)| < B
wy _ () %y,
Tk (8%) = mp (57);

Op_1TE—1(8* + a Of—
a(st) = T k;( k)+ (1;1(
k k

Th—1(8" + ap — apmir(s™)))—

ag
—Wk,l(s*+ak)1/k(s*+ak[1—7rkk(s*)])—i—a—kv(s*—i-ak—akwkk(s*))ﬂkk(s*);

inc(k);
Until k == r;

End of Algorithm 1 BPLSTE.

Remark 2. Algorithm 1 is convergent. However, it does not provide
one with the absolute error of the approximation. In this algorithm
some quantity E is used to judge on the convergence of the Cauchy
sequence {71'](;’;)(8*) 0

Improved algorithms which evaluate the LST of the busy period
with a certain precision are discussed in [3, 4]. We present next Al-
gorithm BPLST,, which was introduced and discussed in [3]. It is an
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improved algorithm of numerical evaluation of the LST of the busy pe-
riod with a given precision and it is based on the acceleration scheme
of solving the Kendall equation [5].

Algorithm 2 BPLST, (for the system M,|G,|1 with switch-
over times under the preemptive service scheme “repeat
again’)

Input: r, s*, ¢ >0, {ar}j_1, {Br(s)}ieys {en(s) )iy
Output: mx(s*)

Description:

IF (k==0) THEN my(s*) :=0; RETURN
k:=1,q:=1; 09 :=0;

Repeat
inc(q);
O'q = Uq—l + aq;
Until g ==r;
Repeat
Vk(S*) = Ck(S* + Uk—l){l - s*j—ko?kl_l [1_

—cr(s* + op—1)] me—1(s%)}h
hi(s*) = Br(s™ + op-){1 — 35— [1-

—B(s* + op1)] o1 (s p(s*)} 1

Wé%)(s*) =0;n:=1;

Repeat
Trk ( ) : 5 Thk ( ) ;

Repeat
T (s%) = hu(s” + ag, — apy D (s%);
T (5%) = hi(s* + ap — ariy "V (s%);
inc(n);

(n) [ x (n—=1)/ _«
- sT)—1 S
Until =% ) 2~kk =) < €
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(n)/ * (n=1)/ _«
e (ST )+my, (s7)
Trk(s*) == 5 :

(st = Ok—1Tp—1(5* + ax) n Uk—l(

* o * _
o or 7Tk_1(8 + ag CLkﬂ'kk(S )))

—7_1(8" +ag)vp(s* +ag[l —mri(s )])+;ku(s +ag —apmrr(s™))mrr(s¥);

inc(k);
Until k == r;

End of Algorithm 2 BPLST..

The following is the model algorithm of calculation of the traffic
coefficient for the priority queueing systems with switchover times [3].

Algorithm 3 WLCOEEF (for the system M,|G.|1 with
switchover times under the preemptive ”repeat again” ser-
vice scheme)

Input: r, {ar}i_y, {Bk(s)}io1s {er(s) iy
Output: p

Description:

k:=1; p:=1; 09 :=0; 01 := a1;
fii=Lp=1

by == —(B'(0) +¢1(0))/(1 — a1c4(0));

p = aibs;

Repeat
inc(k);
Ok i= Ok—1 + Qk;

o 1 1 .
i R T oy <5k(0k—1) - 1)’
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p = p+ aby;

- Ok —0k—17k—1(ak) 1 _ .
fe=1+ k1 (Ck(kal) 1)’
p = frp;

Until k == r;

End of Algorithm 3 WLCOEEF.

Remark 3. Calculation of p in Algorithm 8 requires calculation of
mr—1(ai), k = 2,...,r, which, in turn, can be realized using Algorithm 1
or Algorithm 2. For a different scheme of service or switching policy
one should employ the corresponding formulae for the LST’s hy(s),

vi(s), Trr(s), m(s) (see [1]).

Example 3.2.1. Consider the system Ms|Ms|1 with all interarrival
times being distributed exponentially Exp(10) and all service times being
distributed exponentially Exp(200). The switchover times Cy are all
distributed as Exp(100), k = 1,...,5; the service scheme is “repeat
again”. The results of calculations for such systems can be found in
Table 2. The quantity € is taken to be 0.001.

BPLSTg | BPLST, | difference

m1(10) | 0.859847 | 0.858993 | 0.000854
m(10) | 0.839391 | 0.838905 | 0.000486
m3(10) | 0.813851 | 0.813453 | 0.000398
74(10) | 0.781973 | 0.781613 | 0.000360

p 0.442225 | 0.442271 | -0.000046
m5(0) | 0.999874 | 0.999385 | 0.000489

Table 2. Calculation results for k-busy periods and the traffic coeffi-
cient for the system from Example 3.2.1

Example 3.2.2. Consider the system M| Myo|l with all interarrival
times being distributed exponentially Fzp(lay), k = 1,...,10, and all
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service times being distributed exponentially Exp(200). The switchover
times Cy are all distributed as Exp(100), k = 1,...,10. The results of
calculations for such systems can be found in Tables 3, 4. The quantity
€ is taken to be 0.001. In this case:

1
Bi(s) = m,
1
Ck(s) SE[Ck] + 17
k=1,...,10.
ag p(BPLSTE) p(BPLST,) difference
1 0.064175 0.064175 0.000000
10 1.806396 1.807565 -0.001169
100 | 7213724.500000 | 7212584.000000 | 1140.500000

Table 3. Calculation results for the traffic coefficient for the systems

from Examples 3.2.2 (scheme “repeat again”).

ak p(BPLSTE) p(BPLST,) difference
1 0.062948 0.062948 0.000000

10 1.375752 1.376590 -0.000838

100 | 1323211.375000 | 1322987.875000 | 223.500000

Table 4. Calculation results for the traffic coefficient for the systems
from Example 3.2.2 (scheme “loss”).

Example 3.2.3. Consider the system Myo|G1o|1 with all interarrival
times being distributed exponentially Fzp(lay), k = 1,...,10, and all
service times being distributed Er(3,200). The switchover times Cy are
all distributed as Exp(100), k = 1,...,10. The results of calculations
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for such systems can be found in Tables 5, 6. The quantity € is taken
to be 0.001. In this case:

2 = (myr1)

6) = e
cx(s) =
F SE[Cy] + 1’
k=1,...,10.

ak p(BPLSTE) p(BPLST,) difference

1 0.176818 0.176821 -0.000003
10 12.101274 12.102625 -0.001351
100 | 348237984.000000 | 348191168.000000 | 46816.000000

Table 5. Calculation results for the traffic coefficient for the systems

from Example 3.2.3 (scheme “repeat again”).

ay p(BPLSTE) p(BPLST,) difference
1 0.165731 0.165734 -0.000003
10 4.723875 4.724642 -0.000767
100 | 2153345.5000000 | 2153149.750000 | 195,750000

Table 6. Calculation results for the traffic coefficient for the systems
from Example 3.2.3 (scheme “loss”).

Example 3.2.4. Consider the system Mio|Gio|l with interarrival
times being all distributed as Exp(10) and with the times of service
of the requests from the lines L1, Lo and L3 being distributed exponen-
tially Exp(200), from the lines Ly, Ls and Lg being distributed uni-
formly U[0,1], and from the lines Lz, Lg, Lo, Lo being distributed as
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Er(3,200). The switchover times Cy are all distributed as Exp(100),
k=1,...,10. The quantity € is taken to be 0.001.
In this case:

Buls) = SE[;W, k=123
e—as_e—bs
Br(s) = S — a=0,b=1,k=4,5,6;
1 3
Br(s) = <8E[Bk]+1> , k=17,8,9,10;
ck(s)—m,k—l,...,IO.

scheme p(BPLSTE) | p(BPLST,) | difference
repeat again 5.184965 5.188527 -0.003562
loss 2.020857 2.022199 -0.001342

Table 7. Calculation results for the traffic coefficient for the systems
from Example 3.2.4.

4. Conclusions

We presented a model algorithm of the numerical evaluation of the traf-
fic coefficient in priority queueing systems (Algorithm 3 WLCOEFF).
This algorithm makes use of the LST of busy period of the system—
this should also be calculated numerically, using algorithms similar to
the model Algorithm 1 BPLT Sg and Algorithm 2 BPLT'S.. However,
it was found from our experience that (i) the number of priority flows
r should not exceed 10-12 for satisfactory fast calculations, and (ii) the
calculation of the LST periods with algorithm Algorithm 1 BPLTSg
was performed without clear idea about the absolute error of the eval-
uation. Therefore, there was a necessity of further optimization of this
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numerical algorithm in order to achieve fast performance and high level
of precision of calculations. Algorithm 2 BPLST, served this purpose.
However, one should also notice that for some systems the algorithm
BPLTSE calculates the busy period’s LST with the same precision as
BPLTS, does (throughout the considered examples for the systems for
which ‘difference’ in tables is of the same order as E and ).

There is a necessity of further optimization in order to consider

greater number of priority waiting lines. Such work is being done cur-
rently [3, 4, 6].
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Abstract. We consider a multicriteria variant for the well-
known partition problem. A formula of the stability radius for
an efficient solution was obtained.
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Many problems of design, planning and management in technical
and organizational systems have a pronounced multicriteria character.
Multiobjective models that appeared in these cases are reduced to the
choice of the "best” (in a certain sense) values of variable parameters
from some discrete aggregate of the given quantities. Therefore recent
interest of mathematicians to multicriteria discrete optimization prob-
lems keeps very high which is confirmed by the intensive publishing ac-
tivity (see, e. g., bibliography [1], which contains 234 references). One
of the important directions of study such problems is stability analysis
of solutions under perturbations of the initial data. Various questions of
stability analysis and regularization for incorrect discrete optimization
problems generate numerous directions of research. Nowadays owing to
the fundamental investigations of academician I. V. Sergienko and his
colleagues [2-11], characteristics of stable problems, necessary and suf-
ficient conditions of existence of Pareto-optimal solutions, methods of

(©2008 by V.A. Emelichev, E.E. Gurevsky
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regularization for incorrect problems and many other properties of mul-
ticriteria integer problems under uncertainty of initial data are rather
well-known.

Nowadays many specialists study quantitative characteristics of sta-
bility of both scalar (single criteria) and vector (multicriteria) discrete
optimization problems. Not touching on this wide spectrum of ques-
tions, we refer the reader to the extensive bibliography [12] as well as
to the works [13-18] which contain the most typical recent results.

We continue to research the cycle of works devoted to the quanti-
tative analysis of stability [19-26] for the Pareto-optimal solutions of
the combinatorial problems with various types of vector criteria. We
consider a multicriteria variant of the well-known partition problem.
A formula of the stability radius of an efficient solution in the case of
lso-metric is obtained.

The partition problem is a classical extremal combinatorial prob-
lem. It is stated as follows: it is needed to partition the finite set of
numbers into two nonintersecting subsets such that the sums of num-
bers of these subsets are differed minimally from each other. In the case
where the elements of the set are positive this problem is equivalent
to the problem of the scheduling theory that consists in distribution of
independent works in two identical processors such that to minimize
the time when the last work should be finished [27]. In the scheduling
theory this problem is marked as P| - |Cpax.

We consider a multicriteria (vector) variant of the partition prob-
lem.

We define a vector function (vector criterion)

f(x,C) = (|C1zl],|Caxl, . .., [Crmz[) — min

TEQ™

on the set of n-vectors Q", n > 2, Q = {—1,1}, where C; denotes the
i-th row of matrix C' = [¢ijlmxn € R™*™, m > 1, 2 = (21, 22, . .. I

Under the multicriteria partition problem Z™(C) we understand
the problem of finding the set of efficient solutions (Pareto set)

P™C) ={z € Q" n(z,C) = 0},
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where
m(z,C) ={2" € Q" : f(2,0) > f(2',C) & f(x,C) # f(a', O)}.

Under the stability of the efficient solution z° we understand the
property of preserving Pareto optimality of z° under ”"small” pertur-
bations of the elements of matrix C'. We will model such perturbations
by adding a ”perturbing” matrices to C.

For each number k € N, we endow the space R* with metrics I
and [y :

HZHI = § |Z]|7 HZHOO = maX|Zj|7 Z = (217227"' ,Zk) S Rka
k JEN
JEN
where N, = {1,2,...,k}. Under the norm of matrix we understand the

norm of vector composed from all its elements. For any number € > 0
we define the set of perturbing matrices

Q) ={C" e R™" : ||C']|o < €}

According to the definitions from [21-26], under the stability radius
of 2° € P™(C) we understand the number

sup Z, if 2 # (),
0, if 0

)

[ (1]

pm(z()’c) = {
where
E={e>0:YC €Qe) (2 € P™(C + "))}

Thus, the stability radius is a limit level of independent perturbations
of the elements of C', such that the Pareto optimality of the solution is
preserved.

We will use the following implication

JgeQ V¢ €Q (qgz>d7) = |z| > ||, (1)
which holds for any numbers z, 2z’ € R.

288



On stability of a Pareto-optimal solution under perturbations of ...

Suppose

1, ifz>0,
sg z =
~1, if 2 < 0,
K% z)={i € Ny : |Ciz°| <|Cizl|},
ai(a”, x) = min{B;(«", z,q) : q € Q},

Cilaa® + )|
ﬁ' Q?O,Qf,q = .
(@m0 = T e

It is evident, that K (2, z) # 0 if 2° € P™(O).
Theorem. Stability radius of an efficient solution x° of the problem
Z™(C), m > 1 is expressed by the formula

m .0 _ : (0
PO = B DO

Proof. Denote by ¢ the right side of (2). It is easy to see, that ¢ > 0.

At first we will prove the inequality p™(z°, C) > ¢. Suppose ¢ > 0
(otherwise the inequality p™(2°,C) > ¢ is evident). Let C' € Q(yp).
Then by the definition of ¢ for any x € Q™\{2°, —2°} there exists
k € K(2°,x) such that

10700 < 0 < (2, ). (3)
Taking into account ay,(z°, z) > 0, we have
|Ck$0| < |Ckx|

From this, assuming
o = sg Crx,

we obtain
Ci(qz° + opz) = |Cr(okga” + )|, q € Q.

Therefore, using (3), we derive

(Cy + Cp)(gz° + oz) = |Ck(okqa’ + z)| + Crop(opga® + x) >

> |Cr(opga’ + 2)| = [|C)|oo - longa” + x|t >
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> |C’k(akqx0 +x)| — Bk(xo,a:, akq)Hakqa:O + z||; = 0.

Thus, we have
(Cr + CL)opz > (C 4 C)qa®, q € Q.
Taking into account (1) for any x € Q™ \ {z°, —2°} we obtain
|(Ch + CR)z| > |(Cx + Cp)a’),
and for z = +2° we have
(C+Cz| =[(C +C)a’),

which imply z° € P™(C + ).

Resuming the said above, we conclude that for any C' € Q(p) the
inclusion 2° € P™(C + C") holds. Hence p™(2°,C) > ¢.

It remains to prove the inequality p™ (2%, C') < ¢. By the definition
of ¢, there exists z* € Q™\{z%, —2°}, such that for any i € K (2%, 2*)
the following inequalities hold:

0< a,-(a;o,ac*) < . (4)

Let € > ¢. We will prove that there exists C' € Q(g) with condition
2% ¢ P (C + ).
Suppose

N z*) = |{j € N, : 2?

0—1 & o = —1},

M2, 2*) = |{j € Ny : a;? =7},
o; =sg Ciz™.
It is easy to see, that
M(x0,$*) = M(:U*,:L’O),
2(N(2°,2%) + N(z*,2%)) = ||« — 2*[[1, (5)
oM (2, 2%) = ||2° + z*||:. (6)
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To construct the rows C/, i € Ny, of the needed matrix C’, we

consider four possible cases.
Case 1: i € K(x07m*)7 /Bi(xowr*?_l) < ﬂi(fl’o,l'*,l). Then under
(4) the following inequalities hold:

|C’¢(m0 +a")| >0,

Gi( 0,3:*,—1) <p<e.

Therefore if we consider a perturbing row

C; = (Cglv Cg2a R C;n)’
obtained by setting
0;0;, if f? =1, zj =-1,
c;j =q —070;, if a:? =-1, 27 =1,
0 in other cases,
p <o <e,

then we have ||C]||oc = d;, and taking into account (5), we derive
o} (Ci + C))a® — 07 (C; + C)a* =
= 07Ci(a° — %) + 26;(N(z*,2°) + N(2°,2%)) >
> —|Ci(a® = a")| + 8ill2° — 2|1 >
> —[Ci(2® — 2*)| + Bi(2°, 2", ~1)]]2° — 27[|1 = 0,
o} (Ci + CHa® + o7 (C; + O a* = 07 Ci(2° + 2¥) =
= [Ci(z° + 2*)| > 0.
Therefore we obtain
o (C; + CHa® > o} (Ci + Chgx*, q € Q.
From this, using (1), we find

(Ci + Ca’| > [(Ci + Ca”|. (7)
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Note, that the inequality (7) is coordinated with condition z* €
Q"\{a?, —a°}.
Case 2: i € K(2%,2%), Bi(20,2*,—1) > B;(2°,2*,1). Then under
(4) we have
|Ci(z* — 29| > 0,
Bi(x°, 2%, 1) < p < e.

Therefore, constructing the row C/ by the rule

—0o}d;, if x? =z =1,

J

/o * : 0 _ %

Cij =\ 0; 0, ifa;=a;=-—1,
0 in the other cases,

where ¢ < §; < &, we obtain ||C/||occ = 0; and, using (6), we derive
—0}(Ci + Ca® — o (Cs + Ca* = =07 Ci(2® + ) + 20, M (20, %) >
> —|Ci(2% + )| + Bi(2®, 2%, 1)||2° + 2*||; = 0,

—0}(Ci + CHa® + o7 (C; + CHz* = o7 Ci(x* — 2°) = |Cy(z* — 2°)| > 0.

Thus, the following inequalities hold:

07 (C; + C)2° > o7 (Ci + C))gz*, q € Q.

Therefore, using (1), we obtain (7).

Case 3: i € K(202%), B = pi(2° 2% 1) = Bi(z%,2%,1) =
a; (2%, z%).

Consider two possible variants.
At first let §; = 0. Then

CZ'."L‘O = CZZL'* =0. (8)

It is easy to see, that taking into account z* # +z°, we may choose
k,p € N, such that
zr =2l T, # mg.
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Therefore, if we define the elements of the row C] = (¢, ¢y, ..., ¢,)
by
200;, if j =k,
c;j = ;1:25@-, if j =p,

0 in other cases ,

where
0<p<d<e,

then we have, that ||C!||oc = 0; and under (8) the inequality (7) holds.

Now let 8; > 0. Then, repeating all the argumentations from case
1, we obtain (7).

Case 4: i € Ny \K (2%, 2*). Then, assuming C! = (0,0,...,0) € R™,
we have (7).

So we obtain the matrix C’ with norm

[[C'||oo = max{d; : i € Ny, \ K(2°,2%)} < e.

Summarizing what has been proven in four cases we see, that for
any € > ¢ there exists ¢’ € (¢) such that 2° ¢ P™(C + C’). Hence,
p" (a0, C) < o

Theorem is proved.

Remark 1. If we impose on C = [¢;;] € R™*" the condition of
preserving positivity for all its elements during perturbing, then the
stability radius of 2° € P™(C) is equal to

min{y, cmin},

where ¢ is the right side of (2), cmin = min{c;; : (4,7) € Ny x Ny}
Efficient solution z° is called stable if p" (2%, C) > 0 and special if
the following condition holds:

P xeQ\{2%,—2"} (f(2,0) < f(2°C)).

The following statement follows directly from the theorem.

Corollary. Solution 2° € P™(C) is stable if and only if it is special.

Remark 2. As arule (see, e. g., [22,26]) the strict efficiency (Smale
optimality [28]) of a solution of a multicriteria discrete optimization
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problem is a sufficient condition of the solution stability. But, it is
easy to see, that our problem does not have strictly efficient solutions.
Nevertheless efficient solutions can be stable (see corollary).
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Evolution of the informatization notion (which assumes automa-
tion of majority of human activities applying computers, computer
networks, information technologies) towards the notion of Global Infor-
mation Society (GIS) challenges the determination of new paradigms
of society: automation and intellectualization of production, new level
of education and teaching, formation of new styles of work, active par-
ticipation in decision making, etc.

To assure transition to GIS for any society, including that from Re-
public of Moldova, requires both special training and broad application
of progressive technologies and information systems. Methodological
aspects concerning impact of GIS creation over the citizen, economic
unit, national economy in the aggregate demands a profound study.
Without systematic approach to these aspects the GIS creation would
have confront great difficulties.

Collective of researchers from the Institute of Mathematics and
Computer Science (IMCS) of Academy of Sciences of Moldova, which
work in the field of computer science, constitutes the center of advanced
researches and activates in those directions of researches of computer
science which facilitate technologies and applications without of which
the development of GIS cannot be assured. The works of the collective

(©2008 by A.Alhazov, E.Boian, L.Burtseva, C.Ciubotaru, S.Cojocaru,
A.Colesnicov, C.Gaindric, G.Magariu, I.Rogojin, T.Verlan
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deal with methodological aspects of GIS development. The advanced
technologies and systems which serve as scientific support for transi-
tion to GIS for such domains as health protection, education, economy,
research, ecology etc are elaborated and developed in these works. Let
us enumerate the domains of interest: actual problems of information
society development, information decision support systems, theoretical
bases of information systems, formal calculation models, information
systems in computational algebra, and information systems in compu-
tational linguistics.

The problems of GIS creation are constantly in the view of Eu-
ropean Council, one of the last recommendations of which is ,,i2010
eGovernment Action Plan - Accelerating eGovernment in Europe for
the Benefit of All - (25/04/2006)”. In this document there is an at-
tempt to synchronize the efforts of European countries in electronic
government, education, and keeping and protection of multi-linguism.

The access to cultural patrimony of the own country and of other
countries in his native language is to be guaranteed for each citizen
from every European country so as he would be able to understand and
appreciate the value and immensity of this patrimony as an integrant
of European patrimony. Each country has its own specifics, which
compels search of proper ways of transition to GIS on the assumption
of its own economic, cultural potential, nation’s traditions etc.

Different aspects of these problems were examined in the works [13,
71, 100, 102, 103, 109, 129].

The book “Considerations on information society development in
Moldova” [12] was the first work in Moldova in which a complex ap-
proach to the problem in and for this country is presented. The con-
ceptual bases, principles, policies and main directions in GIS creation
were elucidated in it including electronic education, science and culture.

In other works there were examined the problems of evaluation of
degree of integration into GIS, proposing a set of integration indices
which highlight the specifics of our country. Internet in rural environ-
ment and digital divide overcoming constitute the subjects of another
works [122, 130, 146].
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A group of researchers on computer science from IMCS was invited
to take part in writing the collective monograph “Information technolo-
gies communication and human development: Opportunities and chal-
lenges”, published by Idea Group Inc.(USA), in which two chapters of
these researchers are included: one is devoted to the general problems
of digital inequality and another — the same problem for Moldova [8,9].
These chapters have been selected for inclusion in exclusive, authorita-
tive reference publication ,,Information Communication Technologies:
Concepts, Methodologies, Tools and Applications” published by IGI
Global (formerly ”Idea Group Inc.”) in 2008. This six-volume set in-
cludes the most dependable, exhaustive research on the subject.

Some proposals based on research results of this group were in-
cluded into National Strategy of information society construction
,,Electronic Moldova” and Actions Plan adopted by Government (De-
cree N 255 from 9.03.2005).

When elaborating applicable information systems the experience of
the researchers from IMCS accumulated in the framework of design and
automation of programming systems construction had favorable impact
[11,72,76,78,82,88,98,121]. The elaborated and utilized methods when
developing programming systems (formal grammars, automata, com-
piling mechanism, text editors) were subsequently used successfully for
elaboration of interfaces and tools for database management, linguistic
applications.

In the knowledge based society it is just decision support systems
(DSS) that become very useful and claimed information tools for the
factors of decision making of any level [89, 117]. In the monograph
[12] “Decision taking. Methods and technologies” there are explicated
new approaches to the process of decision making based on information
technologies.

Some works [21, 93, 96] are devoted to the researches and elabora-
tions of some DSS used for vehicle transport. The actual problem for
any society, including that to which we are aspiring, is distribution of
some always limited funds to the set of activities and projects so as to
achieve maximal efficiency. The works [75, 110] are dedicated to the
elaboration of DSS for optimal funds allotment.
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Medical assistance being one of the first application subjects of DSS
henceforth represents a perspective area for such applications. About
9% of European Union gross domestic product (GDP) is apportioned
for population health support. Raising of the level of diagnostics and
adequate medical treatment is the goal of the DSS at ultrasound in-
vestigations [62, 108, 132, 148, 149, 158] made by the researchers from
IMCS. The goal of this system is to help medic-echographist in the
process of ultrasonographic investigations, in obtained images inter-
pretation, in obtaining conclusions adequate to the patient’s state of
the health and finally to prescribe an adequate treatment.

In the process of investigation of systems or complex phenomena it
is necessary for correct decisions making to base on the knowledge of
systems behavior under their interaction with certain external factors.
Frequently the experiments accomplishment with real systems involv-
ing is impossible, because the real system does not exist yet; exists
but is not accessible for real experiments; the experiments with real
system are expensive or dangerous. In such situations the simulation
model which is exposed to experiments is being created. This permits
to economize resources, avoid unreasoned expenses, reduce designing
periods, minimize risks and to avoid possible catastrophic situations.

The works [76, 87, 90, 111, 114] present the research results which
led to the elaboration of integrated environment for simulation, which
includes possibilities to visualize and analyze experiments results. In
articles [91, 113, 126] the experience of simulation application to so-
lution of some concrete problems and to create demonstrative models
with training purpose is explicated.

Presence of convenient facilities for experiments results analysis in
the case of mathematical models application is as important as in the
case of simulation. This permits to find regularities in the behavior of
investigated system and to interpret correctly the experiment results.

The solution of ecological problems continues to remain an ex-
tremely actual subject for Republic of Moldova. At the same time
just in this domain the possibilities offered by information technologies
had not been turned to advantages in full measure yet. An approach in
this direction is made in the works [128, 131, 150, 151], which explicate
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the results of environment creation for analysis of experiments results
for mathematical model of physical and biochemical processes of solid
waste decomposition.

Such approach was applied when elaborating information-analytical
system “Scientific Potential of Moldova” [127], endowed with possibil-
ities to administrate and analyze information about researchers and
scientific centers of the country.

One of the top-priority requirements of social development at the
stage of transition to GIS is the unhampered access to modern in-
formation technologies. To provide all members of community with
adequate access to Internet resources, to technologies of information
search and extraction, speech perception, text insonification, automatic
translation etc, it is necessary the development of national linguistic
engineering, which gives technological resources for natural language
processing and provides with full-fledged access to Internet. Lack of
such technologies at national level hampers our country to join global
information resources.

The human-computer communication in natural language is a large-
scale problem for which it is recognized that still during a long time
we will be able only to approach to its solving. The contribution of
the collective of IMCS to the development of the technology for nat-
ural language processing is the essential segment. The results in this
direction can be classified into three domains.

Linguistic tools. There were developed encoders and converters for
text and graphical information, programs for automatic word inflec-
tion, programs for word division into syllables, facilities for linguistic
resources administration, electronic multifunctional dictionaries cre-
ation, for correctness and completeness of linguistic resources check-up,
and also visualization means, interfaces and support for elaboration of
adaptable computer-aided learning courses [44, 83, 84, 86, 101, 106,
112, 119, 120, 144, 145].

Linguistic resources. There were created reusable linguistic re-
sources (http://imi201.math.md/elrr) for natural language, which in-
clude annotated corpus for all parts of speech and kernel, containing
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circa 70000 basic words-lemmas (entries), accompanied by syntactical
and morphological information. This kernel generates computer lexi-
con, gives the list of all word inflexions for basic word, executes trans-
lations into English and Russian languages, posts list of synonyms.
General number of word inflexions generated on the basis of lexicon
constitutes circa 700 thousands of words [58, 68, 107, 115, 116, 124,154].

Linguistic applications. The spelling checker RomSP was elabo-
rated and integrated into text editor MS Word. It allows finding and
correcting erroneous words, to give prompting list, gives the possibility
to supplement own word base using the tools for automatic word inflec-
tion. In collaboration with editorial group LITERA the compact disk
with spelling checker RomSP with linguistic base of about 1 000 000
words had been published.

Also on the bases of developed linguistic resources there were
created electronic dictionaries of synonyms, Romanian-English and
Romanian-Russian translations, and adaptable system of computer-
aided learning course [45, 74, 81, 155, 157].

Elaboration of computation lexicon, accumulation of linguistic re-
sources in electronic format allows making a forward step in natural
language application to realization of interfaces for information systems
for the purpose of assuring of friendly mode of work for the user [10,80].

Information technologies became tools that influence and propel
researches in other domains of science. A set of works [1, 4, 7, 16,
38, 47, 79, 85, 99, 104, 123, 147] presents the results of researches in
development of a symbolic computation system.

Researches of the group of authors from IMCS had been centered
towards two directions: extension of calculating capacity of SCS and
creation of intelligent interfaces. There were developed architectural
principles of intelligent interfaces construction for SCS, the applica-
tion of which facilitates “human-computer” interaction, permits ex-
tension of the circle of users. Such interfaces possess capacities to
adapt to users’ needs, to train; they are able to take the initia-
tive in communication with the user (doing this in natural language
or in a subset of that) guiding him with the purpose to facilitate
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reaching his objectives in a way as rapid and comfortable as pos-
sible. Some of these principles were applied during implementation
of the Computer Algebra System Bergman interface (elaborated by
Jorgen Backelin, Stockholm University, and improved in collaboration
with IMCS) (http://www.math.su.se/bergman) assuring overtaking the
problem from user, its adaptation to the user’s preferences (executed
in three modes: a priori, on user’s initiative and on system’s initiative),
errors prevention, creating of calculation environment — by all of this
in ultimate authority contributing to create for any user apart his per-
sonal entourage oriented to the class of problems which constitute his
occupations.

The explosion of demand for information technologies faces exhaus-
tion of capabilities of conventional computers. This is why research
started in the last years to find possibilities to increase computer per-
formance using new, non-conventional approaches. Starting in 1994
the domain of biocomputing appeared, in which the contribution of re-
searchers from IMCS was carried out in two directions: research of
the formal computational models and creating algorithms of solving
computationally difficult problems applying models of biocomputing.

Research in theoretical foundations of informational systems and
formal computational models is done in two directions: computing de-
vices built according to mechanical /linguistic principles (automata and
grammars, Turing machines, register machines, insertion-deletion sys-
tems) and devices constructed according to biological principles (cellu-
lar automata, membrane systems, networks of evolutionary processors).
Both directions contribute to theoretical bases of creation of informa-
tional systems of either special or general use with special requirements
on the computing speed, robustness and size. Natural (biological) com-
puting follows big ambitions: constructing computing devices from bi-
ological components (molecules, DNA, neurons, cells, etc.). Labora-
tory experiments showed that prototypes of such biodevices can solve
many problems faster and more efficiently than traditional devices, due
to the massive parallelism. Biocomputing has numerous applications:
treating cancer; creating ,,smart drugs”; creating nano-robots to lo-
cate unhealthy organs; prediction etc.). Research of these computing
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principles is very relevant in present; it can be compared to the great
importance of research of such scientists as Goedel, Kleene, Turing,
Post and von Neumann, that led to the creation of modern computers.

In the first direction: the results obtained by the researchers from
IMCS in the area of minimal universal Turing machines were included
in multiple monographs and manuals. Works [17, 19, 46, 48, 50, 51,
73, 77, 92, 95, 97| are devoted to this topic. Computational models
equivalent to the Turing machines are type-0 Chomsky grammars and
insertion-deletion systems. The results obtained during research of the
latter ones are presented in works [43, 57, 59].

Within the second direction, various natural computational models
were studied, such as H systems, membrane systems, and networks of
evolutionary processors.

Membrane systems, also called P systems, represent a number of
regions, separated by membranes. Each region contains objects in some
multiplicities. These objects evolve according to certain rules associ-
ated to regions and/or membranes. Depending on the computational
model, the rules can be of evolution (replacing objects with other ones),
communicative (objects move from a region across a membrane into an-
other region), etc. Works of the researchers from IMCS, which concern
this domain, can be divided in 7 groups.

Computational power of evolution-communication P systems, the
works [6, 23, 33, 53, 54, 136]. Systems with non-cooperative evolu-
tion rules and communication rules acting on at most two objects were
studied. For such systems, two membranes are sufficient for the com-
putational completeness, and three membranes are sufficient in the de-
terministic case. Other particular cases were also thoroughly studied.

Computational power of communicative P systems, the works [29,
31, 34, 36, 37, 42, 65, 70, 105, 135, 137, 138, 140, 141, 142]. As opposed
to the previous group, the evolution rules are replaced with unbounded
supply of objects in the external region (environment). Practically all
results obtained by other authors on this topic were improved. In case
of communicative rules with at most two objects and one membrane
only finite sets can be generated. Three membranes are sufficient for the
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computational completeness, while two membranes are enough modulo
one additional object.

Efficiency of P systems with active membranes, the works [5, 28,
41, 52, 55, 56, 61, 69, 153]. This computational model with active
membranes is convenient for describing solutions of NP-complete and
even PSPACE-complete problems. Cases with two polarizations and
without polarizations were thoroughly studied.

Computational power of P systems with active membranes, the
works [6, 30, 63, 66, 139]. The computational completeness of systems
with one membrane and two polarizations, and for systems without
polarizations was proved.

Other variants of P systems, the works [6, 24, 25, 32, 35, 39, 40, 57,
63, 64, 66, 133, 134, 139, 143,152, 156]. The following P-systems were
investigated: non-distributed; neural; with partial halting; with rules
with target indications; systems with energy assigned to membranes;
with rules of object diffusion; with bi-stable catalysts, promoters, in-
hibitors; models with strings.

H systems — abstraction of splicing reactions (performed in biology
by restriction enzymes DNA lygase), the works [2, 3, 18, 20, 22, 26, 49,
57, 60, 118]. The results of other authors were improved, obtaining a
series of unexpected results. It was proved that time-varied H systems
of degree I are computationally complete devices.

Other biocomputing models, the works [27, 67]. Computing by ob-
serving, self-assembly, networks of evolutionary processors.

A possibility of efficient use of molecular computing in non-
commutative computational systems is argued in [94]. An algorithm of
deciding finiteness of algebra dimension is proposed based on molecular
operations [125].

,,Life as computation” paradigm was introduced in hope that ex-
perience in computer science and mathematics obtained in result of
research in parallel systems will help us to understand the complexity
of the processes taking place in living cells, contributing to discovery
of regularities of biological systems that are otherwise difficult or even
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impossible to observe. The goal of this research is to understand the
way of functioning of cells or organisms, conditions of adaptation and
survival in dynamic environment, all explained in terms of computa-
tions.
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