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Abstract

It is known that P systems with two membranes and minimal
symport/antiport rules are “almost” computationally complete
as generators of number or vector sets.

Interpreting the result of the computation as the sequence
of terminal symbols sent to the environment, we show that P
systems with two membranes and symport rules of weight two
or symport/antiport rules of weight one generate all recursively
enumerable languages.

1 Introduction

Membrane System (also called P system), which is a model of living
cell, was introduced by Gh. Păun recently ([21, 22]). Membrane sys-
tems are distributed parallel computing devices, processing multisets
of objects, synchronously, in compartments delimited by a membrane
structure. The objects, which correspond to chemicals evolving in the
compartments of a cell, can also pass through membranes. The mem-
branes form a hierarchical structure (they can be dissolved, divided,
created, and their permeability can be modified). A sequence of tran-
sitions between configurations of a P system forms a computation. The
result of a halting computation is the number of objects present at the
end of the computation in a specified membrane, called the output
membrane. The objects can also have a structure of their own that can
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be described by strings over a given alphabet of basic molecules - in
this case the result of a computation is a set of strings. An important
version of membrane systems deals with membranes arranged not in
a hierarchical structure (which mathematically corresponds to a tree),
but in a tissue-like structure (which mathematically corresponds to a
graph). Many open problems related to the computational power of P
systems remain. The challenge is especially interesting, and apparently
difficult, for restricted versions of P systems, in our case for P systems
with symport/antiport rules.

P systems with symport/antiport rules are parallel distributed sys-
tems, processing multisets according the rules that move the objects
between the regions. They were first introduced in [20]; symport rules
move objects across a membrane (which is a separator of regions) to-
gether in one direction, whereas antiport rules move objects across a
membrane in opposite directions.

A comprehensive overview of the most important results obtained
in the area of P systems and tissue P systems with symport/antiport
rules, with respect to the development of computational completeness
results improving descriptional complexity parameters as the number
of membranes and cells, respectively, the weight of the rules and the
number of objects can be found in [1] and the last results in [5]. We
consider P systems with symport/antiport rules and minimal coopera-
tion, i.e., P systems with symport/antiport rules of weight one and P
systems with symport rules of weight two, such systems are called P
systems with minimal symport/antiport.

In this paper we consider generating languages by such P systems
with two membranes, in the way it has been done, e.g., for transitional
P systems and for P systems with active membranes, see [22]. This
is a natural generalization of studies of the generative power of P sys-
tems with symport/antiport. Since the environment in this model is
considered not empty at the beginning of the computation, we distin-
guish the result by considering the sequence of objects from a terminal
sub-alphabet, sent into the environment.

300



Generating Languages with Minimal Symport/Antiport

2 Preliminaries

Let O be a finite set, O∗ is a free monoid generated by O. Consider
x ∈ O∗; we will denote all permutations of x by Perm(x).

By RE we denote the family of recursively enumerable languages.

2.1 Counter Automata with an Output Tape

A non-deterministic counter automaton (see [9], [1]) with an output
tape is a tuple

M = (d, T, Q, q0, qf , P ), where

• d is the number of counters
(we will use the notation D = {1, · · · , d});

• T is an output alphabet;

• Q is a finite set of states;

• q0 ∈ Q is the initial state;

• qf ∈ Q is the final state;

• P is a finite set of instructions.

The instructions operating on counters are of the forms

(qi → ql, kγ), with qi, qj ∈ Q, qi 6= qf , k ∈ D, γ ∈ {+,−,= 0}

(changing the state from qi to ql and applying operation γ to counter
k). The operations are increment (add one to the value of the counter),
decrement (subtract one from the value of the counter) and zero-test
(test whether the value of the counter is zero or not), respectively. If
an empty counter is decremented or a non-empty counter is tested for
zero, then the computation is blocked.

The instructions operating on the tape are of the form

(qi → ql, write(c)), where qi, qj ∈ Q, qi 6= qf and c ∈ T
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(changing the state and writing the symbol c on the tape). One can also
speak about the halt instruction of the counter automaton, assigned to
the final state qf .

A transition of the counter automaton consists in updating or check-
ing the value of a counter, or writing a symbol on the tape, according
to an instruction of one of the types described above and by changing
the current state to another one. The computation starts in state q0

with all counters equal to zero. The result of the computation is a word
consisting of the symbols written on the tape when the automaton halts
in state qf .

The result we will use is that counter automata are computationally
complete, and only two counters are needed.

2.2 P Systems with Symport/Antiport

The reader is supposed to be familiar with basic elements of membrane
computing, e.g., from [22]; comprehensive information can be found in
the P systems web page, [29].

A P system with symport/antiport rules is a construct

Π = (O, T,E, µ,w1, . . . , wk, R1, . . . , Rk), where

1. O is a finite alphabet of symbols called objects;

2. T ⊆ O is the terminal alphabet;

3. E ⊆ O is the set of objects that appear in the environment in an
infinite number of copies;

4. µ is a membrane structure consisting of k membranes that are
labelled in a one-to-one manner by 1, 2, . . . , k;

5. wi ∈ O∗, for each 1 ≤ i ≤ k, is a finite multiset of objects
associated with the region i (delimited by membrane i);

6. Ri, for each 1 ≤ i ≤ k, is a finite set of symport/antiport rules
associated with membrane i; these rules are of the forms (x, in)
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and (y, out) (symport rules) and (y, out;x, in) (antiport rules),
respectively, where x, y ∈ O+.

A P system with symport/antiport rules is defined as a computa-
tional device consisting of a set of k hierarchically nested membranes
that identify k distinct regions (the membrane structure µ), where to
each membrane i there are assigned a multiset of objects wi and a fi-
nite set of symport/antiport rules Ri, 1 ≤ i ≤ k. A rule (x, in) ∈ Ri

permits the objects specified by x to be moved into region i from the
immediately outer region. Notice that for P systems with symport
rules the rules in the skin membrane of the form (x, in), where x ∈ E∗,
are forbidden. A rule (x, out) ∈ Ri permits the multiset x to be moved
from region i into the outer region. A rule (y, out; x, in) permits the
multisets y and x, which are situated in region i and the outer region
of i, respectively, to be exchanged. It is clear that a rule can be applied
if and only if the multisets involved by this rule are present in the cor-
responding regions. The weight of a symport rule (x, in) or (x, out) is
given by |x| , while the weight of an antiport rule (y, out; x, in) is given
by max{|x|, |y|}.

As usual, a computation in a P system with symport/antiport rules
is obtained by applying the rules in a non-deterministic maximally par-
allel manner. Specifically, in this variant, a computation is restricted to
moving objects through membranes, since symport/antiport rules do
not allow the system to modify the objects placed inside the regions.
Initially, each region i contains the corresponding finite multiset wi,
whereas the environment contains only objects from E that appear in
infinitely many copies.

2.3 Generating Languages

A computation is halting if starting from the initial configuration, the
system reaches a configuration where no rule can be applied anymore.

Consider the output alphabet T . Throughout the computation we
register when objects from T are sent to the environment. The result
of a halting computation is the sequence of objects from T sent to the
environment in the order in which it happened (if multiple objects from
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T are ejected in the environment simultaneously, all permutations are
considered). 1

Example 1 Consider the following P system

Π = (O = {p, a, b}, T = {a, b}, E = {p, a, b}, µ = [1 ]1, w1, R1),
w1 = paab,

R1 = {r1 : (pa, out; pb, in), r2 : (ab, out; a, in)}.

The environment contains an unbounded supply of objects p, a, b, so
the state of the system is determined by objects in the skin membrane.
The system starts with one copy of p, two copies of a and one copy of b
in the skin membrane, simultaneously applying rules r1 and r2. Having
one copy of each of the objects p, a, b, two computations are possible:

pab
1
⇒r1

1 pbb or pab
1
⇒r2 pa

1
⇒r1 pb

1
.

Consider the terminal objects sent out in either case. These computa-
tions correspond to generating a language

Perm(aab) · a ∪ Perm(aab) · Perm(ab) · a,

consisting of 9 words.

We denote the family of languages generated by a P system with
symport/antiport rules with at most m > 0 membranes, symport rules
of weight at most s ≥ 0, and antiport rules of weight at most t ≥ 0 by

LOPm(syms, antit)

If t = 0, we may omit antit.

1Intuitively, sending the terminal objects out of the skin membrane is like writing
them on the output tape.
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3 Main Results

Theorem 1 LOP2(sym1, anti1) = RE.

Proof. Without loss of generality we simulate a counter automaton
with an output tape M = (d, T, Q, q0, qf , P ) which starts with empty
counters. We also suppose that all instructions from P are labeled
in a one-to-one manner with elements of {1, . . . , n} = I, n is a label
of the halt instruction and I ′ = I \ {n}. We denote by I+, I−, and
I=0 the set of labels for the “increment” -, “decrement” -, and “test
for zero” -instructions, respectively (“increment”-instructions include
also instructions operating on the tape). We use the next notation:
C = {ck}, k ∈ D.

We construct the P system Π1 as follows:

Π1 = (O, T, E, [1 [2 ]2 ]1, w1, w2, R1, R2),
O = E ∪ {X, Y1, Y2, J1, J2, J3} ∪ {bj , dj | j ∈ I},
E = T ∪Q ∪ C ∪ {aj , ej | j ∈ I} ∪ {a′j | j ∈ I ′ \ I−} ∪ {J0, F, Y3},

w1 = q0J1J2J3,

w2 = XJ3Y1Y2

∏

j∈I

bj

∏

j∈I

dj ,

Ri = Ri,s ∪Ri,r ∪Ri,f , i = 1, 2.

We code the counter automaton as follows:
Region 1 will hold the current state of the automaton, represented

by a symbol qi ∈ Q and the value of all counters, represented by the
number of occurrences of symbols ck ∈ C, k ∈ D, where D = {1, ..., d}.

We split our proof into several parts that depend on the logical
separation of the behavior of the system. We will present the rules and
the initial symbols for each part, but we remark that the system we
present is the union of all these parts. The rules Ri are given by three
phases:

1. START: preparation of the system for the computation.

2. RUN: simulation of instructions of the counter automaton.
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3. END: terminating the computation.

The parts of the computations illustrated in the following describe
different phases of the evolution of the P system. For simplicity, we fo-
cus on explaining a particular phase and omit the objects that do not
participate in the evolution at that time. Each rectangle represents
a membrane, each variable represents a copy of an object in a corre-
sponding membrane (symbols outside of the outermost rectangle are
found in the environment). In each step, the symbols that will evolve
(will be moved) are written in boldface. The labels of the applied
rules are written above the symbol ⇒.

1. START.
We use here the following idea: in our system we have a symbol

X which moves from region 2 to region 1 and back in an infinite loop.
This loop may be stopped only if all stages completed correctly.

R1,s = ∅,
R2,s = {2s1 : (X, out), 2s2 : (X, in)}.

Notice that some rules are never executed during a correct simu-
lation: applying them would lead to an infinite computation. To help
the reader, we will underline the labels of such rules in the description
below.

2. RUN.

R1,r = {1r1 : (qi, out; aj , in) | (j : qi → ql, kγ) or
(j : qi → ql, write(c)) ∈ P, γ ∈ {+,−, = 0}, k ∈ D, c ∈ T}

∪ {1r2 : (qf , out; an, in)}
∪ {1r3 : (bj , out; a′j , in) | j ∈ I ′ \ I−}
∪ {1r4 : (bj , out)) | j ∈ I−}
∪ {1r5 : (aj , out; J0, in), 1r6 : (J1, out; bj , in) | j ∈ I}
∪ {1r7 : (J0, out;J1, in)}
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∪ {1r8 : (a′j , out; ck, in) | (j : qi → ql, k+) ∈ P}
∪ {1r9 : (a′j , out; c, in) | (j : qi → ql, write(c)) ∈ P}
∪ {1r10 : (c, out) | c ∈ T}
∪ {1r11 : (a′j , out) | j ∈ I=0}
∪ {1r12 : (dj , in) | j ∈ I=0 ∪ I+}
∪ {1r13 : (ck, out; dj , in), 1r14 : (J3, out; dj , in)

| (j : qi → ql, k−) ∈ P}
∪ {1r15 : (dj , out; ej , in) | j ∈ I}
∪ {1r16 : (ej , out, ql, in) | (j : qi → ql, kγ) or

(j : qi → ql, write(c)) ∈ P, γ ∈ {+,−, = 0}, k ∈ D, c ∈ T}
∪ {1r17 : (en, out;F, in), 1r18 : (bn, out)}
∪ {1r19 : (J3, out; J1, in)}
∪ {1r20 : (#, out), 1r21 : (#, in)}.

R2,r = {2r1 : (bj , out; aj , in), 2r2 : (aj , out; J2, in),
2r3 : (aj , out;J1, in) | j ∈ I}

∪ {2r4 : (dj , out; bj , in) | j ∈ I}
∪ {2r5 : (J2, out; dj , in) | j ∈ I− ∪ I+}
∪ {2r6 : (J2, out; a′j , in), 2r7 : (a′j , out; dj , in) | j ∈ I=0}
∪ {2r7 : (a′j , out; ck, in) | j ∈ I=0}
∪ {2r8 : (#, out;J0, in) }.

First of all, we mention that if during the phase RUN object J3

comes to the environment (rules 1r14, 1r19), it remains there forever
(Scenario 0). Then during the phase END the second symbol J3 from
region 2 will be moved to region 1 that leads to an infinite computation
(by rule 1f4, see phase END).

Let us explain the synchronization of aj coming to the environment
and bj leaving the environment: the first one brings J0 into region 1
while the latter brings J1 into the environment; then rule 1r7 returns
J0 and J1 to their original locations.

If aj comes to the environment without bj leaving it, J1 remains
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in region 1 (or 2) and J0 comes to region 1 (Scenario 1), so 2r8 is
applied, causing an endless computation since 1r20 or 1r21 is always
applicable.

If bj leaves the environment without aj coming there, J0 remains in
the environment and J1 comes there (Scenario 2), so 1r19 is applied
and symbol J3 appears in the environment. Thus, the computation
never halts, see scenario 0.

We also mention that applying rule 2r3 causes scenario 1. There-
fore, in order for a computation to halt, no underlined rules should be
applied.

We will now consider the “main” line of computation.

“ Increment” -instruction:

qlajatckejJ0 qiJ1J2J3 bjdj# ⇒1r1 qiqlata
′
jckejJ0 ajJ1J2J3 bjdj#

⇒2r1 qiqla′jatckejJ0 bjJ1J2J3 ajdj# ⇒1r3,2r2

qiqlatbjckejJ0 aja′jJ1J3 J2dj# (A)

⇒1r5,1r6,1r8 qiqlaja
′
jatejJ1 bjckJ0J3 J2dj# ⇒1r7,2r4

qiqlaja
′
jatejJ0 ckdjJ1J3 bjJ2# ⇒1r15

qiqlaja
′
jatdjJ0 ckejJ1J3 bjJ2# ⇒1r12,1r16

qiaja
′
jatejJ0 qlckdjJ1J3 bjJ2# ⇒1r1,2r5

qiqlaja
′
jejJ0 atckJ1J2J3 bjdj#

In that way, qi is replaced by ql and ck is moved from the environment
into region 1. In configuration (A) rule 1r9 may be applied instead of
rule 1r8 and after that rule 1r10, so terminal symbol c will be sent to
the environment. Thus we model instruction j : (qi → ql, write(c)) of
counter automaton M . Symbol dj returns to region 2 in the first step of
the simulation of the next instruction (the last step of the illustration).
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Notice that symbols aj , bj , a′j , dj , ej , J2, J1, J0 have returned to their
original positions.

“ Decrement” -instruction:

qlajatejJ0 qickJ1J2J3 bjdj# ⇒1r1 qiqlatejJ0 ajckJ1J2J3 bjdj#

⇒2r1 qiqlatejJ0 bjckJ1J2J3 ajdj# ⇒1r4,2r2

qiqlatbjejJ0 ajckJ1J3 djJ2# ⇒1r5,1r6 qiqlajatejJ1 bjckJ0J3 djJ2#

⇒1r7,2r4 qiqlajatejJ0 djckJ1J3 bjJ2# ⇒1r15

qiqlajatdjJ0 ckejJ1J3 bjJ2# (B)

⇒1r13,1r16 qiajatckejJ0 qldjJ1J3 bjJ2# ⇒1r1,2r5

qiqlajckejJ0 atJ1J2J3 bjdj#

In the way described above, qi is replaced by ql and ck is removed
from region 1 to the environment. If symbol ck is absent in region 1 in
configuration (B) it enforces the applying of rule 1r14 that leads to an
infinite computation. Symbol dj returns to region 2 in the first step of
the simulation of the next instruction (the last step of the illustration).
Notice that symbols aj , bj , dj , ej , J2, J1, J0 have returned to their
original positions.

“ Test for zero” -instruction:
qi is replaced by ql if there is no ck in region 1, otherwise a′j in

region 2 exchanges with ck in region 1 and the computation will never
stop.
(i) There is no ck in region 1:

qlataja
′
jejJ0 qiJ1J2J3 bjdj# ⇒1r1 qiqlata

′
jejJ0 ajJ1J2J3 bjdj#

⇒2r1 qiqlata′jejJ0 bjJ1J2J3 ajdj# ⇒1r3,2r2
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qiqlatbjejJ0 aja′jJ1J3 J2dj# ⇒1r5,1r6,2r6

qiqlajatejJ1 bjJ0J2J3 a′jdj# (C)

⇒1r7,2r4 qiqlajatejJ0 djJ1J2J3 a′jbj# ⇒1r15

qiqlajatdjJ0 ejJ1J2J3 a′jbj# ⇒1r12,1r16

qiajatejJ0 qldjJ1J2J3 a′jbj# ⇒1r1,2r7 qiqlajejJ0 ata′jJ1J2J3 bjdj#

In this case, qi is replaced by ql. Notice that symbols aj , a′j , bj , dj , ej ,
J2, J1, J0 have returned to their original positions. Symbol dj returns
to region 2 in the first step of the simulation of the next instruction (the
last step of the illustration) and symbol a′j returns to the environment
in the second step of the simulation of the next instruction.

(ii) There is some ck in region 1:
Consider configuration (C) with object ck in region 1:

qiqlajatejJ1 bjckJ0J2J3 a′jdj# ⇒1r7,2r4,2r7

qiqlajatejJ0 a′jdjJ1J2J3 bjck# ⇒1r11,1r15

qiqlaja
′
jatdjJ0 ejJ1J2J3 bjck# ⇒1r12,1r16

qiaja
′
jatejJ0 qldjJ1J2J3 bjck#

Now rule 1r15 again will be applied and two symbols at, as appear
in several steps in region 1 that leads to an infinite computation (see
scenario 1).

Let us consider the symbols from region 2 visiting the environment
and going back: 2 → 1 → 0 → 1 → 2 (bj , dj for all instructions) and
the symbols from the environment visiting region 2 and going back:
0 → 1 → 2 → 1 → 0. The latter ones are: aj for all instructions, and
also {a′j | j ∈ I=0}.

310



Generating Languages with Minimal Symport/Antiport

Then we have to argue that if they Return to their “home region”
(2 → 1 → 2 or 0 → 1 → 0) or Repeat their visit to the “opposite
region” before returning “home” (2 → 1 → 0 → 1 → 0 or 0 → 1 →
2 → 1 → 2), an infinite computation is unavoidable, or such case is not
possible.

aj , j ∈ I. Return: see scenario 1; repeat: impossible without bj .
a′j , j ∈ I=0. Return: as dj cannot come back to region 2 (is not

possible to apply rule 2r6), it again goes to the environment (see dj ,
repeat); repeat: impossible without J2.

bj , j ∈ I. Return: if aj comes to the environment, scenario 1 takes
place. If aj returns to region 2, rule 2r3 is applied; repeat: symbol
J1 will be moved to the environment, where it changes with J3 (rule
1r19), so it leads to an infinite computation (scenario 0).

dj , j ∈ I. Return: ej stays in the environment, the simulation
stops and the computation never ends due to 2s1, 2s2; repeat: two
symbols at, as appear in several steps in region 1 that leads to an infinite
computation (see scenario 1).

3. END.

R1,f = {1f1 : (Y1, out; Y3, in), 1f2 : (Y2, out)}
∪ {1f3 : (X, out;Y2, in), 1f4 : (J3, out, J3, in)}.

R2,f = {2f1 : (Y1, out; F, in), 2f2 : (Y2, out;F, in), 2f3 : (F, out)}
∪ {2f4 : (J3, out; Y3, in)}.

Once the counter automaton reaches the final state, qf is in region
1 and it exchanges with object an (rule 1r2), object F will be moved
to region 1 in several steps. It takes Y1, Y2 and J3 to region 1, in either
order. The duty of Y2 is to bring X to the environment (the object
X can oscillate for indefinite time, but we are interested in halting
computations). The duty of Y1 is to bring J3 from region 2 to region
1. If during the previous steps of simulation of counter automaton M
object J3 from region 1 was moved to the environment (by rules 1r14
or 1r19), rule 1f4 will be applied, leading to an infinite computation.
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If on the previous steps of simulation of counter automaton M object
J1 was moved to region 2 (by rules 2r3), rule 2r8 will be applied in
several steps, and the computation never halts.

Thus, at the end of a terminating computation terminal word w ∈ T
will be sent to the environment. 2

Theorem 2 LOP2(sym2) = RE.

Proof. Our proof is based on the construction introduced in Theorem 2
from [2]. As in the proof of Theorem 1 we simulate a counter automaton
M = (d, T, Q, q0, qf , P ) which starts with empty counters. Again we
suppose that all instructions from P are labelled in a one-to-one manner
with elements of {1, . . . , n} = I and that I is the disjoint union of {n}
as well as I+, I−, and I=0, where by I+, I−, and I=0 we denote the
set of labels for the “increment”, “decrement”, and “test for zero”
instructions, respectively (recall that “increment”-instructions include
also instructions operating on the tape). Moreover, we define I ′ =
I \ {n} and Q′ = Q \ {q0}. We also suppose that there is only one
instruction with initial state q0 (labeled with number 1) and only one
instruction with the final state qf (labeled with number n).

We construct the P system Π2 as follows:

Π2 = (O, T,E, [1 [2 ]2 ]1, w1, w2, R1, R2),
O = E ∪ {#1, #2, $, f} ∪Q ∪ {bj , gj | j ∈ I} ∪ {g′j | j ∈ I ′},
E = T ∪ {aj , a

′
j , dj , d

′
j | j ∈ I} ∪ C,

C = {ci | 1 ≤ i ≤ d},
w1 = #2$fq0a1

∏

j∈I

bj ,

w2 = #1

∏

qi∈Q′
qi

∏

j∈I

gj

∏

j∈I′
g′j ,

Ri = Ri,s ∪Ri,r ∪Ri,f , i ∈ {1, 2}.

We code the counter automaton as follows: The environment will
hold the current state of the automaton, represented by a symbol qi ∈
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Q, membrane 1 will hold the value of all counters, represented by the
number of occurrences of symbols ck, k ∈ D, where D = {1, ..., d}.
We also use the following idea realized by phase START below: in
our system we have a symbol #2 moving from the environment to
membrane 1 and back in an infinite loop. This loop can only be stopped
if all stages have completed correctly. Otherwise, the computation will
never stop.

Again as in Theorem 1 we split our proof into several parts that
depend on the logical separation of the behavior of the system. We will
present the rules and the initial symbols for each part, but we remark
that the system that we present is the union of all these parts.

The rules Ri are given by three phases:

1. START: preparation of the system for the computation.

2. RUN: simulation of instructions of the counter automaton.

3. END: terminating the computation.

1. START.

R1,s = {1s1 : (#2, out), 1s2 : (#2, in)},
R2,s = ∅.

Notice that system Π2 begins its functioning by applying rule 1s1
and moving objects q0a1 to region 2 (see phase RUN below). Thus
system Π2 starts to simulate the counter automaton M .

2. RUN.

R1,r = {1r1 : (qiaj , in) | (j : qi → ql, kγ) or
(j : qi → ql, write(c)) ∈ P, γ ∈ {+,−, = 0}, k ∈ D, c ∈ T}

∪ {1r2 : (bjgj , out) | j ∈ I+ ∪ I=0}
∪ {1r3 : (ckbj , in) | (j : qi → ql, k+) ∈ P, k ∈ D}
∪ {1r4 : (gjck, out) | (j : qi → ql, k−) ∈ P, k ∈ D}

313



A.Alhazov, Yu.Rogozhin

∪ {1r5 : (a′jgj , in) | j ∈ I ′}
∪ {1r6 : (#1, out), 1r7 : (#1, in)}
∪ {1r8 : (djbj , in) | j ∈ I=0}
∪ {1r9 : (djck, out) | (j : qi → ql, k = 0) ∈ P, k ∈ D}
∪ {1r10 : (a′jql, out) | (j : qi → ql, kγ) or

(j : qi → ql, write(c)) ∈ P, γ ∈ {+,−}, k ∈ D, c ∈ T}
∪ {1r11 : (a′jg

′
j , out), 1r12 : (d′jg

′
j , in),

1r13 : (d′j , out) | j ∈ I=0}
∪ {1r14 : (djql, out) | (j : qi → ql, k = 0) ∈ P, k ∈ D},
∪ {1r15 : (cbj , in) | (j : qi → ql, write(c)) ∈ P}
∪ {1r16 : (c, out) | c ∈ T},

R2,r = {2r1 : (ajbj , in) | j ∈ I ′}
∪ {2r2 : (qi, in) | qi ∈ Q}
∪ {2r3 : (bjgj , out) | j ∈ I ′}
∪ {2r4 : (a′j$, in) | j ∈ I}
∪ {2r5 : (#1$, out)}
∪ {2r6 : (a′jgj , in) | j ∈ I ′}
∪ {2r7 : (a′jql, out) | (j : qi → ql, kγ) or

(j : qi → ql, write(c)) ∈ P, γ ∈ {+,−}, k ∈ D, c ∈ T}
∪ {2r8 : (a′jg

′
j , out) | j ∈ I=0}

∪ {2r9 : (d′jg
′
j , in) | j ∈ I=0}

∪ {2r10 : (d′jql, out) | (j : qi → ql, k = 0) ∈ P , k ∈ D}.

Notice that the starting configuration of Π2 corresponds to the re-
sult of the first step of the simulation of the starting instruction (1r1
is “already made”).

“Increment” instruction:

a′jckqiaj bj$ gjql#1 ⇒1r1 a′jck qiajbj$ gjql#1 ⇒2r1,2r2
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a′jck $ qiajbjgjql#1 ⇒2r3 a′jck bjgj$ qiajql#1 ⇒1r2

ckbjgja′j $ qiajql#1 (A)

⇒1r3,1r5 ckbjgja
′
j$ qiajql#1

Now there are two variants of computations (depending on the ap-
plication of rule 1r2 or rule 2r6):

a) Applying rule 1r2:

cka
′
j ckbjgja′j$ qiajql#1 ⇒1r2,2r4

ckbjgja′j ck qiaja′jql$#1 ⇒1r5,1r3,2r5,2r7

bjgja
′
ja
′
jqlckck$#1 qiaj · · ·

After that application of rules 1r6 and 1r7 leads to infinite com-
putation.

b) Applying rule 2r6:

ckbjgja′j$ qiajql#1 ⇒2r6 ckbj$ qiajgja′jql#1 ⇒2r7

a′jqlckbj$ qiajgj#1 ⇒1r10 a′jql ckbj$ qiajgj#1

qi is replaced by ql and ck is moved into region 1. In configuration
(A) rule 1r15 may be applied instead of rule 1r3 and after that rule
1r16, so terminal symbol c will be sent to the environment. Thus we
model instruction j : (qi → ql, write(c)) of counter automaton M .

“Decrement” instruction:

a′jqiaj ckbj$ gjql#1 ⇒1r1 a′j ckqiajbj$ gjql#1 ⇒2r1,2r2

a′j ck$ qiajbjgjql#1 ⇒2r3 a′j ckgjbj$ qiajql#1 ⇒1r4
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ckgja′j bj$ qiajql#1 ⇒1r5 ck bjgja
′
j$ qiajql#1

Now there are two variants of computations (depending on the ap-
plication of rule 1r4 or rule 2r6).

c) Applying rule 1r4:

a′jck bjckgja′j$ qiajql#1 ⇒1r4,2r4 a′jgjckck bj qiaja′jql$#1

⇒1r5,2r5,2r7 ckck a′ja
′
jgjqlbj$#1 qiaj · · ·

After that the application of rules 1r6 and 1r7 leads to an infinite
computation.

d) Applying rule 2r6:

ck bjgja′j$ qiajql#1 ⇒2r6 ck bj$ qiajgja′jql#1 ⇒2r7

ck a′jqlbj$ qiajgj#1 ⇒1r10 cka
′
jql bj$ qiajgj#1

In that way, qi is replaced by ql and ck is removed from region 1.

“Test for zero” instruction:
qi is replaced by ql if there is no ck in region 1 (case e)), otherwise

the computation will never stop (case f)).

Case e):

a′jdjd
′
jqiaj bj$ gjg

′
jql#1 ⇒1r1 a′jdjd

′
j qiajbj$ gjg

′
jql#1 ⇒2r1,2r2

a′jdjd
′
j $ qiajbjgjg

′
jql#1 ⇒2r3 a′jdjd

′
j bjgj$ qiajg

′
jql#1 ⇒1r2

d′jbjdjgja′j $ qiajg
′
jql#1 ⇒1r8,1r5 d′j djbjgja

′
j$ qiajg

′
jql#1
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Again there are two variants of computations, depending on the
application of rule 1r2 or rule 2r6, where applying rule 1r2 leads to
an infinite computation (see case a)). Hence, we only consider the case
of applying rule 2r6:

d′j djbjgja′j$ qiajg
′
jql#1 ⇒2r6 d′j djbj$ qiajgja′jg

′
jql#1 ⇒2r8

d′j a′jg
′
jdjbj$ qiajgjql#1 ⇒1r11 a′jg

′
jd
′
j djbj$ qiajgjql#1 ⇒1r12

a′j djbj$g′jd
′
j qiajgjql#1 ⇒2r9 a′j djbj$ qiajgjg

′
jd
′
jql#1 ⇒2r10

a′j d′jqldjbj$ qiajgjg
′
j#1 ⇒1r13,1r14 a′jdjd

′
jql bj$ qiajgjg

′
j#1

Thus, qi is replaced by ql.

Case f):

a′jdjd
′
jqiaj ckbj$ gjg

′
jql#1 ⇒1r1 a′jdjd

′
j ckqiajbj$ gjg

′
jql#1 ⇒2r1,2r2

a′jdjd
′
j ck$ qiajbjgjg

′
jql#1 ⇒2r3 a′jdjd

′
j ckbjgj$ qiajg

′
jql#1 ⇒1r2

d′jbjdjgja′j ck$ qiajg
′
jql#1 ⇒1r8,1r5 d′j ckdjgja′jbj$ qiajg

′
jql#1

⇒1r9,2r6

ckdjd
′
j bj$ qiajgja′jg

′
jql#1 ⇒2r8 ckdjd

′
j a′jg

′
jbj$ qiajgjql#1 ⇒1r11

a′jckdjg′jd
′
j bj$ qiajgjql#1 ⇒1r12 a′jckdj bj$g′jd

′
j qiajgjql#1 ⇒2r9

a′jckdj bj$ qiajgjg
′
jd
′
jql#1 ⇒2r10 a′jckdj d′jqlbj$ qiajgjg

′
j#1 ⇒1r13

a′jckdjd
′
j qlbj$ qiajgjg

′
j#1

Further we continue our work only by applying the rules 1s1 and
1s2, thus, the computation will never stop.
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3. END.

R1,f = {1f1 : (qfan, in)}
R2,f = {2f1 : (#2gn, in), 2f2 : (fan, in), 2f3 : (fgn, out)}.

Object #2 is moved to region 2, so we stop without continuing the
loop.

Thus, at the end of a terminating computation terminal word w ∈ T
will be sent to the environment. 2

4 Discussion

Consider P systems with two membranes and symport of weight at
most two or symport/antiport rules of weight one. It has been shown
in [5] for both classes that they generate all recursively enumerable
sets of positive integers and some finite sets of non-negative integers
containing zero. In the present work we look at generating languages
by the same systems, taking sequences of terminal objects sent into the
environment as the output of the system. We have shown that both
classes are computationally complete.

The case of one membrane remains to be investigated. Unlike gen-
erating numbers, it is possible to generate infinite sets:

Example 2

Π3 = (O = {a, b}, T = {a}, E = O, µ = [1 ]1, w1 = b,R1),
R1 = {(b, out; a, in), (a, out; b, in), (a, out)};

Π4 = (O = {a, b}, T = {a}, E = O, µ = [1 ]1, w1 = ba,R1),
R1 = {(ba, out), (ba, in), (b, in)};

L(Π1) = L(Π2) = a+
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Let us return to the way the behaviour of the system is defined.
Notice that T ⊆ E holds for both proofs (the output symbols are
available in the environment in unbounded quantity). Therefore, when
a terminal symbol is ejected into the environment, it is not important
whether it is allowed to re-enter the system (it has been registered and
“released”) or not (it remains on the “tape”). In the next paragraph,
however, we assume the first case (the other one is more restricted).

We come back to systems with multiple membranes. Clearly, such
computational power is only possible when we register just the terminal
symbols. What happens if we require

T = {a ∈ O | |u|a > 0, (u, out) ∈ R1 or (u, out; v, in) ∈ R1},

i.e., all symbols that may be sent into the environment constitute
the terminal alphabet? It turns out that the total number of objects
present inside the system cannot exceed the initial value plus the size
of the output word (multiplied by a constant if we drop the restriction
on the weight of symport/antiport rules). Following the argument that
the total number of configurations with at most N objects is a poly-
nomial with respect to N (depending on the size of the alphabet and
the number of membranes), it is not difficult to see that the condition
above bounds the power of such systems by LOGSPACE [15] (i.e.,
that of Turing machines with a working tape of size O(log n), where n
is the size of the output word).

Finally, it is possible to define P systems accepting words by reg-
istering the terminal symbols that enter the skin membrane from the
environment. In principal, similar computational completeness results
may be obtained. We did not include such results in this article be-
cause it would be non-deterministic acceptance and because there are
multiple ways one could define the behaviour of such P systems.

The authors thank Dr. Rudolf Freund for the useful discussions of
the definitions.
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Bicocca, Milan (2004) 283–294.

[18] C. Mart́ın-Vide, A. Păun, Gh. Păun. On the Power of P Systems
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[21] Gh. Păun. Computing with Membranes. Journal of Computer and
Systems Science, 61 (2000) 108–143.
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$
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��¹
¸M�������	M������¸`�����¤º�����¸���$¤��¸I�%�
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 4��M	M�����(	�����»�).	 ¶ ��¸��U¸���·������.	M�(	M������¸��(M�I�� 4	����§�
��	"&���M»]���������%�
·� é���+*"ÅH�]	 ¶ �
��	 ¶ �� ¶ ����$°).	����
¹�$
�'½a��¸�	���(	���·�����¸�2é���%¸���M�� 4��MM��$§	��<��¸�����$
����¹¢º���¸���$���`����¹
	M��&����(����M����� ¶ ��¸�6¦ 4���¸���·������.	M�(	M������½���M�a��¸���$�¸M��������¸M¸� é���%��»<�%� ¶ ��· ¶ ��»<������¹
¸�	�����%�
��$����.&���M���������.	M¸�)���* ·
*�)��%�Ã�%��$���¸�	���%�����%��¸�������	M������	M��¸�¼�¸�*`Å� 4	�����	 ¶ ��¸��
����	 ¶ ��$�¸��(M��º���¸���$����#	��������%�(	��<�§�(	M� ¶ �%�
·
*aî`�
	a	��������%�(	��<�§�(	M� ¶ �%�
·
)0��
M���%�(	���$n	���� ¶ ���%Ç��
��¸�)R�(M�¤�%��¼�����»F	��F é���%���� I	 ¶ ����º�Â�����	�����$0ï'��]º����M¼�·�M������$
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	 ¶ �U����¸��U�%�]M������¹��%�� 4�`�%�§�(·���¸"����$�����$��%������$��(	M��*R¿���	M��&��U�����.	����
�¸"��R¸M���(¼���¸
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�� 4����§�(º����§����$
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���(	M� ¶ ��¸U����$¤� ¶ ���
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��$�½a��	 ¶ ��ð
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������ /	 ¶ �H¸ ¶ �(���a�� T	 ¶ ����º�Â�����	
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�� "	 ¶ ������	 ¶ ��$�¸a�%¸U����	M��&��<¸ ¶ �(��������$
���%¸L2é¿���!¥¸�6`���
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	 ��M�L½���$
��¸M�����º�����¸�	M�(	M�%¸�	M�%�����/����$
������ "¸ ¶ �(���H	 ¶ �(	U½a�%�%�0º��L��¸���$Ã	��§M���
¹
M��¸����.	R��º�Â�����	M¸��%���%�§�(·���¸�* µU¶ �I¸ ¶ �(���I�� �������º�Â�����	��%¸¦M����M��¸����.	���$�º�»]��¸���	
�� ¦�����%�.	M¸�*�ÅH�
U���%� �%¸I	���$
�����&��L����$
���%¸`½ ¶ �%� ¶ ���%���'½ ��¸`	���º���	 ¶ ��������»�Ä��
�
��½ ¸ ¶ �(����¸<����$©	��F¸�»��.	 ¶ ��¸M��Ä���¸ ¶ �(����¸<¸M�%�§�%�%�(�	��¥	 ¶ ��¸��Ã�%�©	 ¶ ��	�����%���%�
·
¸���	�* 
�����$ë� ¶ ���%����¸� 4��#�%����$��§�(M¼�¸Ã�(M�©�����%�.	M¸Ã	 ¶ �(	������Zº��Á������¸M�%¸�	����.	M��»
�������(	���$n 4M��� ���
�Ã�%�§�(·���	��F���
��	 ¶ ���*����l	�½��Á$��%������¸M������¸�)/�����%�.	M¸<�������%$
º��L���%������$¥�(	��������(H������
���¸U�� "��º�Â�����	�º�������$��(�����¸�)�ì µ ì ¹�ÂM������	M������¸Uº���	�½������
º�������$��(�����¸I�������¸M�%��»��������(	���$#º���������·��%�����T�%����$��§�(M¼�¸�* 	 �'½���&����)°	 ¶ ��M�<�(M�
��(M����»n���
���
· ¶ �� �¸M��� ¶ �����%�.	M¸]	��©·���&��#����M�¤	 ¶ ���÷�©¸����(�¸���$
��¸M�������	M�����
�� �	 ¶ ��¸ ¶ �(���<�� �	 ¶ �]	M�(M·���	���º�Â�����	�* µU¶ �%¸��%�%¸�	a½������%$¥º��]���
·������.	���$F½a��	 ¶
�����%�.	M¸£�������
·aº�������$��(�����¸°	 ¶ �(	£�(M�`�(M����
·���$�	���º�����Ç������%��»�¸���������$�º���	�½������
½����%�/$
��À0�
��$¤�%����$��§�(M¼������%�.	M¸�*
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�§�� U	 ¶ �Ã���(	M�
M���� 
��	M¸a��&����%�
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��M·�»#�§�%���%�§��Ä��%�
·�¸����%�%�
��2 ñ 3�òé6I	 ¶ �(	H�%¸�������¸�	�����%�
��$
º�»X��	M¸Ã�'½a�ë�%�.	���������� 4�������¸¤�� <�����.	M�%������	�»X����$ë���
M&(�(	M�
M��)a½ ¶ �%���¥��ð�	����¹
�����/ 4�������¸a$
���&�����	U	��'½`�(�$�¸�$
��¸M��M��$¤�%�§�(·��� 4���(	M�
M��¸�* µU¶ �L��ð�	���������/ 4�������¸
�(M����M�'&��%$
��$¤º�»Ã	 ¶ ���%�§�(·�������$�½ ¶ ��M���(����M������%�(	���)��%�
 4����§�(	M�����¤ 4M��� �
¶ ��· ¶ ���¹�����&�������M������¸M¸]�§��»nº��Ã�%�����%��$
��$°* µU¶ ����M��º������ �%¸< 4����<���%�(	���$���¸
�������
��M·�»¤�§�%���%�§��Ä��(	M��������M��º������¤* µ »����%�����%��»§	 ¶ ��M���(M���§���.»Ã���������/�§�%��¹
�%�§�§�%��	 ¶ �L���
��M·�»¤ é������	M�����°*�����	 ¶ �%¸a¸M��	M���(	M�����¤	 ¶ �<�����.	����
H�§��»¤º����������
	���(������$��%��¸�	�M���
·��
����· ¶ º�����%�
·I��$
·���¸TM��¸M����	M�%�
·U�%���U é���%¸���º�������$��(M»�*��R�����
¼��
�'½a����$
·��]�§��»�º��]�%�����%��$
��$¤�%�#	 ¶ �<��M������¸M¸��%�����$
��H	��Ã��� ¶ ����&��]	 ¶ �%¸�*�¿
����$
����¹¢ 4M�����%�.	���M��M��	M�(	M�����Á�%¸H�%�%�§��	���$#º���������¸���	 ¶ �]��M��º������ �%¸�����$
���������¹
¸�	�����%�
��$°*��R�(�������¸<����	 ¶ ��$�¸ ¶ ��&��Ãº������©��M������¸���$©	��¥��&����%$��%��¸M��·�����À0�����.	
 é���%¸��H��$
·���¸I�%� ñ 1'ò¢) ñ � ò/����$ ñ�ô 3�ò¢* 	 �'½���&����)���&����¤½a��	 ¶ 	 ¶ ���(�����%�%���(	M�������� 
	 ¶ ��¸��L	���� ¶ ���%Ç��
��¸I	 ¶ �������.	����
��§��»¤¸�	M�%�%�0º����������L	���(������$Ãº�»� é���%¸�����$
·���¸�*

µU¶ ��M�I�(M�U	�½���¼���»�$���Æ�������	M����¸£½a��	 ¶ ����	M��&��a�����.	����
�����·������	 ¶ �§¸�*��¦���¸�	�)
	 ¶ �§�%����	M�%���£�����.	����
��<��¸�	�)/�%�¥·����
������+)/º���������¸���	��¤	 ¶ �]	���
�]º�������$��(M»���
���%¸��<��	U½a�%�%�°�%��¼�����»Ã�����.&���M·��]	���	 ¶ ��½UM���
·§M��¸M����	�* µU¶ ��¸���������$#��M��º������ �%¸
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	 ¶ �Ã�§���%�l����$
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·F���
��ð
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·]&(���%�
��¸` 4��I����� ¶
�� R	 ¶ �<���(�������	����¸H¸��Ã��¸�	��Ãº���¸�	UÀ�	a	 ¶ �]����$
���T	���	 ¶ �]�%�§�(·���*H¿��F�%����	M�%���
·��
��¸M¸I 4��I	 ¶ ��º���¸�	I¸ ¶ �(����)���������.	M�(	M�����°)�¸M�������L����$Ã����¸M��	M�����������¤º��HM��À0�
��$
º�»����������(��%�
·Á	 ¶ � ¶ »�����	 ¶ ��¸M��Ä���$�����$
���`��ð
���������¤½a��	 ¶ 	 ¶ ���%�§�(·���$��(	M�
����$©��¸M�%�
·Ã$��+*���M��������¸Hº���	�½������l����$
���"����$Á�%�§�(·���	��#$
�� 4���� 	 ¶ �§¸ ¶ �(����*
µU¶ �H����	 ¶ ��$ ¶ ��¸`¸M�%�§�%�%�(���	M����¸¦½a��	 ¶ 	 ¶ �H¿a�`!lì ¸�)
º��
	�$��+*����¸��%��	 ¶ �(	�·�����º����
¸ ¶ �(����������¸�	�����%�.	M¸a�(M�<�(�����%����$,&
	����§�(¼��<	 ¶ �%¸U$��%¸�	M�%����	M�����¤�������(�)�	 ¶ ��	�����- ¿���	M��&���� ¶ �(���`!#��$
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��M��º������§¸�* µU¶ ��»Ã�(M�Lº���¸���$¤����	 ¶ ���%$
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MM���.	I���������%�(	M�����
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��¸M¸
 4���M����M��$�����	M����������M 4����ù��M��¸M¸��'&���U����$��<�
	M�(	M�����
	��§·���&����
��½ �%����M�'&���$Ã���������%�(	M�����
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	M������¸�	���(	���·�»¤�<��¸�	 ¶ ��&��L	 ¶ �L 4���%���'½a�%�
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���.	M¸�ê
ô *a��$
��À0����	M�����Ã�� £	 ¶ �L��º�Â�����	M��&��L é������	M�����
5�*a��$
��À0����	M�����¤����$¤�%�������������.	M�(	M�����Ã�� ¦	 ¶ ��·����
��	M�%��M����M��¸����.	M�(	M�����
1�*a�]½`��»¤	�����M���(	��<�����%����	M�%���0���������%�(	M�������� £����	����.	M�%���/¸����%�
	M������¸
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��À0�
��$
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���½Uº����M¼�¸�ê

G �?	��§��»#º��<����¸M�%��»#$
��À0�
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�%������¸M¸M��º����a	���$
��À0�
�H 4�������M�L������������ð�)
M�����/�%�� 4��¸ ¶ �(����¸�*

GtÜ ����	��I�� 4	����§������»<���
�U é������	M������$
����¸R�
��	�¸M��Æ�����*"!#��¸�	��� �	 ¶ �U	M�%����¸�)
	 ¶ �L�%�.	���������� 4�������¸U�� "��¸ ¶ �(���L������º���$
��À0�
��$¤º�»Ã����M�� é������	M������¸�*

Ú`��¸I$
���
��	U�
������¸M¸M�(��%��»��§�(¼�����¸����� £	 ¶ �L�%�.	���������0���
��M·�����¸�* 	 �'½���&����)
¸M��� ¶¤¶ ���
��%¸�	M�%�a¼��
�'½a����$
·��������Ãº��H����º���$�$
��$Ã¸M��������¸M¸� é���%��»§�%�.	��]	 ¶ �H��&����%��¹
	M�����°)�½ ¶ �%� ¶ ������$�¸`	��] é��¸�	���a����$Ã����M�HM���%�%�(º����H�����.&���M·���������*5���Ã	 ¶ �%¸�����¸���)
	 ¶ ��¸M��Ä����� £	 ¶ �����������%�(	M�����Ã�%¸I�%������M	M���.	�)
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$
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�����¸�*
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$
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µU¶ �Á¿���!¥¸¤M��Ç�����M�Á���Z�(����M��ð
�%�§�(	��Á����¸M��	M�����\�� <	 ¶ �©��º�Â�����	�	���º��
¸���·������.	���$°)£½ ¶ ��M����¸�Ú`��¸��(M�§·�����º����¦����	M�%�§��Ä��(	M�����F	���� ¶ ���%Ç��
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���.	M��»<�� T	 ¶ �H����¸M��	M����������$
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�"����¸M��	M��&��¦���%��¸� é���%¸��¦����¸M��	M��&��"���%��¸
 é���%¸��Ã�
��·��(	M��&��¤�(M����* µU¶ �%¸L����M 4����§��������������¸M�
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¸M���§�§�(���Ä���$¤�%�Ã	 ¶ � µ �(º�����5�*
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·ù	�� ¸����;	 ¶ �;¸M�%�§�%�%�(���	M����¸÷����$ $��+*���M��������¸
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The Nash equilibria set (NES) is described as an intersection
of graphs of best response mappings. The problem of NES com-
puting for multi-matrix extended games is considered. A method
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1 Introduction

The Nash equilibria set (NES) is determined as an intersection of
graphs of best response mappings [5, 8, 9]. This idea yields a natu-
ral method for NES computing in mixed extended two-player m × n
games and n-player m1 ×m2 × · · · ×mn games.

Consider a noncooperative finite strategic game:

Γ = 〈N, {Sp}p∈N , {ap
s = ap

s1s2...sn
}p∈N 〉,

where N = {1, 2, ..., n} is a set of players, Sp = {1, 2, . . . ,mp} is a set of
strategies of player p ∈ N , #Sp = mp < +∞, p ∈ N and ap

s = ap
s1s2...sn

is a player’s p ∈ N payoff function defined on the Cartesian product
S = ×

p∈N
Sp (payoff of the player p ∈ N is done by n dimensional matrix

c©2006 by Valeriu Ungureanu
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Ap[m1 ×m2 × · · · ×mn]). Elements s = (s1, s2, ..., sn) ∈ S are named
outcomes of the game (situations or strategy profiles).

The mixed extension of Γ is

Γ̃ = 〈Xp, fp(x), p ∈ N〉,

where

fp(x) =
m1∑

s1=1

m2∑

s2=1

· · ·
mn∑

sn=1

ap
s1s2...sn

x1
s1

x2
s2

. . . xn
sn

=

=
m1∑

s1=1

m2∑

s2=1

· · ·
mn∑

sn=1

ap
s

n∏

p=1

xp
sp

,

x = (x1,x2, . . . ,xn) ∈ X = ×
p∈N

Xp ⊂ Rm,

m = m1 + m2 + · · ·+ mn,

Xp =
{
xp = (xp

1, . . . , x
p
mp

) :
xp

1 + · · ·+ xp
mp = 1,

xp
1 ≥ 0, . . . , xp

mp ≥ 0

}

is a set of mixed strategies of the player p ∈ N.

Definition. The outcome x̂ ∈ X of the game is a Nash equilibrium
[4] if

fp(xp, x̂−p) ≤ fp(x̂p, x̂−p),∀xp ∈ Xp, ∀p ∈ N,

where
x̂−p = (x̂1, x̂2, . . . , x̂p−1, x̂p+1, . . . , x̂n),

x̂−p ∈ X−p = X1 ×X2 × · · · ×Xp−1 ×Xp+1 × · · · ×Xn,

x̂p||x̂−p = (x̂p, x̂−p) = (x̂1, x̂2, . . . , x̂p−1, x̂p, x̂p+1, . . . , x̂n) = x̂ ∈ X.

It is well known that not all the games in pure strategies have NE,
but all the extended games have NE [4], i.e. NE(Γ̃) 6= ∅.

There are diverse alternative formulations of a NE [2]: as a fixed
point of the best response correspondence, as a fixed point of a function,
as a solution of a nonlinear complementarity problem, as a solution of
a stationary point problem, as a minimum of a function on a polytope,
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as a semi-algebraic set. The NES may be considered as an intersec-
tion of graphs of best response multivalued mappings (correspondences)
[5, 8, 9] Arg max

xp∈Xp

fp

(
xp,x−p

)
: X−p ( Xp, p = 1, n:

NE(Γ̃) =
⋂

p∈N

Grp,

Grp =

{
(xp,x−p) ∈ X :

x−p ∈ X−p,
xp ∈ Arg max

xp∈Xp

fp

(
xp,x−p

)
}

, p ∈ N.

The simplest solvable problems of NES determination are problems
in the mixed extension of two-person 2×2 game [2, 3, 5], 2×3 game [9],
and three-person 2× 2 × 2 game [8]. In this paper a method for NES
computing in mixed extended m × n games and multi-matrix mixed
extended games is analyzed.

According to [6]: ”The computational complexity of finding one
equilibrium is unclear... Gilboa and Zemel [1] show that finding an equi-
librium of a bi-matrix game with maximum payoff sum is NP-hard, so
for this problem no efficient algorithm is likely to exist. The same holds
for other problems that amount essentially to examining all equilibria,
like finding an equilibrium with maximum support”. Consequently, the
problem of Nash equilibria set computing is NP-hard. And so, from
the complexity point of view proposed algorithms are admissible.

As it is easy to see, the algorithms for NES computing in multi-
matrix extended games contain particularly algorithm that computes
NES in extended m × n two-matrix games. But, two-matrix game
has peculiar features that permit to give a more expedient algorithm.
Examples have to give the reader the opportunity to easy and prompt
grasp of the paper.

2 NES in two-player mixed extended m × n

games

Consider a two-matrix m× n game Γ with matrices:

A = (aij), B = (bij), i = 1, m, j = 1, n.
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Let Ai, i = 1,m denote the lines of matrix A,

bj , j = 1, n denote the columns of matrix B,

X = {x ∈ Rm : x1 + x2 + ... + xm = 1,x ≥ 0},
Y = {y ∈ Rn : y1 + y2 + ... + yn = 1,y ≥ 0},

f1(x,y) =
m∑

i=1

n∑

j=1

aijxiyj = (A1y)x1 + (A2y)x2 + ... + (Amy)xn,

f2(x,y) =
m∑

i=1

n∑

j=1

bijxiyj = (xTb1)y1 + (xTb2)y2 + ... + (xTbn)yn.

The game Γ̃ = 〈X,Y ; f1, f2〉 is the mixed extension of Γ.

If the strategy of the second player is fixed, then the first player
has to solve a linear programming problem:

f1(x,y) → max,x ∈ X. (1)

Evidently, this problem is a linear programming parametric problem
with the parameter-vector y ∈ Y .

Analogically, the second player has to solve the linear programming
parametric problem:

f2(x,y) → max,y ∈ Y, (2)

with the parameter-vector x ∈ X.
Denote exT = (1, . . . , 1) ∈ Rm, eyT = (1, . . . , 1) ∈ Rn. The so-

lution of linear programming problem is realized on the vertices of
polytopes of feasible solutions. In the problems (1) and (2) the sets
X and Y have m and, respectively, n vertices — the axis unit vectors
exi ∈ Rm, i = 1, m, and eyj ∈ Rn, j = 1, n. Thus, in accordance with
the simplex method and its optimality criterion [7], in the parametric
problem (1) the parameter set Y is partitioned into such m subsets

Y i =



y ∈ Rn :

(Ak −Ai)y ≤ 0, k = 1,m,
eyTy = 1,
y ≥ 0



 , i = 1,m,
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for which one of the optimal solution of the linear programming prob-
lem (1) is exi — the corresponding xi axis unit vector.

Let U = {i ∈ {1, 2, ..., m} : Y i 6= ∅}. In conformity with the
optimality criterion of the simplex method ∀i ∈ U and ∀I ∈ 2U\{i} all
the points of

Conv {exk , k ∈ I ∪ {i}} =



x ∈ Rm :

exTx = 1,
x ≥ 0,
xk = 0, k 6∈ I ∪ {i}





are optimal for parameters

y ∈ Y iI =





y ∈ Rn :

(Ak −Ai)y = 0, k ∈ I,
(Ak −Ai)y ≤ 0, k 6∈ I ∪ {i},
eyTy = 1,
y ≥ 0.





Evidently Y i∅ = Y i. Hence,

Gr1 =
⋃

i ∈ U, I ∈ 2U\{i}
Conv {exk , k ∈ I ∪ {i}} × Y iI .

In the parametric problem (2) the parameter set X is partitioned
into such n subsets

Xj =



x ∈ Rm :

(bk − bj)x ≤ 0, k = 1, n,
exTx = 1,
x ≥ 0,



 , j = 1, n,

for which one of the optimal solution of the linear programming prob-
lem (2) is eyj — the corresponding yj axis unit vector.

Let V = {j ∈ {1, 2, ..., n} : Xj 6= ∅}. In conformity with the
optimality criterion of the simplex method ∀j ∈ V and ∀J ∈ 2V \{j} all
the points of

Conv {eyk , k ∈ J ∪ {j}} =



y ∈ Rn :

eyTy = 1,
y ≥ 0,
yk = 0, k 6∈ J ∪ {j}
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are optimal for parameters

x ∈ XjJ =





x ∈ Rm :

(bk − bj)x = 0, k ∈ J,
(bk − bj)x ≤ 0, k 6∈ J ∪ {j},
exTx = 1,
x ≥ 0.





Evidently Xj∅ = Xj . Hence

Gr2 =
⋃

j ∈ V, J ∈ 2V \{j}
XjJ ×Conv {eyk , k ∈ J ∪ {j}} .

Finally,

NE(Γ̃) = Gr1

⋂
Gr2 =

⋃

i ∈ U, I ∈ 2U\{i}

j ∈ V, J ∈ 2V \{j}

XjJ
iI × Y iI

jJ ,

where XjJ
iI × Y iI

jJ is a convex component of NES,

XjJ
iI = Conv {exk , k ∈ I ∪ {i}}⋂

XjJ ,
Y iI

jJ = Conv {eyk , k ∈ J ∪ {j}}⋂
Y iI ,

XjJ
iI =





x ∈ Rm :

(bk − bj)x = 0, k ∈ J,
(bk − bj)x ≤ 0, k 6∈ J ∪ {j},
exTx = 1,x ≥ 0,
xk = 0, k 6∈ I ∪ {i}





is a set of strategies x ∈ X with support from {i} ∪ I and for which
points of Conv {eyk , k ∈ J ∪ {j}} are optimal,

Y iI
jJ =





y ∈ Rn :

(Ak −Ai)y = 0, k ∈ I,
(Ak −Ai)y ≤ 0, k 6∈ I ∪ {i},
eyTy = 1,y ≥ 0,
yk = 0, k 6∈ J ∪ {j}
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is a set of strategies y ∈ Y with support from {j} ∪ J and for which
points of Conv {exk , k ∈ I ∪ {i}} are optimal.

Theorem 1. NE(Γ̃) =
⋃

i ∈ U, I ∈ 2U\{i}

j ∈ V, J ∈ 2V \{j}

XjJ
iI × Y iI

jJ .

The proof of the theorem is performed above.

Theorem 2. If Xj∅
iI = ∅, then XjJ

iI = ∅ for all J ∈ 2V .

For the proof it is sufficient to maintain that XjJ
iI ⊆ Xj∅

iI for J 6= ∅.

Theorem 3. If Y i∅
jJ = ∅, then Y iI

jJ = ∅ for all I ∈ 2U .

Theorem 3 is equivalent to theorem 2.

From the above the algorithm for NES computing follows:

NE = ∅; U = {i ∈ {1, 2, ..., m} : Y i 6= ∅}; UX = U ;
V = {j ∈ {1, 2, ..., n} : Xj 6= ∅};

for i ∈ U do
{

UX = UX \ {i};
for I ∈ 2UX do
{

V Y = V ;
for j ∈ V do
{

if (Xj∅
iI = ∅) break;

V Y = V Y \ {j};
for J ∈ 2V Y do

if (Y iI
jJ 6= ∅) NE = NE ∪ (XjJ

iI × Y iI
jJ );

}
}

}
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Algorithm executes the interior operator if no more then

2m−1(2n−1 + 2n−2 + · · ·+ 21 + 20)+
+2m−2(2n−1 + 2n−2 + · · ·+ 21 + 20)+
. . .
+21(2n−1 + 2n−2 + · · ·+ 21 + 20)+
+20(2n−1 + 2n−2 + · · ·+ 21 + 20) =
= (2m − 1)(2n − 1)

times. So, the following theorem is true.

Theorem 4. The algorithm examines no more then (2m−1)(2n−1)
polytopes of the XjJ

iI × Y iI
jJ type.

If all the players’ strategies are equivalent, then NES consists of
(2m − 1)(2n − 1) polytopes.

Evidently, for practical reasons algorithm may be improved by iden-
tifying equivalent, dominant and dominated strategies in pure game
[5, 8, 9] with the following pure and extended game simplification.
”In a nondegenerate game, both players use the same number of pure
strategies in equilibrium, so only supports of equal cardinality need to be
examined” [6]. This property may be used to minimize essentially the
number of components XjJ

iI × Y iI
jJ examined in nondegenerate game.

Example 1. Matrices of the two person game [6] are

A =
[

1 0 4
0 2 3

]
, B =

[
0 2 3
6 5 3

]
.

The exterior cycle is executed for the value i = 1.
As

X1∅
1∅ =





x :

2x1 − x2 ≤ 0,
3x1 − 3x2 ≤ 0,
x1 + x2 = 1,
x1 ≥ 0, x2 = 0





= ∅

then the cycle for j = 1 is omitted.
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Since

X2∅
1∅ =





x :

−2x1 + x2 ≤ 0,
x1 − 2x2 ≤ 0,
x1 + x2 = 1,
x1 ≥ 0, x2 = 0





= ∅

then the cycle for j=2 is omitted.
As

X3∅
1∅ =





x :

−3x1 + 3x2 ≤ 0,
−x1 + 2x2 ≤ 0,
x1 + x2 = 1,
x1 ≥ 0, x2 = 0





=
{(

1
0

)}
6= ∅,

Y 1∅
3∅ =



y :

−y1 + 2y2 − y3 ≤ 0,
y1 + y2 + y3 = 1,
y1 = 0, y2 = 0, y3 ≥ 0



 =








0
0
1






 6= ∅,

the point
(

1
0

)
×




0
0
1


 is a Nash equilibrium for which f1 = 4,

f2 = 3.

X1∅
1{2} =





x :

2x1 − x2 ≤ 0,
3x1 − 3x2 ≤ 0,
x1 + x2 = 1,
x1 ≥ 0, x2 ≥ 0




6= ∅,

Y
1{2}
1∅ =



y :

−y1 + 2y2 − y3 = 0,
y1 + y2 + y3 = 1,
y1 ≥ 0, y2 = 0, y3 = 0



 = ∅,

Since

X
1{2}
1{2} =





x :

2x1 − x2 = 0,
3x1 − 3x2 ≤ 0,
x1 + x2 = 1,
x1 ≥ 0, x2 ≥ 0





=
(

1/3
2/3

)
6= ∅,

Y
1{2}
1{2} =



y :

−y1 + 2y2 − y3 = 0,
y1 + y2 + y3 = 1,
y1 ≥ 0, y2 ≥ 0, y3 = 0



 =




2/3
1/3
0


 6= ∅,

353



Valeriu Ungureanu

the point
(

1/3
2/3

)
×




2/3
1/3
0


 is a Nash equilibrium for which f1 = 2/3,

f2 = 4.

X
1{3}
1{2} =





x :

2x1 − x2 ≤ 0,
3x1 − 3x2 = 0,
x1 + x2 = 1,
x1 ≥ 0, x2 ≥ 0





= ∅,

X
1{2,3}
1{2} =





x :

2x1 − x2 = 0,
3x1 − 3x2 = 0,
x1 + x2 = 1,
x1 ≥ 0, x2 ≥ 0





= ∅,

X2∅
1{2} =





x :

−2x1 + x2 ≤ 0,
x1 − 2x2 ≤ 0,
x1 + x2 = 1,
x1 ≥ 0, x2 ≥ 0




6= ∅,

Y
1{2}
2∅ =



y :

−y1 + 2y2 − y3 = 0,
y1 + y2 + y3 = 1,
y1 = 0, y2 ≥ 0, y3 = 0



 = ∅,

As

X
2{3}
1{2} =





x :

−2x1 + x2 ≤ 0,
x1 − 2x2 = 0,
x1 + x2 = 1,
x1 ≥ 0, x2 ≥ 0





=
(

2/3
1/3

)
6= ∅,

Y
1{2}
2{3} =



y :

−y1 + 2y2 − y3 = 0,
y1 + y2 + y3 = 1,
y1 = 0, y2 ≥ 0, y3 = 0



 =




0
1/3
2/3


 6= ∅,

the point
(

2/3
1/3

)
×




0
1/3
2/3


 is a Nash equilibrium for which f1 = 8,
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f2 = 3.

X3∅
1{2} =





x :

−2x1 + x2 ≤ 0,
x1 − 2x2 = 0,
x1 + x2 = 1,
x1 ≥ 0, x2 ≥ 0




6= ∅,

Y
1{2}
3∅ =



y :

−y1 + 2y2 − y3 = 0,
y1 + y2 + y3 = 1,
y1 = 0, y2 = 0, y3 ≥ 0



 = ∅.

The exterior cycle is executed for the value i = 2.

X1∅
2∅ =





x :

2x1 − x2 ≤ 0,
3x1 − 3x2 ≤ 0,
x1 + x2 = 1,
x1 = 0, x2 ≥ 0




6= ∅,

Y 2∅
1∅ =



y :

y1 − 2y2 + y3 ≤ 0,
y1 + y2 + y3 = 1,
y1 ≥ 0, y2 = 0, y3 = 0



 = ∅,

X
1{2}
2∅ =





x :

2x1 − x2 = 0,
3x1 − 3x2 ≤ 0,
x1 + x2 = 1,
x1 = 0, x2 ≥ 0





= ∅,

X
1{3}
2∅ =





x :

2x1 − x2 ≤ 0,
3x1 − 3x2 = 0,
x1 + x2 = 1,
x1 = 0, x2 ≥ 0





= ∅,

X
1{2,3}
2∅ =





x :

2x1 − x2 = 0,
3x1 − 3x2 = 0,
x1 + x2 = 1,
x1 = 0, x2 ≥ 0





= ∅.

Since

X2∅
2∅ =





x :

−2x1 + x2 ≤ 0,
x1 − 2x2 ≤ 0,
x1 + x2 = 1,
x1 = 0, x2 ≥ 0





= ∅.
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the cycle for j = 2 is omitted.

X3∅
2∅ =





x :

−3x1 + 3x2 ≤ 0,
−x1 + 2x2 ≤ 0,
x1 + x2 = 1,
x1 = 0, x2 ≥ 0





= ∅.

Thus, the NES consists of three elements — one pure and two mixed
Nash equilibria.

The following example 2 illustrates that a simple modification in
the first example of one element of the cost matrix of the first player
changes the NES to a continue power set that consists of one isolated
point and one segment.

Example 2. If in the first example the element a23 of the matrix
A is modified

A =
[

1 0 4
0 2 4

]
, B =

[
0 2 3
6 5 3

]
,

then the NES of the obtained game consists of one distinct point
(

1/3
2/3

)
×




2/3
1/3
0


 for which f1 = 10/9, f2 = 4 and of one distinct

segment
[(

2/3
1/3

)
,

(
1
0

)]
×




0
0
1


 for which f1 = 4, f2 = 3.

A subsequent modification of the cost matrix of the second player
in precedent game transforms the NES into non-convex continuum.

Example 3. If in the second example the first column of the matrix
B is equal to the second column

A =
[

1 0 4
0 2 4

]
, B =

[
2 2 3
5 5 3

]
,

then the NES of the such game consists of four connected segments:
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•
[(

2/3
1/3

)
,

(
1
0

)]
×




0
0
1


 ≡

(
1− 1/3λ

1/3λ

)
×




0
0
1


 ,

λ ∈ [0; 1], for which f1 = 4, f2 = 3,

•
(

2/3
1/3

)
×







0
0
1


 ,




2/3
1/3
0





 ≡

(
2/3
1/3

)
×




2/3− 2/3µ
1/3− 1/3µ

µ


 ,

µ ∈ [0; 1], for which f1 = 2/3 + 10/3µ, f2 = 3,

•
[(

0
1

)
,

(
2/3
1/3

)]
×




2/3
1/3
0


 ≡

(
2/3− 2/3λ
1/3 + 1/3λ

)
×




2/3
1/3
0


 ,

λ ∈ [0; 1], for which f1 = 2/3, f2 = 3 + 2λ,

•
(

0
1

)
×







2/3
1/3
0


 ,




0
1
0





 ≡

(
0
1

)
×




2/3µ
1− 2/3µ

0


 ,

µ ∈ [0; 1], for which f1 = 2− 4/3µ, f2 = 5.

The following example 4 supplements preceding examples and illus-
trates that one of the NE may be strong dominant (optimal by Pareto)
among all the others NE.

Example 4. The NES of the extended game with matrices:

A =




2 1 6
3 2 −1
−1 2 1


 , B =




1 0 3
−1 1 −2
2 −1 2


 ,

consists of two isolated points and one segment:

•



1
0
0


×




0
0
1


 , for which f1 = 6, f2 = 3.

•



1/14
12/14
2/14


×




1/4
1/2
1/4


 , for which f1 = 45/28, f2 = −1/8.
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•






0
1
0


 ,




0
3/5
2/5





 ×




0
1
0


 ≡




0
3/5 + 2/5λ
2/5− 2/5λ


 ×




0
1
0


 ,

λ ∈ [0; 1], for which f1 = 2, f2 = 1/5 + 4/5λ.

Evidently, the NE




1
0
0


 ×




0
0
1


 , for which f1 = 6, f2 = 3,

strongly dominates all the other NE and it is more preferable than the
other NE for both of the players.

Example 1 confirms the well known property that the number of
Nash equilibria in the nondegenerate game is odd [2, 6]. Examples 2 – 4
illustrate that in the degenerate game the number of convex compo-
nents may be both the even and the odd. Examples 3 – 4 illustrate
that in the degenerate game the player cannot increase own gain by
modifying his Nash strategy, but, by modifying his Nash strategy the
player may essentially modify (increase or decrease) the gain of the
opponent.

3 NES in n-player mixed extended m1×m2 . . .mn

games

Consider the n-player extended game Γ̃ = 〈Xp, fp(x), p ∈ N〉 formu-
lated in the Introduction. The cost function of the player p is linear if
the strategies of the remaining players are fixed:

fp(x) =




∑

s−p∈S−p

ap
1||s−p

∏

q = 1, n
q 6= p

xq
sq


xp

1+

+




∑

s−p∈S−p

ap
2||s−p

∏

q = 1, n
q 6= p

xq
sq


xp

2+
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+ · · ·+
∑

s−p∈S−p
ap

mp||s−p

∏
q = 1, n
q 6= p

xq
sq


xp

mp .

Thus, the player p has to solve a linear parametric problem with pa-
rameter vector x−p ∈ X−p:

fp

(
xp,x−p

) → max, xp ∈ Xp, p = 1, n.

The solution of this problem is realized on the vertices of polytope
Xp that has mp vertices — the xp

i axis unit vectors exp
i ∈ Rmi , i =

1,mp. Thus, in accordance with the simplex method and its optimality
criterion [7], the parameter set X−p is partitioned into such mp subsets

X−p (ip) =

=





x−p ∈ Rm−mp :

∑

s−p∈S−p

(
ap

k||s−p
− ap

ip||s−p

) ∏

q = 1, n
q 6= p

xq
sq
≤ 0,

k = 1, mp,
mq∑

i=1

xq
i = 1, q = 1, n, q 6= p,

x−p ≥ 0





,

ip = 1,mp, for which one of the optimal solution of the linear program-
ming problem (1) is exp

i .
Let Up = {ip ∈ {1, ..., mp} : X−p (ip) 6= ∅}, epT = (1, . . . , 1) ∈ Rmp .

In conformity with the optimality criterion of the simplex method
∀ip ∈ Up and ∀Ip ∈ 2Up\{ip} all the points of

Conv
{
exp

k , k ∈ Ip ∪ {ip}
}

=



x ∈ Rm :

epTxp = 1,
xp ≥ 0,
xp

k = 0, k 6∈ Ip ∪ {ip}





are optimal for parameters x−p ∈ X−p (ipIp) ⊂ Rm−mp , where
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X−p (ipIp) is a set of solutions of the system:





∑

s−p∈S−p

(
ap

k||s−p
− ap

ip||s−p

) ∏

q = 1, n
q 6= p

xq
sq

= 0, k ∈ Ip,

∑

s−p∈S−p

(
ap

k||s−p
− ap

ip||s−p

) ∏

q = 1, n
q 6= p

xq
sq
≤ 0, k 6∈ Ip ∪ ip,

erTxr = 1, r = 1, n, r 6= p,
xr ≥ 0, r = 1, n, r 6= p.

Evidently X−p (ip∅) = X−p (ip∅). Hence,

Grp =
⋃

ip ∈ Up, Ip ∈ 2Up\{ip}
Conv

{
exp

k , k ∈ Ip ∪ {ip}
}
×X−p (ipIp) .

Finally,

NE(Γ̃) =
n⋂

p=1

Grp =
⋃

i1 ∈ U1, I1 ∈ 2U1\{i1},
. . .

in ∈ Un, In ∈ 2Un\{in}

X (i1I1 . . . inIn)

where X (i1I1 . . . inIn) = NE (i1I1 . . . inIn) is a set of solutions of the
system:





∑

s−r∈S−r

(
ar

k||s−r
− ar

ir||s−r

) ∏

q = 1, n
q 6= r

xq
sq

= 0, k ∈ Ir,

∑

s−r∈S−r

(
ar

k||s−r
− ar

ir||s−r

) ∏

q = 1, n
q 6= r

xq
sq
≤ 0, k 6∈ Ir ∪ ir,

r = 1, n,

erTxr = 1, xr ≥ 0, r = 1, n,
xr

k = 0, k 6∈ Ir ∪ {ir}, r = 1, n.
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Theorem 5. NE(Γ̃) =
⋃

i1 ∈ U1, I1 ∈ 2U1\{i1}
. . .

in ∈ Un, In ∈ 2Un\{in}

X (i1I1 . . . inIn) .

The theorem 5 is an extension of theorem 1 to an n-player game.
The proof is performed above.

The following theorem is a corollary of theorem 5.

Theorem 6. NE(Γ̃) consists of no more then

(2m1 − 1)(2m2 − 1) . . . (2mn − 1)

components of the type X(i1I1 . . . inIn).

In game for which all the players have equivalent strategies NES
is partitioned in maximal number (2m1 − 1)(2m2 − 1) . . . (2mn − 1) of
components.

In general, in n-player game (n ≥ 3) components X(i1I1 . . . inIn)
are non-convex.

An exponential algorithm for NES computing in n-player game sim-
ply follows from the expression in theorem 5. The algorithm requires
to solve (2m1 − 1)(2m2 − 1) . . . (2mn − 1) finite systems of multilinear
(n−1-linear) and linear equations and inequalities in m variables. The
last problem is itself a difficult one.

Example 5. It is considered a three-player extended 2 × 2 × 2
(diadic) game [2] with matrices:

a1∗∗ =
[

9 0
0 3

]
, a2∗∗ =

[
0 3
9 0

]
,

b∗1∗ =
[

8 0
0 4

]
, b∗2∗ =

[
0 4
8 0

]
,

c∗∗1 =
[

12 0
0 2

]
, c∗∗2 =

[
0 6
4 0

]
.
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f1(x,y, z) = (9y1z1 + 3y2z2)x1 + (9y2z1 + 3y1z2)x2,

f2(x,y, z) = (8x1z1 + 4x2z2)y1 + (8x2z1 + 4x1z2)y2,

f3(x,y, z) = (12x1y1 + 2x2y2)z1 + (4x2y1 + 6x1y2)z2.

Totally, we have to consider (22 − 1)(22 − 1)(22 − 1) = 27 compo-
nents. Further, we will enumerate only nonempty components. Thus,
NE(1∅1∅1∅) = (1; 0)× (1; 0)× (1; 0) (for which f1 = 9, f2 = 8, f3 = 12)
is the solution of the system:





9y2z1 + 3y1z1 − 9y1z1 − 3y2z2 = 3(y2 − y1)(3z1 − z2) ≤ 0,
8x2z1 + 4x1z2 − 8x1z1 − 4x2z2 = 4(x2 − x1)(4z1 − z2) ≤ 0,
4x2y1 + 6x1y2 − 12x1y1 + 2x2y2 = 2(3x1 − x2)(y2 − 2y1) ≤ 0,
x1 + x2 = 1, x1 ≥ 0, x2 = 0,
y1 + y2 = 1, y1 ≥ 0, y2 = 0,
z1 + z2 = 1, z1 ≥ 0, z2 = 0.

NE(1∅2∅2∅) = (1; 0)× (0; 1)× (0; 1) and f1 = 3, f2 = 4, f3 = 6:





3(y2 − y1)(3z1 − z2) ≤ 0,
−4(x2 − x1)(4z1 − z2) ≤ 0,
−2(3x1 − x2)(y2 − 2y1) ≤ 0,
x1 + x2 = 1, x1 ≥ 0, x2 = 0,
y1 + y2 = 1, y1 = 0, y2 ≥ 0,
z1 + z2 = 1, z1 = 0, z2 ≥ 0.

NE(2∅1∅2∅) = (0; 1)× (1; 0)× (0; 1) and f1 = 3, f2 = 4, f3 = 4:





−3(y2 − y1)(3z1 − z2) ≤ 0,
4(x2 − x1)(4z1 − z2) ≤ 0,
−2(3x1 − x2)(y2 − 2y1) ≤ 0,
x1 + x2 = 1, x1 = 0, x2 ≥ 0,
y1 + y2 = 1, y1 ≥ 0, y2 = 0,
z1 + z2 = 1, z1 = 0, z2 ≥ 0.
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NE(2∅2∅1∅) = (0; 1)× (0; 1)× (1; 0) and f1 = 9, f2 = 8, f3 = 2:




−3(y2 − y1)(3z1 − z2) ≤ 0,
−4(x2 − x1)(4z1 − z2) ≤ 0,
2(3x1 − x2)(y2 − 2y1) ≤ 0,
x1 + x2 = 1, x1 = 0, x2 ≥ 0,
y1 + y2 = 1, y1 = 0, y2 ≥ 0,
z1 + z2 = 1, z1 ≥ 0, z2 = 0.

NE(1∅1{2}1{2}) = (1; 0) × (1/3; 2/3) × (1/5; 4/5) and f1 = 11/5,
f2 = 8/3, f3 = 4:





3(y2 − y1)(3z1 − z2) ≤ 0,
4(x2 − x1)(4z1 − z2) = 0,
2(3x1 − x2)(y2 − 2y1) = 0,
x1 + x2 = 1, x1 ≥ 0, x2 = 0,
y1 + y2 = 1, y1 ≥ 0, y2 ≥ 0,
z1 + z2 = 1, z1 ≥ 0, z2 ≥ 0.

NE(1{2}2∅1{2}) = (2/5; 3/5) × (0; 1) × (1/4; 3/4) and f1 = 9/4,
f2 = 12/5, f3 = 21/10:





3(y2 − y1)(3z1 − z2) = 0,
−4(x2 − x1)(4z1 − z2) ≤ 0,
2(3x1 − x2)(y2 − 2y1) = 0,
x1 + x2 = 1, x1 ≥ 0, x2 ≥ 0,
y1 + y2 = 1, y1 = 0, y2 ≥ 0,
z1 + z2 = 1, z1 ≥ 0, z2 ≥ 0.

NE(1{2}1{2}1∅) = (1/2; 1/2) × (1/2; 1/2) × (1; 0) and f1 = 9/2,
f2 = 4, f3 = 7/2:





3(y2 − y1)(3z1 − z2) = 0,
−4(x2 − x1)(4z1 − z2) = 0,
2(3x1 − x2)(y2 − 2y1) ≤ 0,
x1 + x2 = 1, x1 ≥ 0, x2 ≥ 0,
y1 + y2 = 1, y1 ≥ 0, y2 ≥ 0,
z1 + z2 = 1, z1 ≥ 0, z2 = 0.
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NE(1{2}1{2}1{2}) =

{(
1/2
1/2

)
×

(
1/3
2/3

)
×

(
1/4
3/4

)
,

(
2/5
3/5

)
×

(
1/2
1/2

)
×

(
1/5
4/5

)}

for which f1 = 9/4, f2 = 5/2, f3 = 8/3 and respective f1 = 21/10,
f2 = 12/5, f3 = 63/25:





3(y2 − y1)(3z1 − z2) = 0,
−4(x2 − x1)(4z1 − z2) = 0,
2(3x1 − x2)(y2 − 2y1) = 0,
x1 + x2 = 1, x1 ≥ 0, x2 ≥ 0,
y1 + y2 = 1, y1 ≥ 0, y2 ≥ 0,
z1 + z2 = 1, z1 ≥ 0, z2 ≥ 0.

Thus the game has 9 Nash equilibria. Remark that the last component
of the NES consists of two distinct points. Hence, it is non-convex and
non-connected.

4 Conclusions

The idea to consider NES as an intersection of the graphs of best
response mappings yields to a simply NES representation and to a
method of NES computing. Taking into account the computational
complexity of the problem, the proposed exponential algorithms are
pertinent.

The NES in two-matrix extended games may be partitioned into
finite number of polytopes, no more then (2m−1)(2n−1). The proposed
algorithm examines, in general, a much more smaller number of sets of
the type XjJ

iI × Y iI
jJ .

The NES in multi-matrix extended games may be partitioned into
finite number of components, no more then (2m1 − 1) . . . (2mn − 1),
but they, in general, are non-convex and moreover non-polytopes. The
algorithmic realization of the method is closely related with the problem
of solving the systems of multilinear (n − 1-linear and simply linear)
equations and inequalities, that represents in itself a serious obstacle
to efficient NES computing.

364



Nash equilibria set computing in finite extended games

References

[1] I. Gilboa, E. Zemel. Nash and correlated equilibria: some com-
plexity considerations, Games and Economic Behavior, Volume 1,
1989, pp. 80–93.

[2] R.D. McKelvey, A. McLenan. Computation of equilibria in finite
games, Handbook of Computational Economics, Volume 1, Else-
vier, 1996, pp. 87–142.
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Graph Coloring using Peer-to-Peer Networks∗

Adrian Iftene Cornelius Croitoru

Abstract

The popularity of distributed file systems continues to grow in
last years. The reasons they are preferred over traditional central-
ized systems include fault tolerance, availability, scalability and
performance. In this paper, we propose a framework for analyz-
ing peer-to-peer content distributed technologies and their appli-
cations in the cooperative solving of combinatorial optimization
problems. Our approach, which follows the Content Addressable
Network model, is scalable, fault-tolerant and self-organizing; we
improved also load distribution at the insertion and deletion of
nodes. We use this network for the classical ”graph coloring”
problem, in order to reduce the computational time for its coop-
erative solving.

Keywords: CAN, graph coloring, peer-to-peer network

1 Introduction

In the last years, Peer-to-Peer system research has grown significantly.
Using a large scale a distributed network of machines has become an
important element of distributed computing due to the extraordinary
popularity of Peer-to-Peer services like Napster, Gnutella, Kazaa and
Morpheus. Though these systems are famous mainly for file sharing,
we can see how P2P (Peer-to-Peer) systems are becoming a very good
area for research.

P2P systems offer a decentralized, self-sustained, scalable, fault tol-
erant and symmetric network of machines providing an effective bal-
ancing of storage and bandwidth resources.

∗A preliminary version of this paper was presented at 5th RoEduNet International
Conference, Sibiu, Romania, 1-3 June 2006
c©2006 by A.Iftene, C.Croitoru
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Unfortunately, most of the current peer-to-peer designs are not scal-
able. For example, in Napster a central server stores the index of all
the files available within the Napster user community and all the user
queries for a specific file are sending to this computer. This server sends
the answer with IP address, which has the file, and after that the user
can download the file directly from this machine. In this way, the pro-
cess of locating a file is very centralized and makes it very vulnerable
(since there is a single point of failure). Gnutella goes one step further
and decentralizes the file location process as well. Users in a Gnutella
network self-organize into an application-level mesh on which requests
for a file are flooded with a certain scope. Flooding on every request
is clearly not scalable and, because the flooding has to be curtailed at
some point, may fail to find content that is actually in the system.

In this paper we describe the design of a peer-to-peer file system
completely distributed (it requires no form of centralized control, coordi-
nation or configuration), scalable (nodes maintain only a small amount
of control state that is independent of the number of nodes in the sys-
tem) and fault tolerant (nodes can route around failures) which is used
to cooperative solve the graph coloring problem.

Our interest in CANs (Content Addressable Networks) is based on
the belief that this abstraction would give a powerful design tool that
could enable new applications and communication models.

Section 2 of this paper presents the P2P networks and their main
design issues, while section 3 describes our approach based on CAN and
specific operations from this class of networks: insertion and deletion of
nodes. Section 4 presents the main algorithm used for graph coloring.
Then, section 5 presents the results of our tests on classical graphs.
Finally, section 6 discusses the feasibility of the approach in practical
settings and briefly presents some further developments.

2 P2P Networks

The term Peer-to-Peer (P2P) refers to a class of systems and appli-
cations that employ distributed resources to perform a function in a
decentralized manner. Each node from this system has the same re-
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sponsibility. Basic P2P system goals are decentralization, immediate
connectivity, reduced cost of ownership and anonymity. Androutsellis-
Theotokis [1] defined P2P as ”applications that take advantages of
resources (storage, cycles, content, human presence) available at the
edges of the Internet”.

To make ubiquitous computing become a reality, the computing
devices must become reliable, resilient and have distributed access to
data. The P2P architecture can help reduce storage system costs and
allow cost sharing by using existing infrastructure and bundling re-
sources from different sites. Considering these factors, the P2P model
should be very useful in designing the future generation distributed file
systems.

2.1 Design Issues in P2P Networks

Peer-to-Peer systems have basic properties that separate them from
conventional distributed systems. We describe in this section different
design issues and their effect in system performance [2].

Symmetry: Symmetry comes among the roles of the participant
nodes. We assume that all nodes have the same characteristics. In
client-server systems usually the servers are more powerful than the
clients. In our network each node has the ability to be server and
client in the same time.

Decentralization: P2P systems are decentralized by nature, and they
have mechanisms for distributed storage, processing, information shar-
ing. In this way scalability, resilience to faults and availability are
increased. But, in the same time our tries to see global system and its
behavior are without success.

Operations with Volunteer Participants: An important design
issue is that the participants can neither be expected nor enforced.
They haven’t a manager or a centralized authority and can be inserted
or removed from the system at any time. The system should be robust
enough to survive the removal or failure of nodes at any moment.
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Fast Resource Location: One of the most important P2P design
is the method used for resource location. Because resources are dis-
tributed in diverse peers, an efficient mechanism for object location be-
comes the deciding factor in the performance of such system. Currently,
object location and routing systems include Chord, Pastry, Tapestry
and CAN. Pastry and Tapestry use Plaxton trees, basing their rout-
ing on address prefixes that is a generalization of hypercube routing.
However, Pastry and Tapestry add robustness, dynamism and self-
organizing properties to the Plaxton scheme. Chord uses the numerical
difference with the destination address to route messages. The Con-
tent Addressable Network (CAN) uses a d-dimensional space to route
messages. Another important location strategy used in few systems
is Distributed Hash Table (DHT). It uses hashing of file or resource
names to locate the object.

Load Balancing: Load balancing is very important in one robust P2P
system. The system must have optimal distribution of resources based
on capability and availability of node resources. The system should
prevent the building of locations where the load is high and also should
be possible to re-balance the system based on usage patterns.

Anonymity: With scope to prevent censorship we need to have
anonymity in our system. Our network must assure anonymity for
producer and for consumer of information.

Scalability: The number of peers from network should be of any value
(hundreds, thousands or millions), and that should not affect the net-
work behavior. Unfortunately actual systems are not scalable over few
hundreds or thousands of nodes.

Persistence of Information: Methods from our system should be
able to provide persistent data to consumers, the data stored in the
system is safe, protected against destruction, and highly available in a
transparent manner.

Security: Security from attacks and system failure are design goals for
every system. The system should be able to assure data security, and
this can be achieved with encryption, different coding schemes, etc.
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2.2 Existing Systems

Designing a system that can implement all properties from above is
very difficult. Most of existing systems utilize specific properties or
mechanisms, and that involves some advantages and also some disad-
vantages.

FreeNet: This system presented in [3] is an adaptive P2P that enables
the publication, replication and retrieval of data while protecting the
anonymity of the authors, readers and data location. It uses probabilis-
tic routing for that, and it works over many individual computers that
allow files to be inserted, stored and requested. The file identification
is made with a hash function. Any request may be locally processed,
or on failure may be routed to the closest neighbor accordingly to the
routing table. Communications between Freenet nodes are encrypted.

CFS: Cooperative File System (CFS) [4] is a peer-to-peer system de-
veloped by MIT with the following design goals: provable for efficiency,
robustness, load balancing and scalability. CFS uses DHT for storage
of blocks. The file system is being built like a set of blocks distributed
over the CFS servers. CFS has three layers: FS, which interprets
blocks as files and presents an interface to applications; Dhash - the
distributed hash table that stores unstructured data blocks; and Chord,
which maintains routing tables for lookup and query manager. CFS is
read only system from user’s perspective and authentication is based
on keys.

OceanStore: OceanStore [5] is a prototype system to provide dis-
tributed access at persistent data in a uniform way. It is designed
using a cooperative utility model in which consumers pay the service
providers to ensure access to persistent storage. Using mainly un-
trusted servers, OceanStore caches data anywhere in the network, with
encryption. This provides high availability and prevents attacks. Per-
sistent objects are uniquely identified by a Global ID (GUID) and are
located by either a non-deterministic but fast algorithm or a slower
deterministic algorithm.

Farsite: Farsite [6] is a symbiotic, server-less, distributed file system.
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It works between the cooperating clients, but not completely trusting
the each other. Data stored in the servers is encrypted and replicated
in a non-Byzantine way. Farsite first encrypts the contents of the files
to prevent unauthorized reads. Digital signatures are used to prevent
an unauthorized user to write a file. Replication provides reliability
through long-term data persistence and immediate availability of re-
quested file data.

3 CAN

The term CAN stands for Content Addressable Network [7], which is
used like a distributed hash table. The basic operations performed on a
CAN are the insertion, lookup and deletion of nodes. Our implementa-
tion provides a completely distributed system (we haven’t centralized
control, coordination or administration), scalable (every node has a
small number of neighbors that is independent of the total numbers of
nodes from system), and fault-tolerant (we support node failures).

3.1 CAN Construction

Our design is over a virtual d-dimensional Cartesian coordinate space.
This space is completely logical and we haven’t any relation between
it and any physical system. In this d-dimensional coordinate space,
two nodes are neighbors if their coordinates concur overlap along d-1
dimensions and differ over one dimension. In this way, if all zones from
this space are approximatively the same, every node has 2d neighbors.
To allow the CAN to grow, a new node that joins this space must
receive its own portion (zone) of the coordinate space.

3.2 CAN Insertion

The process has three steps:

- The new node must find a node that is already in CAN (source
node).
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- After that, it knows CAN dimensions and it generates a d-point
in this space (this point is in a node zone - destination node). We
route from source node to destination node following the straight-
line path through the Cartesian space. The destination node then
splits its zone in half and assigns one half to the new node.

- In the last step, the neighbors of the split zone must be notified
about new node from CAN.

Insertion - Main Procedure
The new computer is wil and the destination computer
is nameMin.

void CanInsertion(WriteLocalImpl wil){
if (nameMin is available){

Let maxCoordinate be the first coordinate withmax width;
Create a new hyper-parallelepiped for the new node
writeImplLocal with the following dimensions:

∗ all dimensions except maxCoordinate are those of
the destination computer;
∗ maxCoordinate is half of the destination computer;

neighborhoodsListRestore();
}

}

Interesting is the neighborhoodsListRestore procedure which inserts
(at beginning of the list) all neighbors, after obvious positive tests.

3.3 CAN Deletion

When nodes leave the CAN, we need to ensure that their zones are
taken by the remaining neighbors. If the zone of a neighbor can be
merged with the node’s zone to produce a valid single zone, then this
is done. If not, then the zone is splitted in zones accordingly with
neighborhoods structure. In some cases, it is possible that this zone to
remain non-allocated, but at the first occasion it will be used.
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void CanDeletion(WriteLocalImpl wil){
deleted = false;
for(int i = wil.getNeighborhoodsNumber(); i >= 1; i−−){

if(wil.getNeighborhoodIsAccesible(i) == true){
nameServer = wil.getNeighborhoodName(i);
wis = WriteLocalHelper.narrow(ncRefAux.resolve

str(numeServer));
wis.delNeighborhoods(nameComp);
neighborhoodsListRestore();

}
}

}

4 Graph Coloring

The Graph Coloring Problem (GCP) can be simply stated as follows:
given a graph G(X,E), assign a color to each vertex in X such that no
two adjacent vertices have the same color and such that the number
of colors used is as least as possible. This minimum possible number
of colors is known as the chromatic number of the graph G and it is
denoted by χ(G).

The GCP is well studied and has many applications including
scheduling, timetabling and the solution of sparse linear systems. How-
ever it is also known to be one of the most difficult combinatorial opti-
mization problems. Not only is the problem of finding χ(G) NP-hard,
but Lund and Yannakakis [8] have even shown that, for some ε > 0,
approximate graph coloring within a factor of N ε is also NP-hard.

We want to improve existing parallel solutions (e.g. [9]) with a
new objective: speed in finding solutions. We consider a peer-to-peer
cooperative approach to the graph coloring problem and look at its
potential to aid the search for good solutions in reasonable time. Our
algorithm divides the initial problem in sub-problems and involves all
neighbors of main node in the solution search.
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4.1 Algorithm Phases

In first phase, the input vertex set X of the graph G = (X, E) is parti-
tioned into p sub-sets {X1, X2, ..., Xp}, cardinality balanced. The sub-
graphs induced by each subset are sending then to p available neighbors
of the main node, for solving.

In second phase, every node that receives one subgraph solves di-
rectly the problem (if the size of the problem is less than one specific
value) or, recursively, splits the problem and sends the sub-problems
to its available neighbors.

In third phase, the main node receives the partial solutions from its
neighbors and tries to combine them into final solution. In this phase
the main node finds ”conflicts”.

Last phase solves the ”conflicts” and builds the final solution (the
solution for the initial problem).

4.1.1 Phase I

For splitting, we used three methods:
1) Separator Theorem (Tarjan & Lipton, 1979) ([10]):
For every planar graph G with n vertices, there is a partition of X(G)
in disjoint sets A, B, S with the following properties:

• A and B are S−separated: in G − S there is no edge linking a
vertex from A to a vertex from B.

• |A| ≤ n
2 , |B| ≤ n

2

• |S| ≤ 4
√

n

We start from node s and we perform a breadth first search (BFS)
on this graph. We mark every node with its level from BFS tree.
L(t), 0 ≤ t ≤ l + 1, denotes the set with nodes from level t, and t1 is
the middle level (the level containing the node n

2 ).
Let t0 be the higher node with |L(t0)| ≤

√
n and t0 ≤ t1. Let

t2 be the lower node with |L(t2)| ≤
√

n and t1 ≤ t2. Consider
C = ∪t<t0L(t), D = ∪t0<t<t2L(t), E = ∪t2<tL(t) (like in the follow-
ing figure).
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Figure 1. Node Separation with Tarjan & Lipton

If |D| ≤ 2
3n we can take S = L(t0)∪L(t2), A – the set of maximum

elements from C, D, E and B – the union of the other two. If |D| > 2
3n,

then we must find a new separator for D.
With this method, we can split our initial problem only into three

problems, and we lose a lot of time with splitting. The main advantage
for this method is actually in the following phases, because we don’t
have many edges between our sets of nodes.

2) Separation based on neighbor’s number
In this case the input vertex set X of the graph G(X, E) is split into
p sub-sets as {X1, X2, ..., Xp} with the same number of nodes (X1 =
{1, .., n

p}, X2 = {n
p +1, ..2n

p }, ..). p is the number of neighbors of current
node, which can be involved in problem resolution.

The separation is made very fast, but we have a lot of work to do in
the following phases, since, usually, we have many edges between our
sets of nodes.

3) Random separation
In this case the input vertex set X of the graph G(X, E) is split into
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p sub-sets as {X1, X2, ..., Xp}, where p is the number of neighbors of
current node, which can be involved in problem resolution. Every set
has random nodes, but their cardinalities are balanced.

The separation is done very fast, but in the following phases we
have omnibus-volume of work that depends of the current step.

For each of the above methods we have situations in which this
method is better and obtains the minimal coloring.

Phase II
For coloring we use Greedy Coloring Algorithm ([11]): visit the
list X(G) from the left to the right and for each current node assign a
color with the minimum value unused by its neighbors.

Phase III
Two nodes are in ”conflicts” if they are in different sub-sets and receive
the same color, and are adjacent in the initial graph.

Phase IV
”Conflicts” elimination can be done in two ways:
-On-line, when a conflict is detected, it is solved immediately;
-Off-line, only after all conflicts are detected, they are solved one by
one.

Each method has advantages and disadvantages and depends on
the input graph. For the on-line method we have the advantage that
it destroys future conflicts. The disadvantage appears because number
of graph colors is increased and the solution decreases in quality. The
same kind of problems could appear for the off-line method.

4.2 Algorithm Code

We used a program that generates random graphs of large order and
provides the output in XML format. The main procedure for coloring
is the following:

public void graphColoring(graph G){
if(G is too big){

graphSeparation(nNeighbors);
for(int j = 1; j <= nNeighbors; j + +){
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graphColoring(Gj);
}

}
else{

graphColoring();
}
solutionsCombination();
conflictsElimination();

}

This code is for the ”off-line” case, in the ”on-line” case procedure
conflictsElimination appears inside of procedure solutionsCombination.

4.3 Tests and Results

In order to evaluate our algorithms we used a number of classical
graphs, from the DIMCS Challenge([12]). We can see that the first
method of separation problems (Separation Theorem (Tarjan & Lip-
ton, 1979)) is the better method in comparison with second method of
separation (Table 1), but sometimes the random method is able to give
us the lower number of colors.

However, for every method of separation we have a graph in which
it provides the better solution. We have the same behavior for ”on-line”
and ”off-line” methods.

We work in a 2-dimensional CAN and we remark that the number of
final colors depends on the peer-to-peer network structure in linear way
and also, depends on the number of neighbors involved in resolution.
In Table 1 we put with bold the results for random case which appear
often.

Last two columns from Table 1 contain the execution time re-
sults obtained: first – ”Local” – doesn’t use our network advantages
and solves the problem locally, and the second – ”P2P” – uses a 2-
dimensional network for solving.

Our algorithm solutions are the optimal solutions for small graphs,
but aren’t in almost all cases for big graphs. First off all, because
Greedy Coloring Algorithm doesn’t offer the optimal solution, and
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Table 1. Test Results
ID Nodes Edges χ Theorem Order Random Local P2P

Myciel4 23 71 5 5 6 5, 6 0s 0s
Myciel5 47 236 6 6 7 6, 7 0s 0s
Myciel7 95 755 7 7 8 7, 8 0s 0s
Anna 138 493 11 12 12 11, 12 1s 2s
David 87 406 11 12 12 11, 12, 13 0s 0s
Huck 74 301 11 11 11 11 0s 0s
Jean 80 254 10 11 11 10, 11 0s 0s
Games120 120 638 9 10 9 9, 10 1s 1s
Queen5-5 25 160 5 7 8 6, 7, 8, 9 0s 1s
Queen6-6 36 290 7 9 13 9, 10, 11 0s 1s
Queen7-7 49 476 7 12 13 10, 11, 12 0s 1s
Queen8-12 96 1368 12 15 17 15, 16, 17 0s 1s
Queen8-8 64 728 9 13 16 12, 13, 14 0s 1s
Queen9-9 81 2112 10 14 16 13, 14, 15 0s 1s
Queen10-10 128 3216 12 18 17 14, 15, 16 1s 2s
Queen16-16 256 12640 16 25 32 25 30s 27s
Le450-5a 450 5714 5 13 15 13, 14 21s 14s
Le450-5b 450 5734 5 13 15 14 20s 13s
Le450-5d 450 9757 5 18 18 18 44s 26s
Le450-15c 450 16680 15 30 33 32 110s 79s
Le450-15d 450 16750 15 30 32 32 129s 85s
Le450-25c 450 17343 25 36 37 39 145s 90s
Le450-25d 450 17425 25 35 36 38 127s 78s

secondly, when we combine solutions and we have conflicts, the proce-
dure conflictsElimination can increase the number of colors.

According with the results, our approach is not relevant for small
graphs, where the times are similar, but is very useful for large graphs
with a big number of nodes and edges, where results are very promising.

5 Summary and Future Work

First phase (initial problem splitting) and last phase (conflict elimina-
tion) can be improved, but these depend on graph generation. Our al-
gorithm used for graph generation obtains the same structure of graphs
and we have not a large variation of graph types.

Also, it would be interesting to see what happens in fail-over sit-
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uations: in this case the sub-problem must be sent again to another
neighbor for solving. In the future, this kind of approach can help us
in graph coloring with a better speed and with a solution close to the
optimal.

With characteristics like decentralization, symmetry, robustness,
availability and persistence of data, the P2P distributed file system is
now an important part of file system research and can be involved with
success in future in combinatorial solving of problems.
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An Approach to Shorten Digital Signature

Length

Nikolay A. Moldovyan

Abstract

A new method is proposed to design short signature schemes
based on difficulty of factorizing a composite number n = qr,
where q and r are two large primes. Using the method new
digital signature schemes (DSS) with the 320-bit and 240-bit
signature size are developed. The characteristic feature of the
240-bit signature DSS is the use of ”three-level” verification
equation, for example, R = βαkgH mod n mod p, where k =(
Rαg mod n mod p

)
mod δ. The (k, g) signature corresponds to

the H hash value and represents a pair of natural numbers hav-
ing the size of 80 and 160 bits, respectively. The δ modulus is
a prime number. The public key is the triple (α, β, p), where
p = 2n + 1 is prime, β is the q order element modulo p, α is the
γ order element modulo q. The private key is represented by the
pair of two prime numbers (q, γ).

1 Introduction

One of important practical problems is developing digital signature
schemes (DSS) with short signature length [2, 6]. In general the signa-
ture length depends on the required security level of the DSS, that can
be estimated as number of group operations required to forge a signa-
ture. In this paper the signature length is compared for different DSS
in the case of minimum security level that can be estimated at present
as 280 operations. The RSA and Rubin’s DSS based on factorization
problem use the 1024-bit signature length [3]. The DSA standard and
Schnorr’s DSS based on difficulty of finding discrete logarithm modulo

c©2006 by N.A.Moldovyan
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large prime number provide comparatively short signatures having the
320-bit length and providing the same security level [8]. The ECDSA
standard also requires the use of the 320-bit signature size [1]. Re-
cently a DSS with 171-bit signature length has been developed using
Weil paring on elliptic curves [2].

In present paper we consider some ways to reduce the signature
length in DSS based on difficulty of factorization of a composite num-
ber n calculated as production of two large primes q and r. In this
investigation we propose some new designs of the DSS based on diffi-
culty of factorization problem, which allows one to reduce the signature
length up to 240 bits. In Section 2 we propose some short signature
designs based on the signature formation mechanism described in [4].
The DSS with the 320-bit and 240-bit signature length and composite
private modulus γ = γ′γ′′, where γ′ and γ′′ are primes, are presented.
Section 3 introduces DSS with 240-bit signature length and prime pri-
vate modulus γ. Section 4 concludes the paper. We use notation |x| to
denote the length of the binary representation of the x value.

2 Short signatures from factorization problem

The well known cryptosystem RSA [7] is based on calculation modulo
n that is a product of two randomly chosen prime numbers r and q:
n = rq. The public key is represented by a pair of numbers (e, n), and
the private key is a number d, which is calculated using the following
formula: ed mod ϕ(n) = 1, where ϕ(n) = (r − 1)(q − 1) is Euler phi
function of n. Security of this system is based on difficulty of calcu-
lating d while ϕ(n) is an unknown value.The ϕ(n) value can be easily
calculated after factorization of the modulus n, therefore divisors of
n have to be kept in secret (or to be annihilated after the e and d
keys have been generated). The signature corresponding to a plain-
text M is a value S, which satisfies the following verification equation:
Se mod n = H, where H is the hash function value corresponding to the
message to be signed. The signature generation equation is the follow-
ing one: S = Hd mod n. In RSA the signature length is approximately
equal to the n modulus length. At present in different practical appli-
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cations the used n modulus has the length |n| = 1024 bits or more (this
value corresponds to the mentioned above minimum security level).

To reduce the signature length in the case of DSS based on the fac-
torization problem we use the novel signature formation mechanism [4]
that can be applied while developing DSS with two-element signature
denoted as (k, g). The mechanism is characterized in using a two-
element public key with the structure (n, α), where α is the γ order
element modulo n and in solving a system of two congruences (or one
equation and one congruence) while generating signature. The private
key is γ.

Some internal relation between the α and n values provides poten-
tially some additional possibilities to factorize modulus n. This defines
special requirements to the α element of the public key [4]. One should
use composite γ, i. e. γ = γ′γ′′, where γ′|r − 1, γ′′|q − 1, γ′′ 6 |r − 1
and γ′ 6 |q − 1. To choose the size of the γ value we should take into
account that the α value can be used to factorize the n modulus calcu-
lating gcd(αi mod n− 1, n) for i = 1, 2, . . . ,min{γ′, γ′′}. Therefore we
should use the 80-bit values γ′ and γ′′. Thus, for γ we get the following
required length: |γ| = 160 bits.

A secure variant of the DSS with the 320-bit signature length is
described by the following verification equation:

k − g =
(
αkgH mod n

)
mod δ, (1)

where δ 6= γ is a specified prime number and H is the hash value of the
signed message. The signature generation is performed as follows: 1)
generate a random number U and calculate Z =

(
αU mod n

)
mod δ;

2) solve simultaneously equation k − g = Z and congruence kgh ≡
U mod γ.

The solution gives signature elements k and g:

g = −Z

2
±

√
Z2

4
+

U

H
mod γ and k = Z + g. (2)

The signature elements have the size |k| ≈ |g| ≈ |γ| ≈ 160 bits. To
reduce the signature size we propose the DSS based on the following
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pair of verification equations:

R = αkgH mod n, and k = (Rαg mod n) mod δ, (3)

where |δ| = 80 bits. The signature is generated as follows:
i) select at random U (1 < U < γ);
ii) calculate the first signature element k =

(
αU mod n

)
mod δ;

iii) calculate the second signature element

g =
U

kH + 1
mod γ. (4)

Thus, we have a 240-bit signature: |k|+ |g| ≈ |δ|+ |γ| = 80+160 =
240 bits. The way used in the last DSS to reduce the k element length
resembles the method used earlier to reduce the signature length to the
240-bit value in the DSA standard [5]. The need to calculate (kH+1)−1

modulo γ defines the interest in constructing DSS with prime value γ.
In the next section we consider the DSS design that provides pos-

sibility to use prime private key element γ.

3 A 240-bit signature DSS with prime γ

The design idea of the DSS with prime γ consists in hiding the modu-
lus to which the γ order belongs. If it is so, then one can use a prime
modulus q, for which the α element is a generator of the γ order group:
αγ ≡ 1 mod q. Implementation of this idea is connected with the fol-
lowing contradiction. The signature should be calculated modulo q
that is secret. The verification equation should allow one to check the
result of such calculation without direct use of the secret modulus q. In
the DSS described below the contradiction is solved using the following
”three-level” verification equations:

R = βαkgH mod n mod p and k =
(
Rαg mod n mod p

)
mod δ (5)

where p = 2n + 1 is prime, n is product of two 512-bit primes q and r
(n = rq), β is the q order element modulo p, and α is a γ order element
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modulo q. The prime modulus δ is a 80-bit value. The private key is
represented by the (q, γ) pair, where γ is an 160-bit prime number (γ|q−
1). The public key is triple (α, β, p). The (k, g) signature corresponds
to the H value and represents two natural numbers having the length
|k| = 80 bits and |g| = 160 bits.

The signature generation procedure includes solving the system of
two congruences: t + g ≡ U mod δ (i) and t ≡ kgH mod δ (ii), where
U < γ is selected at random, the signature element k is calculated
using formula k =

(
βαU mod q mod p

)
mod δ, t is an auxiliary unknown.

The solution of this system gives the formula (4) for calculation of the
signature element g.

The proof that signature verification works is as follows. Suppose
we have a valid signature (k, g) corresponding to the H hash value.
Taking into account that α is the γ order element modulo q and sub-
stituting the k and g values in the verification equation we get:

R = βαkgH mod n mod p = βαkgH mod q mod p = βα
kHU
kH+1 mod q mod p

and

k′ =
(
Rαg mod n mod p

)
mod δ =

(
Rαg mod q mod p

)
mod δ =

=

((
βα

kHU
kH+1 mod q mod p

)αg mod q

mod p

)
mod δ =

=
(

βα
kHU
kH+1

+ U
kH+1 mod q mod p

)
mod δ =

(
βαU mod q mod p

)
mod δ.

Since k′ = k the signature verification result is positive, i.e. the verifi-
cation equations work correctly.

A possible attack on this scheme is to find value X = logβ(R) ( mod

p) and calculate q as a divider of the value
(
αkgH mod n

)
−X. Then

the secret γ can be determined dividing q − 1. Due to the large value
of q this attack is computationally infeasible. Another attack is to find
the value X ′ = logα

(
αkgH mod n

)
(mod n) and then to calculate γ

as one of dividers of the value kgH −X ′. The last attack defines the
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following requirement to the α value: the ε order of α modulo n should
be large (|ε| ≥ 160 bits). For example, we can easily generate the α
value the order of which modulo n is ε = γ(r − 1). If this requirement
is satisfied, then the second attack is also computationally infeasible.

4 Conclusion

Using a novel mechanism of the signature generation we have pro-
posed new short signature schemes providing the minimum security
level (280 group operations) with signatures having the size of 320 bits
and 240 bits. We have presented two 240-bit signature DSS, one with
composite private key element γ and the other one with prime γ. Us-
ing prime γ we reduce the Pr (gcd(γ, kH + 1) 6= 1) probability from
γ′−1 + γ′′−1 to γ−1 (if gcd(γ, kH + 1) 6= 1, then the signature genera-
tion procedure should be repeated because of the necessity to calculate
(kH + 1)−1). We have attained possibility to use securely the prime
private key element γ due to the use of the ”three-level” verification
equations. Other variants of the DSS based on the ”three-level” verifi-
cation equations analogous to the DSS described in section 3 are also
possible. Above we have considered the signature size satisfying the
minimum security level. In general case for the 2z operations security
level, where z ≥ 80, one should use 2z-bit private key element γ and
z-bit modulus δ that defines the signature length |k| + |g| = 3z. At
present the proposed 240-bit signature schemes provide the shortest
signature length among known DSS based on factorization problem.
The computational efficiency of the signature generation and verifica-
tion procedures in the proposed DSS is about the same as in the DSA
standard.
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Formation Mechanism

A.A.Moldovyan, D.N.Moldovyan, L.V.Gortinskaya

Abstract

Several variants of new digital signature schemes (DSS) based
on the discrete logarithm and factorization problems have been
proposed. Considered DSS are characterized in that a novel
mechanism of the signature generation is used, in which two pa-
rameters of the (k, S) or (R, S) signature are defined after solving
a system of two congruences. In the case of composite modulus
additional restrictions conditions have been introduced for selec-
tion of the public key.

1 Introduction

Public key cryptosystems based on hard mathematical problems are
well approved for information authorization, i.e. for generating digital
signatures. For such application the most important of such problems
are the following: 1) factorization of a large integer number and 2) find-
ing discrete logarithm modulo large prime number. The first problem
underlies the RSA cryptosystem and the second problem is the base of
ElGamal’s DSS, US standard FIPS 186, and Russian GOST P.34.10-94.
The large modulo exponentiation procedure is used in these schemes.
The RSA cryptosystem uses composite modulus n that is a product of
two randomly chosen prime numbers r and q: n = rq. In the cryp-
tosystems of the second type the prime modulus p is considered.

In RSA the public key is represented by pair of numbers (e, n), and
the private key is a number d, which is calculated using the following
formula: ed mod n = 1, where ϕ(n) = (r−1)(q−1) is Euler phi function

c©2006 by A.A.Moldovyan, D.N.Moldovyan, L.V.Gortinskaya
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of n. Security of this system is based on difficulty of calculating d while
ϕ(n) is an unknown value. The ϕ(n) value can be easily calculated
after factorization of the modulus n, therefore divisors of n have to be
kept in secret (or to be annihilated after the e and d keys have been
generated). The signature corresponding to a plaintext M is a value S,
which satisfies the following verification equation: Se mod n = H(M),
where H(M) = H is the hash function value corresponding to M . The
signature generation equation is the following one: S = Hd mod n.
In RSA the signature length is approximately equal to the n modulus
length (denoted as |n|). At present in different practical applications
the used n modulus has the length 1024 bits or more (for example, 1024-
2048 bits). In ElGamal’s DSS the public key y is calculated exactly as in
Diffie-Hellman’s public-key distribution system: y = αx mod p, where
x is private key (an integer number of sufficiently large size) and α is
a primitive element modulo p. The signature is represented by a pair
of numbers (R,S) that are calculated depending on the both private
key and message to be signed. The signature generation procedure is
described as follows:

1) generate a random number k that is coprime with p− 1;

2) calculate R = αk mod p;

3) calculate the S value satisfying the following equation:

H = (xr + kS) mod (p− 1) ,

where H is the hash function value calculated from the plaintext.

The (R, S) signature is considered as valid one if the following sig-
nature verification equation is satisfied: αH = yRRS mod p. To ensure
required security the modulus p size has to be equal to |p| ≥ 1024 bits.
Thus, the (R, S) signature size is 1024 bits or more.

In this paper several new DSS are considered, which are based on
difficulty of the discrete logarithm and factorization problems. Addi-
tional restriction requirements to selection of the composite modulus
are formulated.
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2 New Signature Generation Mechanism

The ElGamal-like DSS allow one to calculate the (R, S) and H values,
which satisfy the verification equation, without using the private key.
In practice this theoretic attack is eliminated due to using secure hash
functions, since the attack produces random values H. Indeed, the
mentioned attack is based on the preliminary generating the R param-
eter with special structure that permits calculation of the “correct”S
and H values that play a part of adjusting parameters. Representing
the R parameter as R = αuyt mod p and using two fitting parameters
attacker can avoid necessity to solve discrete logarithm problem, i. e. he
can easily find “satisfactory” values S and H, but the last is a random
one. While using strong hash functions, the attacker can indicate no
plaintext corresponding to the H hash value calculated while attack-
ing. Because of this fact the described attack has theoretical character
and no practical significance in majority of applications. However, the
possibility of mentioned attack is an unwanted property of DSS.

To eliminate such attacks we propose to use a new mechanism of
the (R, S) signature generation in the DSS based on difficulty of solving
DLP. The idea is to calculate simultaneously both parameters R and
S each of which play a part of a variable defining the exponent value
and a part of a multiplier in the signature verification equation. In new
schemes the R and S parameters form two different functions F1(R,S)
and F2(R, S). The signature parameters are changed in such a way
that the F1(R, S) function changes, while the F2(R,S) function keeps
its value constant. Due to variability of the F1 function and invari-
ability of the F2 function we have potential possibility to calculate the
values R and S satisfying the verification equation. Assuming that we
consider only such values of the R and S signature parameters, which
save the value F2 = Z = const, it is potentially possible to simplify the
verification equation and calculate some signature value (R (Z) , S (Z))
depending on Z. While constructing some concrete verification equa-
tion the (F1, F2) pair of functions can be used, for example, in one of
the following forms:

(R/S mod p,RS mod p),
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(RS mod p,R/S mod p),

(RSH mod p,RS mod p),

(RS mod p, RS2 mod p),

(RSZ mod p,RS mod p),

(RSZ mod p, R/S mod p),

where Z = RS mod p, the R and S values are supposed to have the fol-
lowing structure: R = αk mod p and S = αg mod p. The values k and g
are to be calculated simultaneously as solution of the system of two con-
gruences, one of the lasts defining invariability of the F2 function and
having the form: k + g ≡ const mod (p− 1). Taking into account that
signature verification expression should contain multipliers depending
on the hash value and public key we have the following examples of
DSS based on the described signature formation mechanism:

R/S = y(RS mod p)H

α(RS mod p) mod p,

R = SyH(RS mod p)α(RS mod p) mod δ mod p,

(R/S)(RS mod p) = y(RS mod p) mod δαH mod p,

where δ is an arbitrary prime number such that |δ| ≈ 0.25 |p| (the mod δ
operation defines a compression function depending on F2).

Considering these concrete variants of the verification equation it is
possible to note that an attacker can re-designate the signature param-
eters R and S and reduce the verification equation to some equivalent
expression in which parameters R and S can be calculated consecu-
tively without using the private key. For example, let us consider the
DSS defined by the verification equation

R = SyH(RS mod p)α(RS mod p) mod δ mod p.

Denoting Z = RS mod p we have Z/S = SyHZαZ mod δ mod p.
Now the signature can be forged as follows:

i) select arbitrary value Z,
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ii) calculate S2 = Z
(
yHZαZ mod δ

)−1
mod p,

iii) if the value W = Z
(
yHZαZ mod δ

)−1
mod p is not a quadratic

residue, then go to step 1, otherwise calculate S = W 1/2 mod p and
R = Z/S mod p.

It is easy to demonstrate that the calculated signature satisfies the
initial verification equation. The last attack shows that we should make
one step back in our DSS design, namely we should indicate the value
R in the verification equation as αk mod p and define the signature as
(k, S). In this case the verification equation can be simplified, since
there is no necessity to indicate the α parameter two times (as αk

and αH) and to use the compression function as second type function
depending on variables k and S and keeping its value constant. Let us
consider the following verification equation that takes into account the
mentioned remarks:

αk+H ≡ S2y(αkS mod p) mod p,

where gcd (3, p− 1) = 1. Using private key it is possible to generate
the (k, S) signature as follows:

i) choose random number U < p− 1 and calculate Z = αU mod p;
ii) solve the following system of two congruences:

U ≡ k + g mod (p− 1) ,

k ≡ gH + x + Z mod (p− 1) ,

where k and g are unknown parameters:

k =
2U −H + xZ

3
mod p− 1,

g =
U + H − xZ

3
mod p− 1

iii) calculate S = αg mod p.

To avoid additional restriction imposed on the p modulus one can
use a generator of the γ-order group

{
ε, ε2 mod p, ..., εγ−1 mod p, εγ
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modp}, where γ is a prime divisor of p and |γ| = 160-256 bit, as the
α parameter in the verification equation. In this case the mentioned
above system of congruences gets the form:

U ≡ k + g mod γ,

k ≡ gH + x + Z mod γ.

Therefore the k value size is |k| = 160-256 bit and we get reduction
of the signature length. Similarly the other variants of DSS can be
constructed. For example, the following verification equations define
several DSS:

εk+H ≡ Sy(εkS mod p) mod p,

εk ≡ SHy(εkS mod p) mod p,

εHkS−1 ≡ y(εkS mod p) mod p,

ε−kS ≡ yH(εkS mod p) mod p.

Concrete system of congruences, which should be solved to calculate
the k and g parameters, can be easily derived from the respective ver-
ification equation.

If the prime modulus p in the described DSS design approach is
replaced by RSA modulus n, factorization of which is kept secret, then
security of DSS will be defined by intractability of both the DLP mod-
ulo n and the factorization modulus n. Indeed, to calculate γ it is
necessary to find the ϕ (n) value. The public key of such schemes
is (n, y, α) or (n, y, ε). Unfortunately the DLP modulo n can be re-
duced to problem of finding discrete logarithms modulo r and modulo
q. Therefore this replacement will be actual for practice, if some new
algorithms of finding discrete logarithms that avoid the factorization
problem are developed. Some DSS, based only on the factorization
problem, represent current interest since they provide possibility to
reduce the difficulty of signature verification procedure. In the next
section we consider some of such DSS variants.
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3 Schemes based on difficulty of the modulus
factorization

While using the RSA modulus the verification equation can be simpli-
fied due to avoiding the y or/and ε parameters. The public key in this
case is (n, ε) or n, respectively. The DSS security in this case depends
on difficulty to factorize the RSA modulus. Several possible variants
are present in Table 1.

Table 1. Some variants of new DSS schemes
Verification equation System of congruences Formulas for calcu-

lating the k and g
values

Public
key

αk ≡
S

Hαk

S
mod n mod n

k − g ≡ U mod γ
gZ ≡ U mod γ(
Z =

(
HαU mod n

)
mod γ

) k = ZU
1−Z

mod γ

g = U
1−Z

mod γ
n

αk−HSαkS mod n ≡
1 mod n

k + g ≡ U mod γ
k + gZ ≡ H mod γ(
Z = αU mod n

) k = ZU−H
Z−1

mod γ

g = H−U
Z−1

mod γ
(n, α)

R =
SHα(RS mod n) mod n

k + g ≡ U mod γ
k −Hg ≡ Z mod γ(
Z = αU mod n

) k = HU+Z
H+1

mod γ

g = U−Z
H+1

mod γ
(n, α)

R =
SαH(RS mod n) mod n

k + g ≡ U mod γ
k − g ≡ HZ mod γ(
Z = αU mod n

) k = U+HZ
2

mod γ

g = U−HZ
2

mod γ
(n, α)

In the last two DSS variants with composite modulus we indicate
directly the R value in the verification equation. The attack based
on using arbitrary value Z and calculating the respective value S is

prevented because the S value is to be calculated as S =
(

Z
αHZ

)1/2
mod

n or as S =
(

Z
αZ

) 1
H+1 mod n. In both cases it is difficult to calculate

S without factorizing the modulus.
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4 Additional restriction requirements for cho-
osing the RSA modulus

Let us consider the scheme from Table 1, where (n, α) is a public key,
where α is a generator of the cyclic γ-order group, i. e. we have αγ ≡
1 mod n. Some internal relation between the values αγ and n provides
potentially some additional possibilities to factorize modulus n. Let us
assume that γ is a divisor of r − 1 and α does not divide q − 1. In
practice to generate the α generator the following expression is used:
α = βϕ(n)/γ mod n 6= 1, where β is a random number for which we
have gcd (β, n) = 1. (Using the Euler’s theorem one can demonstrate
that αγ = βϕ(n) ≡ 1 mod n, where ϕ(n) = (r − 1) (q − 1), i. e. if
βϕ(n)/γ mod n 6= 1, then the βϕ(n)/γ mod n value is a generator of the
γ-order group). We have:

α = βϕ(n)/γ mod n ≡
(
β(q−1)

)(r−1)/γ
mod n ⇒

α ≡
(
β(q−1)

)(r−1)/γ
mod q ⇒ α ≡ 1(r−1)/γ mod q ⇒

α ≡ 1 mod q ⇒ α− 1 ≡ 0 mod q ⇒ q|α− 1 ⇒ gcd (α− 1, n) = q

Thus, in the considered case it is possible to factorize modulus using ex-
tended Euclidean algorithm. Therefore some restrictions should be im-
posed on generation of the public key. A way preventing the described
factorization method is to use such numbers r and q that both of them
contain the same required large divisor γ and γ2 does not divide neither
r − 1 no q − 1. If this additional requirement is imposed, then the α
parameter can be generated as follows: α = βL(n)/γ mod n 6= 1, where
L (n) = lcm [r − 1, q − 1] is the generalized Euler’s function. Thus,
α = βuv mod n 6= 1, where u = (r − 1)/γ and v = (q − 1)/γ. If we
use, while generating the α value, a value that is simultaneously prim-
itive element modulo r and primitive element modulo q as the β value
(i.e. β is “double” primitive element), then we will have simultaneously
α 6≡ 1 mod q and α 6≡ 1 mod r. While using a “double” primitive el-
ement we deterministically generate a “strong” α value. But it is not
strictly necessary to use “double” primitive elements. We can generate
a “strong” α value selecting random β values. In this case we should

404



Cryptoschemes Based on New Signature Formation Mechanism

check if α 6≡ 1 mod q and α 6≡ 1 mod r hold. Probability that the
current value is not “strong” is sufficiently low (see the next section).

The second way to generate “strong” public key is to use composite
value γ, i. e. γ = γ′γ′′, where γ′|r − 1 and γ′′|q − 1 and γ′ and γ′′ do
not divide q − 1 and r − 1, correspondingly. For generating the α
parameter we have the following formula: α = βL(n)/γ mod n 6= 1,
i. e α = βuv mod n 6= 1, where u = (r − 1)/γ′ and v = (r − 1)/γ′′.
Analogously to the first case, while using the β value that is ”double”
primitive element, we get α 6≡ 1 mod q and α 6≡ 1 mod r.

Thus, we have two different ways to define difficulty of the n modu-
lus factorization in the considered DSS. Unfortunately in the first way
we have a problem to avoid possibility to calculate the secret parameter
γ without factorizing the n modulus. Indeed, we have:

n− 1 = (uγ + 1) (vγ + 1)− 1 = uvγ2 + uγ + vγ = (uvγ + u + v) γ,

Usually the n − 1 value can be easily factorized; therefore the secret
γ can be recovered, if no new restriction requirements are imposed on
selection of the n modulus. In the second way factorization of the n−1
value does not allow one to determine the γ secret. Thus, we have
shown that the second way is preferable in practice.

The considered above restrictions are also actual for the DSS
schemes, where the α parameter is not used directly in the verification
equation. Indeed, parameters R and S are generated in accordance
with the following formulas: R = αk mod p and S = αg mod p, there-
fore, if one of the congruences α ≡ 1 mod r or α ≡ 1 mod q are valid,
then we have: R ≡ αk ≡ S ≡ ag ≡ 1 mod r or R ≡ αk ≡ S ≡ ag ≡
1 mod q, correspondingly. Thus, if the additional restrictions for gener-
ating modulus n are not taken into account, then it becomes possible to
factorize n as follows: gcd (S − 1, n) = d or gcd (R− 1, n) = d, where
d = r or d = q.
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5 Experiments

5.1 Portion of “double” primitive elements

Since some new restrictions have been imposed on the n modulus se-
lection it becomes interesting if the portion of the required values is
sufficiently large and the generation of the required parameters is not
difficult. Some experiments have been performed to clarify this prob-
lem. We have investigated the probability of appearance of “double”
primitive element modulo r and modulo q for the case |r| = |q|.

In the first experiment two arrays {q1, q2, ..., q100} and {r1, r2, ...,
r100} of random prime numbers q and r were fixed and for all couples
qi and rj , where i, j = 1...100, random values β were checked whether
they were primitive elements both modulo qi and modulo rj . The
number of cases in which the β value is a “double” primitive element
were calculated. The portion of “double” primitive elements had been
estimated as ratio of successful attempts to total number of the checked
values β.

The second experiment was analogous to the first one except the
numbers rj had special structure such that rj − 1 = 2r′, where r′ was
a prime (q was a random prime).

The third experiment was analogous to the first one except both of
the numbers qi and rj had special structure such that rj − 1 = 2r′ and
qi − 1 = 2q′, where r′ and q′ were primes. Results of the experiments
are presented in Table 2, where probability of appearance of ”double
primitive element” for different r and q are shown.

Table 2. Probability of appearance of “double primitive element”

random r and
q

r = 2r′ + 1,
q is random

r = 2r′ + 1,
q = 2q′ + 1

size16 bits 0.138 0.190 0.242
size 32 bits 0.141 0.191 0.249
size 128 bits 0.140 0.191 0.250
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As you can see, the numbers r and q of special case have largest
amount of ”double primitive elements”.

5.2 The probability to get gcd (α− 1, n) 6= 1

Fulfillment of the condition gcd (α− 1, n) 6= 1 means that the α value
is not “strong” and permits easy factorization of the n modulus. We
considered such primes r and q, that r and q had the following special
forms: 2kγ + 1, 2kγt + 1, 2kγwz + 1, 2akγ + 1, where γ, z w, a and
t are primes, k is integer. For such structures of primes the following
theoretic estimation holds: Pr[gcd (α− 1, n) 6= 1] = Pr(r|α − 1) +
Pr(q|α−1), where Pr[r|(α−1)] = Pr[q|(α−1)] = 1

γ . In the experimental
investigation we had generated 10,000 random values β for each r. For
each case we calculated the value α = βL(rq)/γ2

mod n and checked
if the inequality gcd (α− 1, r) 6= 1 holds (successful attempt). The
average probability to get gcd (α− 1, r) 6= 1 had been estimated as
ratio of successful attempts to 10,000. The results are shown in Table
3.

Table 3. Probability to get gcd (α− 1, r) 6= 1
γ = 13 γ = 61 γ = 251 γ = 1021 γ = 4093 γ = 16381

r = 2kγtr + 1 0,07691 0,01635 0,00397 0,001 0,00024 0,00006

r = 2kγwrzr +1 0,07694 0,01639 0,00396 0,00097 0,00024 0,00006

r = 2ak
rγ + 1 0,077 0,01633 0,00397 0,00098 0,00026 0,00006

Theoretical esti-
mation

0,07692 0,01639 0,00398 0,00098 0,00024 0,00006

6 Examples

This section presents numerical examples illustrating the performance
of two variants of the DSS schemes based on the described method.

Example 1 corresponds to the verification equation

αHS = (αky)(α
kS mod p) mod p,
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where p is prime, α is a γ-order group generator, γ is a prime divisor
of p− 1.
p = 1114480948460437900461137676365117526064437706171;
γ = 438842863793146886096235091634916473156863;
α = 89497661212609760234724389905138807616510137179;
H = 12345678900987654321.
Private key x is equal to x = 123456789421; and public key y is y =
= αx mod p = 708643348121294999285070698925285606867092013226.

Signature generation procedure is as follows.
Choose random number U < p− 1 : U = 324567894535645;
calculate Z = αU mod p:
Z = 597303588980498739252487223012749133018804956266.

Solve the following system of two congruences:
{

H + g = Z(k + x)modγ
k + g = Umodγ

We get

k =
H − Zx + U

Z + 1
mod γ =

= 24322086709251169695760096421007332936051

g =
UZ −H + Zx

Z + 1
mod γ =

= 414520777083895716400474995538477034756457

Now we can calculate S = αg mod p.
S = 342481256020462421464329275660203908416868341255.

Signature is a pair of integers

(k, S) = (24322086709251169695760096421007332936051,

342481256020462421464329275660203908416868341255).

The signature verification gives:

αHS = 186116586750325286758065722053257979431171344776

(αky)(α
kS mod p) mod p =
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= 186116586750325256758065722083257979481171344876.

Thus, the verification result is positive.
Example 2 corresponds to the verification equation

αk mod n = SH(αkS mod n) mod n,

where n is RSA modulus (n = r ∗ q), α is a γ-order group generator.
The γ value represents a production of two primes: γ = γ′γ′′, where
γ′|r − 1, γ′ 6 |q − 1 and γ′′|q − 1, γ′′ 6 |r − 1.

In the example we have generated the following values of the
DSS parameters: γ′ = 304417319473; γ′′ = 509801878007; γ =
155192521165192291530311; r = 1868595952224498789337067039;
q = 20716253901928383409243395403489;
n =
= 38710308186398356152998381235692982336669843393781247499071;
α =
= 18484787943749120309893831899601886868804750949550902182315;
H = 1234567890987654321.

The signature generation procedure is described as follows:
i) choose random number U < γ: U = 445274222
ii) calculate Z = αU mod n:

Z = 7974122007544151478823923182016582044286531415304585902986

iii) solve the following system of two congruences:
{

k = gHZmodγ
k + g = Umodγ

Solving the system we get:

k =
UHZ

1 + HZ
mod γ = 33818289091380076966133;

g =
U

1 + HZ
mod γ = 121374232073812659838400
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Now the S signature element can be calculated: S = αg mod n.
S =
= 7777656711905876453231146489464318441673845448603344786719.

The digital signature is (k, S) = (33818289091380076966133,
7777656711905876453231146489464318441673845448603344786719).

The signature verification gives:
αk mod n =
= 30572854565748208790351912547491296565498163018021253755420
SH(αkS mod n) mod n =
= 30572854565748208790351912547491296565498163018021253755420
Thus, the verification result is positive.

7 Conclusion.

Using a novel mechanism of the signature generation we have proposed
new signature schemes based on the DLP and factorization problem.
The feature of the applied signature generation mechanism consists in
simultaneous calculation of the k and g parameters that define signa-
ture (k, S) or (R,S), where R = αk mod p and S = αg mod p, in differ-
ent variants of DSS. Using the composite modulus one can simplify the
verification equation, but in this case some additional (relatively ones
corresponding to the RSA cryptosystem) restriction requirements to
the public key should be taken into account. The fulfilled experiments
have shown that the additional requirements do not introduce essential
restrictions for practical use of the proposed DSS based on composite
modulus.
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