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Abstract

The paper discusses problems of heterogeneous texts digiti-
zation. The archives of scanned printed documents grow dra-
matically by results of projects concerning cultural heritage pre-
serving. Manual annotations of scanned document images and
per page screen reading make the usage of these archives difficult
and, sometimes, impossible. Existing document processing sys-
tems cannot automatically display content correctly due to the
presence of heterogeneous content. We proposed a Web platform
to maximize the support of semi-automated work of all used tools
for recognition of heterogeneous documents. Maximizing support
means both creating the convenient “single window” access to all
tools, and reducing the manual part of the process as much as
possible. For implementation, the convergent technology is used,
which assembles complex software systems from ready-made het-
erogeneous modules on a single platform.

Keywords: platform for heterogeneous document recogni-
tion, page layout analysis, non-textual content recognition

1 Introduction

In most documents, whether old or contemporary, there are, along
with the text, other elements: mathematical and chemical formulas,
musical scores, diagrams, schemes, etc. In the process of digitizing such
documents it is necessary to have an instrument, which would provide
support not only for the recognition of the text itself, but also of other
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components of a heterogeneous nature. For example, see collections of
the scanned newspapers that are really huge archives [1] with hetero-
geneous content. Encyclopedia is a good example of a document with
heterogeneous content, because we meet on its pages not only text, but
a variety of content types including images, mathematical and chemical
formulas, musical scores, technical drawings, chess notation, electronic
circuits, etc.

Let’s define the notion of heterogeneous content by associating it
with the possibility of presentation in a scripting language [2]. The
main features of such content are the following:

• the document is not exclusively in natural language;
• there is one or more scripting languages for presenting its com-

ponents;
• the graphic representation can be rendered by script.

The modern active development of digitization of standard textual
documents scans results in obtaining many robust and efficient solu-
tions of this problem. Naturally, the researches employ already devel-
oped methods in solving the more general problem of heterogeneous
content digitization. Nevertheless, heterogeneous content causes very
specific problems which cannot be solved just by adapting of pure tex-
tual scans processing methods. Speaking generally about applied meth-
ods, the majority of them uses Deep Learning with additions or im-
provements which apply other techniques: dynamic programming [3],
SVM [4], etc. A review of 29 techniques of script text mining with their
accuracy estimation is presented in [5].

A number of latest research works present full described frame-
works [4], [6]–[9]. The architecture of the presented frameworks de-
pends on functionality: whole archive digitization or partial processing
by request. These two groups frameworks are constructed inside almost
identically. Basing on this, we can in general consider the architecture
and the workflow of such framework as having defined pattern. Online
services can either be included in the general framework or they cre-
ate own online framework [10], [11]. The set of services requested by
researchers of focus domain can also be considered as defined.

Recognition of documents with heterogeneous content is quite com-
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plex and requires complex analysis of the image with division into ho-
mogeneous segments. The research uses already developed methods to
solve the general problem of recognizing homogeneous content. Het-
erogeneous content causes very specific problems that cannot be solved
simply by adapting methods for handling pure text scans. Generally
speaking on applied methods, most of them use Deep Learning with
additions or improvements.

Therefore, there is a need to create a framework that would pro-
vide support in digitizing heterogeneous texts, automating processes
where it is possible and interacting with the user when the manual
intervention or an expert opinion is necessary.

2 Scripting languages

We investigate formal presentation of graphical content with the
aim of automated optical recognition. We need a term with wide cov-
erage that includes formal languages for presentation of graphical con-
tent. The term “scripting languages” is used narrowly referring to a
subclass of programming languages. Another term is “markup lan-
guages” but it is restricted by several specific areas.

Heterogeneous content includes graphical elements, in addition to
the pure text. As to the graphical content, we exclude from our investi-
gations pure images presented by bitmaps. The object of our research
is the graphical content that may be presented by a description (script)
in a formal language without loss of information, and may be restored
from the said script. To be shorter, we will use the term “scripting
languages” instead of more precise “formal languages for presentation
of graphical content” in the rest of our paper.

Scripting languages were developed mainly in specific application
areas, like mathematics and physics, chemistry, music, building and
architecture, technical design, chess, etc.

Many features of scripting languages are defined by specific ap-
plication area. For example, an important issue for chemistry is the
unequivocal identification of a chemical for production and trade. The
assortment of chemicals is huge (millions). Each of them can have
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dozens of trade names, and, for structurally complex chemicals, tens
and hundreds image variants. See [2] for details.

An approach to universal scripting language is LATEX. It was de-
veloped with orientation to mathematics but was extended to many
areas including vector graphics, chemistry, music, chess, etc. due to its
unrestricted extensibility. This language is constantly being developed
and supplemented, in particular in terms of the presentation of non-
textual elements. The output from a LATEX compiler may be used in
any device provided with the corresponding driver.

Many standardized scripting languages are extensions of the XML
markup language, for example: MathML1 for mathematics, and Mu-
sicXML2 for music [12].

A standardized language used to exchange CAD projects in the
electronic form is STEP (ISO 10303, Standard for the Exchange of
Product model data). The covered areas are mechanical engineering,
architecture, and building.

3 On digitization of heterogeneous content

3.1 Best practices

Heterogeneous content digitization problem consists of several sub-
problems, each of which is enough complicated to be a subject of auto-
nomic research. Main groups of subproblems corresponding to process-
ing steps are: pre-processing; recognition/layout analysis; assembling
and saving to digital form. Only the first group of subproblems is well
studied today.

The pre-processing of scans before content analysis is a usual step
of digitization [13]. The main stages of pre-processing are the enhance-
ment and binarization of document images. Document image enhance-
ment here is the improving of the perceptual quality for maximum
restoring of document initial look, the binarization is the separation of
texts and background. Pre-processing has the specific aspect that can

1https://www.w3.org/Math/
2https://www.musicxml.com/
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be simply formulated as: what is the noise in particular case. We have
an experience of using the specialized tools for image preparation (for
example, Scan Tailor). OCR programs have internal features for this.

Full range of image processing methods is used to make easier the
following recognition stage. For example, work [14] applied the edge
enhancement to increase visibility of content elements borders.

The problem of saving in digital form of textual historical docu-
ments was mostly resolved. The heterogeneous content digitization
has to result in saving digital representation of layout and all its el-
ements. Today digital representation exists for majority of type of
content. Moreover, there are well described rules of such digital rep-
resentation creating. Even very specific content can be supplied by
digital representation without new developing. For example, a detailed
study of digital representation of equations can be found in [15].

3.2 Document structure and layout analysis

The main problem of digitization is layout analysis. Document
pages are divided into areas with the same type of content. The com-
plex page physical layout is converted into logical structure. Layout
analysis supposes region segmentation and region classification.

Region segmentation was thoroughly researched. Several segmen-
tation algorithms were introduced being classified as top-down and
bottom-up algorithms [16]. Later hybrid algorithms were proposed
combining both approaches plus split-and-merge strategy [14], [17].

The problem of the identification and analysis of segment content
for labeling heterogeneous components in different types of documents
was investigated. Many variants of page structure analysis that pro-
vides possibilities to automate recognition of heterogeneous content
were proposed. See [18]–[20].

Starting point of general text recognition is the defining of lines of
text. For calligraphy of Arabic type all signs located between lines are
significant [21].

For standard layout case, the digitization of heterogeneous docu-
ments applies text/non-text separation only for specific use case: news-
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papers [6]. The newspaper has text and illustrations organized in strict,
usually rectangular, shapes. In the contrary, historical documents often
have overlapping elements [22].

The classification of elements in heterogeneous documents was pro-
posed by [23].

Second specific feature of heterogeneous content digitization is
recognition of pure non-textual elements. One can find studies related
to specific elements: figures [10],[24],[25]; molecular structures [20],[26];
tables [27], [28], etc.

However, the general solution for the whole range of problems was
not found and not implemented. It is necessary to develop a specific
platform combining automated, semi-automated, and manual work.

3.3 Systems for recognizing homogeneous content

There are many OCR tools, commercial and open source, of-
fline and online. OCR for text-based print content is the most ad-
vanced in terms of automatic recognition capabilities, user services,
and validation of recognized texts. Examples are commercial ABBYY
Finereader(AFR)3, and open source free OCRopus 4 and Tesseract5.

Currently, OCR tools are based on two technologies, character pat-
terns and neural networks. Development of neural networks permitted
to evolve text recognition from recognition of separate characters to the
intelligent methods of recognition of words, lines, or phrases at once.

These OCR systems support restricted layout analysis of page im-
ages. For example, OCRopus has such features as: binary morphology;
adaptive thresholding; deep learning based skew correction; page frame
detection. Least square baseline finding algorithm is for constrained
text line finding and modeling.

AFR provides the entire document recognition cycle, starting with
scanning. It provides complex image correction, page segmentation
with automatic detection of the segment type (restricted by text, ta-

3https:/www.abbyy.com/en-eu/finereader/tech-specs/
4https://github.com/tmbdev/ocropy/
5https://github.com//tesseract-ocr/
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ble, or picture), analysis of the table structure, hyphenation detection,
correction against dictionary, manual editing after recognition, etc.

OCRopus and Tesseract are packages of separate programs man-
aged from the command line. Tesseract OCR may be used as a stan-
dalone program, or through API as a subsystem extracting text from
images. Tesseract is compatible with many popular programming lan-
guages (C++, JavaScript, Python). Newer versions of Tesseract re-
turn not only recognized text but co-ordinates of recognized words on
the page 6. Tesseract.js7 is a tool to extract text from images using
JavaScript from HTML pages. Python-tesseract8 is a Python wrapper
for Google’s Tesseract-OCR.

There are other text recognition systems but many of them are
no longer supported. For example, CuneiForm was discontinued since
2008. Examples of supported OCR systems are AFR, Tesseract, OCRo-
pus, CIB OCR9, OCR.space (online)10, Infty Reader11, etc.

Recognition of heterogeneous content needs to use different software
depending on the problem being solved. To recognize pure non-textual
elements (figures, multi-chart, equation, diagram, photo, plot, table,
art, and technical drawings), it is necessary to develop techniques, cre-
ate tests collections, and to develop an integrated platform.

3.4 Practices selected as basis of implementation

Presented analysis produces the basis for our decisions about semi-
automated workflow organization. For implementation, the technol-
ogy of assembling complex software systems from ready-made hetero-
geneous modules on a single platform was tested; each of modules
performs a small part of the task, and modules are combined using

6https://medium.com/jaafarbenabderrazak.info/ocr-with-tesseract-opencv-and-
python-d2c4ec097866

7https://proglib.io/p/tesseract-js-izvlekaem-tekst-iz-kartinok-s-pomoshchyu-
javascript-2020-04-22

8https://pypi.org/project/pytesseract/
9https://ocr.team/

10https://ocr.space/
11https://www.sciaccess.net/en/InftyReader/
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Docker12.

Deep learning is selected as the execution method firstly because
of existing software solutions for many necessary subtasks. The analy-
sis discovers the widespread practice to combine previously developed
methods and techniques with standard deep learning for obtaining bet-
ter solution, which is very suitable for our goals.

Architecture and the workflow of the platform we intend to develop
can be inferred from analyzed works.

We selected Python as the language of implementation because it
provides a lot of ready solutions in its rich libraries. Python with ori-
entation to the Natural Language Processing is presented in [29], [30].
Python packages are used to develop modules for: preliminary prepa-
ration of scanned documents (cleaning, alignment, resolution, etc.); the
analysis and scanning process; parsing requests to generate processing
sequences; image analysis to obtain a page template + metadata us-
ing manual intervention to determine the type of context (images can
contain formulas, graphs, notes, etc.); recognition of individual compo-
nents and obtaining a pattern of the restored page; page assembling;
manual correction; obtaining results with their XML description.

4 Semi-automated workflow for recognition of

heterogeneous documents

4.1 Problems and challenges

From the above, we can draw the following conclusions:
• It is very difficult to recognize many kinds of heterogeneous con-

tent,
• Analysis of page structure is a complicated task,
• We need to integrate different kinds of scripts in a unified script

presentation of the document.

Therefore, a need for a tool, supposedly, a Web platform to support
semi-automated work over heterogeneous documents, arises. Despite a

12https://www.docker.com/
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lot of achievements, automated recognition of the heterogeneous con-
tent remains a difficult problem. Our goal is to maximize the support
of semi-automated work.

We see the process in execution of required actions: download input
scan; read request; run cleaner; execute OCR including page layout
analysis; execute request processing; publish answer.

To solve this problem, we propose a platform for recognition of het-
erogeneous documents, which uses the previously described and newly
developed software, and can perform all stages of processing.

4.2 The functionality of a platform for recognition of

heterogeneous documents

4.2.1 The design

We propose a design of a platform for recognition of heterogeneous
documents to maximize the support of all processing steps. Maximizing
support means both creating the convenient “single window” access to
all tools, and reducing the manual part.

The recognition of heterogeneous documents involves many sub-
tasks. Some of them may be performed automatically using specialized
software. Other subtasks need slight manual intervention or manual
control. If the specialized software does not exist, the processing is
executed manually under the general purpose software.

Therefore, we can group all involved subtasks as follows:
Automated: scan; segment recognition according to types of seg-

ments; assembling of script presentation of pages with metadata
integration; reconstruction of page images from scripts; auto-
mated verification.

Semi-automated: image quality improvement; page layout analysis;
task distribution for manual verification.

Manual: expert verification and manual correction.

The platform is the Web framework with backend and frontend
(Figure 1). Each of processes that constitute the platform functional-
ity is executed by programs of different types. Corresponding to their
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Figure 1. Main platform workflow

functionality, software is organized in container-based modules.The de-
tails of the platform functionality are described below.

4.2.2 Utility (backend)

The platform functionality supposes that modules are connected
only by data transfer. For data representation, we chose ALTO (An-
alyzed Layout and Text Object) XML. The main valuable feature of
ALTO XML is a good support of extensions, which would provide set
of tags for new layout block types. Utilities include many commonly
used tools like XML processing, image processing (ImageMagick), etc.
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4.2.3 Input request (frontend)

This module aims to obtain user’s input data. This may be only
the document scan, but additional information like metadata can be
supplied too. The module provides uploading and warehousing of the
scans, and scheduling them for the next stage.

4.2.4 Pre-processing and OCR (backend)

Pre-processing of heterogeneous documents has specific features.
Scans of such documents come mainly from Big Data archives, for ex-
ample, created by projects in cultural heritage. All kinds of document
images have the usual problems: noise, stains, shadings, distortions,
etc. Pages can be damaged and can have different textures. During
enhancement, we should not lose information.

Then the document scan is processed by a developed module de-
scribed in details in 4.3. This script analyses the image and prepares
page segment files and page maps. Page segments are recognized if pos-
sible. The next stage is the verification (automatic, semi-automatic, or
manual). Finally, the assembling of the page scripts is performed. The
result is a script presentation of pages of the document. This workflow
is recursive as verification may unveil errors.

4.2.5 Manual verification (frontend)

Manual verification can be performed either by experts in the cor-
responding areas or directly by user depending on the particular re-
quirements. Expert correction joins frontend and backend processes.
It implies that the platform will be Web-based.

4.2.6 Results output (frontend)

This module executes a set of processes charged with the results
presentation. At the previous stage, the recognized layout of the doc-
ument scan was saved digitally as ALTO XML file. The module re-
constructs source image and rebuilds layout scheme from ALTO XML
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description. The result is generated to present the reconstructed doc-
ument with availability of other details like ALTO XML page maps,
metadata, annotations, etc.

4.3 Partitioning and mapping of heterogeneous docu-

ments

As discussed in 3.2, parsing a heterogeneous document is challeng-
ing. We tried some of the OCRs listed in 3.3. It turned out that
the most complete tools are provided by ABBYY FineReader Engine
(FRE). The set includes a ready-made command line interface (FRE
CLI) utility with full recognition cycle. Unlike the standard AFR,
the FRE CLI utility processes only one page at a time. The result
is returned in XML format and contains the coordinates of the page
segments, their type (text, image, table, separator), and, for text seg-
ments, also the recognized text. Thus, it is possible to cut the page
into segments by type.

To process many pages, the utility can be called in a loop from a
command script in any suitable language, including Python. FRE can
be included in a Docker container.

A Python program was developed and coded to cut a scan of a
document into segments with the same content. The process algorithm
is as follows:

1. Using the FRE CLI utility over a page scan, we get an XML
file with the coordinates of the upper and lower corners of the
segment rectangles and the segment types (text, picture, table,
etc.).

2. A program selects from the XML file the segment metadata (co-
ordinates, segment types) and calls the image cutting utility.

3. A batch of scans of a multi-page document is processed in a cycle.
File names with page images are set on the command line, with
the ability to use regular expression placeholders “*” and “?”.
For each image, a directory is created with a name derived from
the image name, into which the XML file and page segments are
placed in a format that matches the page image format. Sepa-
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rators are excluded from processing. Operations over images are
performed by the ImageMagick batch utility.

Thus, the program developed on the basis of FRE generates files
with scans of document segments and XML files with page maps for
further processing by the platform. Figure 2 on page 235 presents an
example of a page scan and a fragment of an XML file after processing
by the FRE CLI utility.

...

<block blockType="Picture" blockName="" l="202"

t="1019" r="2029" b="1822"><region><rect l="1581"

t="1019" r="2029" b="1039"/><rect l="777"

t="1039" r="2029" b="1059"/> \ldots </region>

</block>

<block blockType="Text" blockName="" l="886"

t="1901" r="1409" b="2981"><region><rect l="886"

t="1901" r="1409" b="2981"/></region>

<text>

<par lineSpacing="1030">

<line baseline="1934" l="893" t="1907" r="1361"

b="1936"><formatting

lang="ItalianStandard">TRADUZIONE

ITALIANA</formatting></line></par>

</text>

...

<text>

<par align="Center" lineSpacing="1090">

</par>

<par startIndent="2100" lineSpacing="1433">

<line baseline="2737" l="985" t="2699" r="1313"

b="2746"><formatting lang="ItalianStandard">Che

brilli più!</formatting></line></par>

...

</text>

</block>

...

Figure 2. A page scan and a fragment of an XML file after processing
by the FRE CLI utility (the blocks framed on the left are described on
the right)

5 Conclusions

Despite a lot of achievements, automated recognition of the hetero-
geneous content remains a difficult problem. We proposed a design of
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Web platform to maximize the support of semi-automated work with
all available tools for recognition of heterogeneous documents.

For implementation, the technology of assembling complex soft-
ware systems from ready-made modules on a single platform is used.
Each of modules performs a small part of the task inside its container.
Python’s rich libraries dedicated to natural language processing include
solutions to the segmentation problem, but without identifying the type
of “image”. Specifically, only certain types of heterogeneous content
are identified, for example, text vs. musical notes. The problem of
segmentation, labeling (establishing coordinates), and complete classi-
fication of the type of heterogeneous content is not solved completely
yet both in scientific publications and in the existing software.

Acknowledgement. This article was written as part of the re-
search project 20.80009.5007.22 “Intelligent information systems for
solving ill-structured problems, processing knowledge and big data”.
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On Alignment of Textual Elements in a Parallel

Diachronic Corpus

Tudor Bumbu

Abstract

This paper presents the description of some tools and re-
sources for aligning diachronic parallel texts. We try to empha-
size the idea of improving the lexicographical similarity between
words and expressions used in old and modern texts, using a spe-
cial technique of natural language processing namely the BLEU
score. The overall result of the research is a package of language
tools and resources, which will serve to the automatic alignment
of the old Romanian text with the modern text.

Keywords: text alignment, parallel diachronic corpus, word
alignment tools, BLEU score

1 Introduction

The aligning of an old text to its modern representation means trans-
lating it into a contemporary language by replacing outdated lexical
variants with modern expressions.

Parallel texts are valuable linguistic resources in many fields of re-
search, but also in practical applications. The best known application is
statistical machine translation, or more recently, neural machine trans-
lation (using neural networks). Also, parallel texts are researched in
disambiguating the meaning of the word, recognizing proper names,
learning the language model, but also in the diachronic analysis of nat-
ural languages.

A set of parallel texts can form a parallel corpus. The central part
in working with a parallel corpus is the alignment task. Alignment in

©2020 by CSJM; T. Bumbu
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this sense is the process of linking the corresponding textual parts of
parallel texts. An important feature of parallel texts is the property
of having in itself a correspondence between two or more texts, for
example, the equivalence of translation or paraphrasing. We assume
that they connect with each other via their meaning.

In computational linguistics, the term parallel text, also refers to
pairs of collections of texts in the same field that include translations
of one and the same document. But in most cases, parallel texts refer
to bilingual corpora [10].

A diachronic parallel corpus refers to a parallel corpus, where the
parallel texts share the same language but their time periods are dif-
ferent.

The purpose of our research is to translate historical texts into
texts that use expressions and words from the modern dictionary of
the Romanian language. Thus, the first beginning of the work is the
elaboration of a parallel diachronic corpus with text in Romanian writ-
ten hundreds of years ago, aligned with its modern variant. We took
as primary resources text from the New Testament of the 17th century
and New Testament of the 20th century, but an extension of the corpus
follows with other texts from our cultural thesaurus.

2 Textual resources

Our main resource is the parallel diachronic corpus developed in
Bumbu, 2019 [1], placed on the web with open access. One might
say that this resource cannot be called a parallel corpus but only a
parallel text. We are working to expand this resource by digitizing and
iteratively adding new texts, so that in the end we get a large collection
of parallel texts and we prefer to call it a parallel corpus.

The parallel corpus contains text from the book
”
Noulu Testament

sau Înpacarea, au Leagea noao a lui Is. Hs.”, printed in 1648 at the
Belgrade Fortress, Transylvania [2] and text from the electronic version
of the New Testament (written and annotated by Bartolomeu Valeriu
Anania, archbishop of the Archdiocese of Vadul, Feleac and Cluj in
1990) [3]. The volume of text in the corpus expressed in sentences is
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currently approx. 10,000 sentences.
Given the fact that the alphabet of the book printed in the seven-

teenth century is old and unused (the Romanian Cyrillic alphabet), it
takes several steps to reach the editable text with the modern alphabet
of the Romanian language. The first step is the optical character recog-
nition (OCR). The OCR applied to the old book has an accuracy of
up to 80%, and errors are corrected manually. Some issues that worsen
the accuracy of OCR applied to the old book are: the pages in the
book are worn (they have brownish spots and underlines below text
lines); the text in the book has a lot of features specific to that period,
such as: letters over other letters, words written together, references
written in Slavonic with a smaller font, abbreviations, widespread use
of accents, etc (Figure 1).

Figure 1. Two passages from the New Testament book of 1648

The next step after OCR is to transliterate the text from the Cyrillic
alphabet into the Latin alphabet. At this stage we use a transliteration
tool developed at the Institute of Mathematics and Computer Science
“V. Andrunachievici” [5]. An example of transliterated text is shown
in Table 1.
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Table 1. Fragment of transliterated text of the New Testament of 1648

OCRed text Text after transliteration

Íó ¶þäåêàðåöü êàñú íó �èöü

¶þäåêàö

Nu giudearet

,

as�a nu �t

,

giudeat

,

Êú êó ÷å ¶þäåêàòú âåöè

¶þäåêà, ¶þäåêàâúâåöü

C�a u e giudeat�a vet

,

i

giudea, giudeav�avet

,

After transliterating the text we proceed to verse alignment. The
verses from the Old New Testament (NTV) were aligned with the verses
from the Modern New Testament (NTM) (Table 2) using the Leven-
shtein distance. The verses are placed in the corpus according to their
order in the book. Respectively, 1006 verses from the Gospel according
to Matthew, 675 verses from the Gospel according to Mark, 1151 and
668 verses from the Gospel according to Luke and John.

Table 2. Aligned verses from NTV and NTM

NTV verses NTM verses

S, i fu ı̂zilele acelia, veni Iisus de
ı̂n nazareful galileei, şi să
boteză dela Ioan ı̂n Iordan.

S, i ı̂n zilele acelea, Iisus a venit
din Nazaretul Galileii s, i S’a

botezat ı̂n Iordan de către Ioan.

S, i aciiş eşind de ı̂n apă, văzu
deşchise ceriurele, şi duhul ca
un porumbu, pogorănd spre El.

S, i ı̂ndata, ies, ind din apă, a vazut
cerurile deschise s, i Duhul ca un
porumbel pogorându-Se peste El.

In the next section some word alignment tools are briefly described,
including a tool we are currently working on.

3 Alignment Tools

To reach the automatic alignment of old texts to the modern texts,
there are still an indefinite number of steps to be done. An intermediate
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step that appears is the alignment of old words to modern ones. The
text elements here are words. Word alignment tools are usually special
software that helps an expert to map source text words to target text
words. One of these tools is the Berkeley Word Aligner (BWA) [7], a
program written in Java, used in many cases for machine translation.

BWA aligns the words in a parallel corpus aligned at the sentence
level, using a Hidden Markov Model (HMM) [8]. To train an HMM
syntactic alignment model, a third parallel text is also needed for each
pair of aligned text. All texts should be annotated with syntactic
information. Considering the fact that we do not have any third parallel
text, nor the annotation of the text with the syntactic information, this
tool is useless to us at this stage.

Another tool pack for word alignment is GIZA ++ [9]. This tool
also makes extensive use of hidden Markovian models to align texts.
Giza ++ works directly with the aligned sentences from two parallel
texts, without asking for any additional linguistic information attached
to the text. Using an expectation maximization algorithm, the results
of the alignment of the final words can be obtained after the software
trains itself with a parallel corpus, several iterations, from source text
to target text and vice-versa.

Given the fact that we are dealing with parallel diachronic texts,
we decided to create an alignment tool that will satisfy special needs.
Some examples of necessity will be: the calculation of the BLEU score
between texts, sentences, expressions; interactive viewing of n-grams;
viewing the word/expression coverage tree; working with more than
two parallel texts at the same time etc.

Therefore, a parallel word alignment editor, which is still under
construction, helps us to prepare the results of this paper.

The parallel word alignment editor is a WEB application, designed
within Django framework, the Python programming language. The
application consists of 3 general modules: the parallel text editing and
parallel corpus formation module, the word processing module, and the
word weighted graph creation module.

The text editing module is the gateway in the alignment applica-
tion. It offers the possibility to view and edit several parallel texts
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simultaneously, and the changes are automatically propagated in the
corpus. At the same time, in this module we can add texts directly to
the corpus.

Some functionalities already defined in the word processing mod-
ule are: computing of 1-, 2-, 3-, 4-grams, counting and visualization
of n-grams [Figure 2], division into tokens (words and punctuation),
associating tokens with numeric identifiers (each word is assigned an
ID and the ID is an integer), and calculating the BLEU score between
sentences or texts.

The text graph creation module involves mapping the word graphs
in the parallel text. This module does not have fully defined func-
tionalities, but we focus on a powerful visualization and interactivity
device.

Figure 2. Visualization of 3-grams of 2 parallel texts, ordered descend-
ing by frequency

One of the basic functionalities we are going to use to improve the
similarity between parallel texts is the BLEU score (Bilingual Evalu-
ation Understanding), a metric used to evaluate a sentence generated
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in machine translation compared to a reference sentence (translated by
an expert). The score was invented by Kishore Papineni et al., 2002 [6]
to evaluate the predictions made by machine translation systems. This
method has many advantages: it is fast and easy to calculate; easy to
understand; language independent; it correlates very much with human
evaluation of the translation and it can be used in diachronic analysis.
The approach works by counting n-grams in the translated text and
the reference text that match character by character, where 1-gram or
uni-gram would be a word and bi-gram would be each pair of words.
The comparison is made regardless of the order of the words and can
reach up to 4 grams.

We assume that our translation is the source text or NTV in our
corpus and the reference text is the target text or NTM in our corpus.

4 Conclusions

This paper presents 3 tools for aligning words in a parallel text. One
of these tools is developed by us to frame special functionalities needed
to align words in a parallel diachronic corpus. A specific functionality
that is integrated by default in our application is the calculation of the
BLEU score between sentences. We have included it as an approach to
improve the similarity between the texts in a parallel corpus.
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On one type of stability for multiobjective

integer linear programming problem with

parameterized optimality

Vladimir A. Emelichev, Yury V. Nikulin

Abstract

A multiobjective problem of integer linear programming with
parametric optimality is addressed. The parameterization is in-
troduced by dividing a set of objectives into a family of disjoint
subsets, within each Pareto optimality is used to establish dom-
inance between alternatives. The introduction of this principle
allows us to connect such classical optimality sets as extreme and
Pareto. The admissible perturbation in such problem is formed
by a set of additive matrices, with arbitrary Hölder’s norms spec-
ified in the solution and criterion spaces. The lower and upper
bounds for the radius of strong stability are obtained with some
important corollaries concerning previously known results.

Keywords: Multiobjective problem, integer programming,
Pareto set, a set of extreme solutions, stability radius, Hölder’s
norms.

1 Introduction

Under certain restrictions on the type of space and the properties of the
norm, it may turn out that an efficient solution of a specific optimiza-
tion problem is preserved as a solution for all problems within some
nonzero neighborhood in a metric space. Such conservation can be in-
terpreted as the stability of the solution, and the non-existence of such
a nonzero neighborhood can be considered as its instability. Quanti-
tative characteristic of such a neighborhood can be called the stability

©2020 by CSJM; Vladimir A. Emelichev, Yury V. Nikulin
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radius. The widespread use of discrete optimization models has at-
tracted the attention of many experts to the study of various aspects
of stability, as well as the problems of parametric and post-optimal
analysis of both scalar (single-criterion) and vector (multicriteria) dis-
crete optimization problems (see, for example, the monograph [1], the
review [2] as well as the bibliography therein).

The main purpose of works based on the qualitative approach is to
obtain conditions guaranteeing the problem possesses some beforehand
given property of stability to small changes of the initial data. In the
framework of the qualitative direction, the authors focus on identifying
various types of stability of the problem [3, 4, 5, 6, 7, 8, 9], establishing
a relationship between different types of stability [10], as well as on
searching and describing the stability region of the optimal solution
[11]. In some recent papers [12, 13], the proximity of some approaches
is analyzed at the level of both problem statements and interpreting
the common results.

The quantitative direction, described in sufficient detail in [12] (see
also, [2] and [13]), is associated with obtaining estimates of permissible
changes in the initial data of the problem, preserving a certain prede-
termined property of optimal solutions. For multiobjective problems
this direction is developed in series of papers of V. Emelichev et. al
[14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25]. Attempts to elaborate
algorithms for calculating (and approximating) such estimates have
been made in [26, 27, 28]. The need for such researches is caused by
two basic reasons. First, for checking correctness of a concrete opti-
mization model it is important to know borders of change of the input
parameters, for which the solution of an optimization problem is not
misrepresented. Secondly, there is an opportunity to build algorithms
for solving discrete optimization problems, which are based on proce-
dures of finding a stability radius. For example, such procedures can
be useful for constructing algorithms solving a sequence of problems of
similar type with initial data varying insignificantly.

The concept of stability radius was introduced and investigated for
the first time by V. Leontev [29, 30] for the linear scalar trajectory
problem, i.e. for the problem on a system of subsets of a finite set with
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the linear objective function. Obviously, the most discrete optimization
problems may be formulated as a particular case of integer linear pro-
gramming. Therefore, the concept of stability radius naturally arises
therein. Stability radius of integer linear programming problem is de-
fined as the limiting level of independent perturbations of the vector
criterion parameters for which new efficient solutions do not appear.
Relaxing the demand of nonappearance of new efficient solutions we
come to the concept of the strong stability introduced earlier for some
scalar and vector discrete optimization problem [2, 3, 16]. This type
of stability is understood as existence of a small neighborhood of prob-
lem parameters such that for any perturbation there exists an efficient
solution preserving its Pareto optimality, although appearance of new
efficient optima is not prohibited.

The paper is organized as follows. In Section 2, we formulate para-
metric optimality and introduce basic concepts. Section 3 contains
some auxiliary statements about norms and several lemmas used later
for the proof of the main result. In Section 4, we formulate and prove
the main result regarding the lower and upper bounds for the strong
stability radius. Section 5 lists most important corollaries.

2 Main definitions and problem formulation

Consider a multicriteria integer linear programming problem (ILP) in
the following formulation. Let C= [cij] ∈ Rm×n be a matrix whose
rows are denoted by Ci= (ci1, ci2, ..., cin) ∈ Rn, i ∈ Nm={1, 2, ...,m},
m ≥ 1. Let x= (x1, x2, ..., xn)

T ∈ X ⊂ Zn, n ≥ 2, and the number
of elements of the set X is finite and greater than one. On the set of
(admissible) solutions X, we define a vector linear criterion

Cx= (C1x,C2x, . . . ,Cmx)
T → min

x∈X
. (1)

In the space Rk of arbitrary dimension k ∈ N, we introduce a
binary relation that generates the Pareto optimality principle [31]:

y ≻ y′ ⇔ y ≥ y′ & y 6= y′,
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where y= (y1, y2, ..., yk)
T ∈ Rk, y′= (y′1, y

′
2, ..., y

′
k)

T ∈ Rk.

The symbol ≻, as usual, denotes the negation of the relation ≻.
Let ∅ 6= I ⊆ Nm, |I| =v, and let CI denote the submatrix of the

matrix C ∈ Rm×n consisting of rows of this matrix with the numbers
of the subset I, i.e.

CI= (Ci1 , Ci2 , ..., Civ )
T , I={i1, i2, ..., iv},

1 ≤ i1<i2< ... <iv ≤ m, CI ∈ Rv×n.

Let s ∈ Nm, and let Nm=∪k∈Ns
Ik be a partition of the set Nm into s

nonempty sets, i.e. Ik 6= ∅, k ∈ Ns, and i 6= j ⇒ Ii∩Ij=∅. For this par-
tition, we introduce a set of (I1, I2, ..., Is)-efficient solutions according
to the formula:

Gm(C, I1, I2, ..., Is) ={x ∈ X : ∃k ∈ Ns ∀x′ ∈ X (CIkx ≻ CIkx
′)}.
(2)

Sometimes for brevity we denote this set by Gm(C).
Obviously, any Nm-efficient solution x ∈ Gm(C,Nm) (s= 1) is

Pareto optimal, i.e. efficient solution to problem (1). Therefore, the
set Gm(C,Nm) is the Pareto set [31]:

Pm(C) ={x ∈ X : ∀x′ ∈ X (Cx ≻ Cx′)}.

We also use the following set:

X(x,C) ={x′ ∈ X : Cx ≻ Cx′},

which is a set of solutions x′ ∈ X such that x′ dominates x in Pareto
sense in problem (1). Therefore,

Pm(C) ={x ∈ X : X(x,C) =∅}.

In the other extreme case, when s=m, Gm(C, {1},{2}, ...,{m}) is a set
of extreme solutions (see e.g. [32]). This set is denoted by Em(C).
Thereby, we have:

Em(C) ={x ∈ X : ∃k ∈ Nm ∀x′ ∈ X (Ckx ≻ Ckx
′)}=
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{x ∈ X : ∃k ∈ Nm ∀x′ ∈ X (Ckx ≤ Ckx
′)}.

It is easy to see that the set of extreme solutions is composed of
the best solutions for each of the m criteria. So, in this context, the
parameterization of the optimality principle refers to the introduction
of such a characteristic of the binary preference relation that allows us
to connect the well-known choice functions, parameterizing them from
the Pareto to the extreme.

Denoted by Zm(C, I1, I2, . . . , Is), the multicriteria ILP problem
consists in finding the set Gm(C, I1, I2, . . . , Is). Sometimes, for the
sake of brevity, we use the notation Zm(C) for this problem.

It is easy to see that the set P 1(C) =E1(C) is the set of optimal
solutions to the scalar (single-criterion) problem Z1(C,N1), where C ∈
Rn.

For any nonempty subset I ⊆ Nm we introduce the notation

P (CI) ={x ∈ X : ∀x′ ∈ X (CIx ≻ CIx
′)},

X(x,CI) ={x′ ∈ X : CIx ≻ CIx
′)},

i.e.
P (CI) ={x ∈ X : X(x,CI) =∅}.

Then, by virtue of (2), we obtain

Gm(C, I1, I2, . . . , Is) = {x ∈ X : ∃k ∈ Ns (x ∈ P (CIk))} . (3)

Therefore, we have

Gm(C, I1, I2, . . . , Is) = ∪
k∈Ns

P (CIk), Nm= ∪
k∈Ns

Ik.

It is obvious that all the sets given here are nonempty for any matrix
C ∈ Rm×n.

In the space of solutions Rn, we define an arbitrary Hölder’s norm
lp, p ∈ [1,∞], i.e. by the norm of a vector a= (a1, a2, ..., an)

T ∈ Rn we
mean the number

‖a‖p=

{
(

∑

j∈Nn
|aj |

p
)1/p

if 1 ≤ p<∞,

max{|aj| : j ∈ Nn} if p=∞.
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In the space of criteria Rm, we define an arbitrary Hölder’s norm lq,

q ∈ [1,∞], and lp 6= lq. By the norm of the matrix C ∈ Rm×n with the
rows Ci, i ∈ Nm, we mean the norm of a vector whose components
are the norms of the rows of the matrix. By that, we have

‖C‖pq=‖(‖C1‖p,‖C2‖p, . . . ,‖Cm‖p)‖q.

Obviously,
‖Ci‖p ≤ ‖CI‖pq ≤ ‖C‖pq, i ∈ I ⊆ Nm. (4)

So, it is easy to see that for any a= (a1, a2, . . . , an)
T ∈ Rn with

|aj | =α, j ∈ Nn,

the following equality holds

‖a‖p=αn
1/p (5)

for any p ∈ [1,∞].
In the solution space Rn along with the norm lp, p ∈ [1,∞], we will

use the conjugate norm lp∗, where the numbers p and p∗ are connected,
as usual, by the equality

1

p
+

1

p∗
= 1,

assuming p∗= 1 if p=∞, and p∗=∞ if p= 1. Therefore, we further sup-
pose that the range of variation of the numbers p and p∗ is the closed
interval [1,∞], and the numbers themselves are connected by the above
conditions.

Further we use the well-known Hölder’s inequality

|aT b| ≤ ‖a‖p‖b‖p∗ (6)

that is true for any two vectors a= (a1, a2, . . . , an)
T ∈ Rn and

b= (b1, b2, . . . , bn)
T ∈ Rn and for any p ∈ [1,∞].

Perturbation of the elements of the matrix C is imposed by adding
matrices C ′ from Rm×n to it. Thus, the perturbed problem Zm(C+C ′)
has the form

(C + C ′)x→ min
x∈X

,
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and the set of its (I1, I2, ..., Is)-efficient solutions isGm(C+C ′, I1, I2, . . . ,

Is).
For an arbitrary number ε> 0, we define the set of perturbing matrices

Ωpq (ε)=
{

C ′ ∈ Rm×n : ‖C ′‖pq<ε
}

with rows C ′
i, i ∈ Nm.

Following [16, 34], the strong stability radius of the ILP problem
Zm(C, I1, I2, . . . , Is), m ∈ N, (called T1-stability radius in the termi-
nology of [1, 2, 8, 9]) is the number

ρ=ρms (p, q)=

{

supΞ if Ξ 6= ∅,
0 if Ξ=∅,

where

Ξ=
{

ε> 0 : ∀C ′ ∈ Ωpq(ε)
(

Gm(C)∩Gm(C + C ′) 6=∅
)

}

.

Thus, the strong stability radius of the problem Zm(C) determines
the limit level of perturbations of the elements of the matrix C that
preserve optimality of at least one (not necessarily the same) solution of
the set Gm(C) of the original problem. For any C ′ ∈ Ωpq (ε) and ε> 0,
it is obvious that Gm(C)∩Gm(C + C ′)6=∅ if Gm(C) = X. Therefore,
the problem Zm(C) with Ḡm(C) = Gm(C)\X = ∅ is called non-trivial.

The problem Zm(C) is called degenerated if the following formula
holds

∀x 6∈ Gm(C) ∀a ∈ Rn ∃x0 ∈ Gm(C) (aT (x− x0) ≥ 0).

If the negation of the formula above is true, i.e.

∃x0 6∈ Gm(C) ∃a ∈ Rn ∀x ∈ Gm(C) (aT (x0 − x) < 0), (7)

then the problem Zm(C) is called non-degenerated.
It is easy to see that non-trivial problem is also non-degenerated if

and only if there exists a solution x0 6∈ Gm(C) such that a system con-
taining |Gm(C)| strict inequalities with n variables has a solution. In
particular, as we show later (see the proof of Theorem 1), the Boolean
problem Zm

B (C) has solutions.
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3 Lemmas

Before formulating the main result regarding the strong stability ra-
dius bounds in the next section, we need to prove five supplementary
statements presented in this section as lemmas.

Lemma 1. A solution x 6∈ Gm (C, I1, I2, . . . , Is) if and only if for any
index k ∈ Ns the solution x 6∈ P (CIk).

Hereinafter, a+ is a projection of a vector a= (a1, a2, . . . , ak) ∈ Rk

on a positive orthant, i.e. a+= [a]+= (a+1 , a
+
2 , . . . , a

+
k ), where super-

script + implies positive cut of vector a. That is, we have

a+i = [ai]
+= max{0,ai}, i ∈ Nk.

Lemma 2. Given p, q ∈ [1,∞], x0 ∈ Gm (C, I1, I2, . . . , Is), k ∈ Ns

and ϕ > 0 such that for any x 6∈ Gm (C), the inequality
∥

∥

∥

[

CIk(x− x0)
]+

∥

∥

∥

q
≥ϕ‖x− x0‖p∗ > 0 (8)

holds. Then the following formula is true:

∀ x 6∈ Gm (C) ∀C ′ ∈ Ωpq (ϕ)
(

x 6∈ X(x0, CIk + C ′
Ik
)
)

. (9)

Proof. Assume there exists a solution x̃ 6∈ Gm (C) and a perturbing
matrix C̃ ∈ Ωpq(ϕ) such that

x̃ ∈ X(x0, CIk + C̃ ′
Ik
).

Then for any index i ∈ Ik, the following inequality is true:
(

Ci + C̃i

)

x0 ≥
(

Ci + C̃i

)

x̃.

Hence, we have

C̃i

(

x0 − x̃
)

≥ Ci

(

x0 − x̃
)

, i ∈ Ik.

From the above we derive
∣

∣

∣
C̃i

(

x̃− x0
)

∣

∣

∣
≥

[

Ci

(

x̃− x0
)]+

, i ∈ Ik.
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Taking into consideration Hölder’s inequality (6), we obtain

‖C̃i‖p‖x̃− x0‖p∗ ≥
[

Ci

(

x̃− x0
)]+

, i ∈ Ik.

Due to inequalities (4), we get a contradiction with (8):

ϕ‖x̃− x0‖p∗ > ‖C̃‖pq‖x̃− x0‖p∗ ≥ ‖C̃Ik‖pq‖x̃− x0‖p∗ ≥

≥
∥

∥

∥

[

CIk

(

x̃− x0
)]+

∥

∥

∥

q
,

so formula (9) is valid. �

Lemma 3. For any non-degenerated ILP problem Zm(C), there exists
a non-zero matrix C∗ ∈ Rm×n such that

Gm(C)∩Gm(C∗)=∅.

Proof. According to the definition of non-degenerated problem
Zm(C), the equation (7) holds, i.e. for all x ∈ Gm(C) the inequality

aT (x0 − x) < 0 (10)

is true for any x0 6∈ Gm(C). Obviously, a 6= 0 = (0, 0, . . . , 0)T ∈ Rm.
Let rows C∗

i , i ∈ Nm of the matrix C∗ ∈ Rm×n be defined as:

C∗
i = aT , i ∈ Nm .

Then taking into account (10), we get

C∗
i

(

x0 − x
)

< 0, i ∈ Nm.

Thus for any index k ∈ N s, the solution x 6∈ P (C∗
Ik
) if x ∈ Gm(C).

Therefore, due to Lemma 1, we have x 6∈ Gm(C∗). The last implies

Gm (C)∩Gm (C∗)=∅. �

Lemma 4. Let x0 ∈ Gm (C, I1, I2, . . . , Is). For any non-trivial ILP
problem Zm(C) and perturbing matrix C ′ = (C ′

I1
, C ′

I2
, . . . , C ′

Is
)T ∈

Rm×n such that for some index k ∈ Ns, the equality

X(x0, CIk + C ′
Ik
) ∩ Ḡm (C)=∅ (11)

holds. Then we have

Gm (C)∩Gm
(

C + C ′
)

6=∅ (12)
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Proof. If x0 ∈ Gm (C + C ′), the statement of lemma is obvious.
Assume x0 6∈ Gm (C + C ′). Then according to Lemma 1, for any index
k ∈ Ns we have x0 6∈ P (CIk + C ′

Ik
). Due to the property of external

stability of the Pareto set P (CIk + C ′
Ik
) (see e.g., [33]), there exists a

solution x∗ ∈ P (CIk + C ′
Ik
) such that x∗ ∈ X(x0, CIk + C ′

Ik
), and due

to (3) x∗ ∈ Gm (C + C ′). Using (11), we get x∗ ∈ Gm (C). Hence, (12)
holds. �

Lemma 5. If ρs(p, q) <∞, then the following formula holds:

∃a ∈ Rn ∀x ∈ Gm(C) ∃x0(x) 6∈ Gm(C) (aT (x0(x)− x) < 0), (13)

�

Proof. Assume that (13) does not hold. Then we have

∀a ∈ Rn ∃x0 ∈ Gm (C, I1, I2, . . . , Is)

∀x 6∈ Gm (C, I1, I2, . . . , Is) (aT (x− x0) ≥ 0).

Let C ′ = (C ′
I1
, C ′

I2
, . . . , C ′

Is
)T ∈ Rm×n be any perturbing matrix. Then

for any chosen index k ∈ Ns there exists x
0 ∈ Gm(C) such that for any

x 6∈ Gm(C) the inequality

(

Ci + C ′
i

)

(x− x0) ≥ 0, i ∈ Ik

holds.
Therefore, x 6∈ X(x0, CIk + C ′

Ik
). Further, applying Lemma 4, we

get that (12) is valid for any matrix C ′ ∈ Rm×n, i.e. ρs(p, q) = ∞.
This contradiction ends the proof. �

4 Main result

For the multicriteria non-trivial ILP problem Zm(C, I1, I2, . . . , Is), m ∈
N, for any p, q ∈ [1,∞] and s ∈ Nm we define:

ϕm
s (p, q)= max

x′∈Gm(C)
max
k∈Ns

min
x 6∈Gm(C)

‖[CIk(x− x′)]+‖q
‖x− x′‖p∗

,
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ψm
s (p, q)=n

1

pm
1

q min
x 6∈Gm(C)

max
x′∈Gm(C)

max
k∈Ns

max
i∈Ik

Ci(x− x′)

‖x− x′‖1
.

We are now ready to formulate the main result.

Theorem 1. For any m ∈ N , p, q ∈ [1,∞] and s ∈ Nm, the
strong stability radius of the multicriteria non-trivial ILP problem
Zm(C, I1, I2, . . . , Is) has the following lower and upper bounds:

0 < ϕm

s
(p, q) ≤ ρm

s
(p, q)

{

≤ ‖C‖pq, if the problem is non-degenerated;
= ∞, otherwise.

If the problem is Boolean, i.e. Zm(C) = Zm
B (C), then

0 < ϕm
s (p, q) ≤ ρms (p, q) ≤ min{ψm

s (p, q) , ‖C‖pq}.

Proof. Due to (3), the formula is true:

∀ x′ ∈ Gm (C) ∃ k ∈ Ns

(

x′ ∈ P (CIk)
)

.

Therefore, due to Lemma 1, for any index k ∈ Ns, we get x 6∈
P (CIk) if x 6∈ Gm (C). From there we conclude that the lower bound
is positive, i.e. ϕm

s (p, q) > 0.
Now we prove that ρms (p, q) ≥ ϕm

s (p, q). We choose an arbitrary
perturbing matrix C ′ ∈ Rm×n such that it belongs to Ωpq (ϕ

m
s (p, q)).

In order to prove the lower bound for strong stability radius, it suffices
to demonstrate that there exists a solution x∗ ∈ Gm (C)∩Gm (C +C ′).
According to the definition of the number ϕm

s (p, q), there exist a so-
lution x0 ∈ Gm (C) and an index k ∈ Ns such that for any solution
x 6∈ Gm (C) we have:

‖[CIk(x− x0)]+‖q ≥ ϕm
s (p, q) ‖x− x0‖p∗ > 0.

From the above, by Lemma 2, we get that the following formula is
true:

∀ x 6∈ Gm (C) ∀C ′ ∈ Ωpq (ϕ
m
s (p, q))

∀ x 6∈ Gm (C) ∀C ′ ∈ Ωpq (ϕ
m
s (p, q))

(

x 6∈ X(x0, CIk + C ′
Ik
)
)

. (14)

Further, we define a way of selecting a necessary solution

x∗ ∈ Gm (C)∩Gm
(

C + C ′
)

,
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where C ′ ∈ Ωpq (ϕ
m
s (p, q)). If x0 ∈ Gm (C + C ′), then we select

x∗ = x0. Otherwise, due to Lemma 1 we have x0 6∈ P (CIk+C
′
Ik
). Thus

due to the property of outer stability for the Pareto set P (CIk + C ′
Ik
)

(see e.g. [33]), we can chose a solution x∗ ∈ P (CIk + C ′
Ik
) such that

x∗ ∈ X(x0, CIk + C ′
Ik
). Taking into account the proven formula (14),

x∗ ∈ Gm(C). Since, due to (3), we have x∗ ∈ Gm(C+C ′), that involves
ρms (p, q) ≥ ϕm

s (p, q).

Further, we prove that inequality ρms (p, q) ≤ ‖C‖pq is valid for any
non-degenerated problem Zm(C). Let ε > ‖C‖pq. According to Lemma

3, for any such problem, there exists a non-zero matrix C∗ ∈ Rm×n

such that

Gm (C)∩Gm (C∗)=∅. (15)

We consider a perturbing matrix C0 ∈ Rm×n defined as:

C0 = ξC∗ − C,

where 0 < ξ<
ε−‖C‖pq
‖C∗‖pq

. Then we easily derive

∥

∥C0
∥

∥

pq
= ‖ξC∗ − C‖pq ≤ ξ ‖C∗‖pq + ‖C‖pq < ε.

Therefore due to (15) we obtain

∀ε > ‖C‖pq ∃C0 ∈ Ωpq (ε)
(

Gm (C)∩Gm
(

C + C0
)

=∅
)

.

Thus, ρms (p, q) < ε for any ε > ‖C‖pq. Hence, ρ
m
s (p, q)≤ ‖C‖pq.

Further, we show that for degenerate problem Zm(C), the strong
stability radius is equal to infinity. Assume the opposite, i.e. assume
that degenerated problems have a finite strong stability radius. Then,
according to Lemma 5, formula (13) is valid. Thus letting

x∗ = argmin{aT (x0(x)) : x ∈ Gm(C)},

we get that the following inequality

aT (x0(x∗)− x) < 0
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is true for any x ∈ Gm(C). Thus, formula (7) is true, i.e. the problem
Zm(C) is non-degenerated. The obtained contradiction proves that
ρms (p, q) = ∞.

Further, we consider non-trivial Boolean problem Zm
B (C, I1, I2, . . . ,

Is), C ∈ Rm×n, m ∈ N, s ∈ Nm, X ⊆ En = {0, 1}n, n ≥ 2. Clearly,
the lower bounds proven above for ILP problem stay valid in Boolean
case.

First, we prove that ρms (p, q) ≤ ψm
s (p, q).

According to the definition of number ψm
s (p, q), there exists a so-

lution x0 = (x01, x
0
2, . . . , x

0
n) 6∈ Gm (C) such that for any solution

x ∈ Gm(C) and any index k ∈ Ns the following inequalities hold:

ψm
s (p, q) ‖x0 − x‖1 ≥ n

1

pm
1

qCi

(

x0 − x
)

, i ∈ Ik. (16)

Let ε > ψm
s (p, q). We choose a perturbing matrix C0 = [c0ij ] ∈

Rm×n with rows C0
i , i ∈ Nm and elements defined as follows:

c0ij =

{

−δ if i ∈ Nm and x0j = 1,

δ if i ∈ Nm and x0j = 0,

where
ψm
s (p, q) < δn

1

pm
1

q < ε. (17)

Therefore, due to (5) we have

∥

∥C0
i

∥

∥

p
= δn

1

p , i ∈ Nm,

∥

∥C0
∥

∥

pq
= δn

1

pm
1

q ,

C0 ∈ Ωpq (ε) .

Moreover, the following inequalities are obvious:

Ci

(

x0−x
)

= −δ‖x0 − x‖1 < 0, i ∈ Ik.

Using (16) and (17), we conclude that the following inequalities
hold for any solution x ∈ Gm(C):

(

Ci + C0
i

) (

x0 − x
)

≤

(

ψm
s (p, q)

n
1

pm
1

q

− δ

)

‖x0 − x‖1 < 0, i ∈ Ik.
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Thus for any index k ∈ Ns we have x ∈ Gm(C) and x 6∈

P
(

CIk + C0
Ik

)

, and hence, due to Lemma 1, x 6∈ Gm
(

C + C0
)

. Sum-

marizing, for any ε > ψm
s (p, q) there exists the perturbing matrix

C0 ∈ Ωpq (ε) such that Gm (C)∩Gm
(

C + C0
)

=∅, i.e. ρms (p, q) < ε.
Thus, we have just proven that ρms (p, q)≤ ψm

s (p, q) .

Finally, we prove that ρms (p, q) ≤ ‖C‖pq is valid for any Boolean
problem Zm

B (C, I1, I2, . . . , Is). In order to do this, it suffices to show
that any non-trivial Boolean problem is also non-degenerated. Let
α>0 and x0 = (x01, x

0
2, . . . , x

0
n) 6∈ Gm (C). We choose a vector a =

(a1, a2, . . . , an)
T with elements defined as follows:

aj =

{

−α if x0j = 1,

α if x0j = 0.

Then for any x ∈ Gm(C) (x 6= x0), we have

aT (x0 − x) < 0.

Thus, (7) is true, and hence Zm
B (C) is non-degenerated. Therefore,

collecting all the proven above, we get ρms (p, q) ≤ ‖C‖pq. This ends
the proof of the main result. �

5 Corollaries

From Theorem 1 we get the following well-known result:

Corollary 1. [16] For any m ∈ N and any p = q = ∞, the strong sta-
bility radius of the multicriteria non-trivial ILP problem Zm (C,Nm),
C ∈ Rm×n of finding the Pareto set Pm (C) has the following bounds:

0 < ϕm
1 (∞,∞) ≤ ρm1 (∞,∞) .

Moreover,

0 < ϕm
1 (∞,∞) ≤ ρm1 (∞,∞) ≤ ψm

1 (∞,∞),
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if the problem Zm(C,Nm) is Boolean, where

ϕm
1 (∞,∞) = max

x′∈Pm(C)
min

x 6∈Pm(C)
max
i∈Nm

Ci(x− x′)

‖x− x′‖1
,

ψm
1 (∞,∞) = min

x 6∈Pm(C)
max

x′∈Pm(C)
max
i∈Nm

Ci(x− x′)

‖x− x′‖1
.

The stability radius of an efficient solution x0 ∈ Pm(C) of the ILP
problem Zm(C,Nm), m ∈ N, is called the number

ρms (x0, p, q)=

{

sup Θpq if Θpq 6= ∅,
0 if Θpq=∅,

where

Θpq =
{

ε > 0 : ∀C ′ ∈ Ωpq(ε)
(

x0 ∈ Pm(C + C ′)
)

}

.

In [35] it was shown that for any m ∈ N and p, q ∈ [1,∞], the
stability radius of an efficient solution x0 ∈ Pm(C) of the multicriteria
non-trivial ILP problem Zm (C,Nm) is expressed by the formula:

ρm(x0, p, q) = min
x∈X\{x0}

‖[C(x− x0)]+‖q
‖x− x0‖p∗

.

It is evident that ρm1 (p, q) = ρm(x0, p, q) if Pm(C) = {x0}. There-
fore, from Theorem 1 we conclude the following result.

Corollary 2. If Pm (C) = {x0}, then the strong stability radius of
the multicriteria ILP problem Zm (C,Nm), C ∈ Rm×n, of finding the
Pareto set Pm (C) is expressed by the formula for any m ∈ N and
p, q ∈ [1,∞]:

ρm1 (p, q) = ϕm
1 (p, q) = min

x∈X\{x0}

‖[C(x− x0)]+‖q
‖x− x0‖p∗

.
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In scalar case (single criterion), we have P 1(C) = G1(C,N1),
C ∈ Rn, i.e. the Pareto set constricts to a set of optimal solutions
in Z1(C,N1). It is easy to see that the problem Z1(C,N1) with condi-
tion P 1(C) 6= X is non-degenerated. Therefore, Theorem 1 transforms
into the following result for m = 1.

Corollary 3. Let x0 be an optimal solution for scalar ILP problem
Z1 (C,N1), C ∈ Rn. Then for any p, q ∈ [1,∞], the strong stability
radius has the following bounds:

0 < min
x 6∈P 1(C)

CT (x− x0)

‖x− x0‖p∗
≤ ρ11(p.q) ≤‖ C ‖pq .

From Theorem 1, we get the following known results.

Corollary 4. [21] For any m ∈ N , p, q ∈ [1,∞], the strong stabil-
ity radius of the multicriteria non-trivial Boolean problem Zm

B (C,Nm)
consisting in finding the Pareto set Pm(C) has the following lower and
upper bounds:

0 < max
x′∈Pm(C)

min
x 6∈Pm(C)

‖[C(x− x′)]+‖q
‖x− x′‖p∗

≤ ρm1 (p, q) ≤

n
1

pm
1

q min
x 6∈Pm(C)

max
x′∈Pm(C)

max
i∈Nm

Ci(x− x′)

‖x− x′‖1
.

Corollary 5. [36] For any m ∈ N , p, q ∈ [1,∞], the strong stability
radius of the multicriteria non-trivial Boolean problem Zm

B , (C, {1}, {2},
. . . {n}), C ∈ Rn×m consisting in finding the extreme set Em(C) has
the following lower and upper bounds:

0 < max
x′∈Em(C)

max
i∈Nm

min
x 6∈Em(C)

Ci(x− x′)

‖x− x′‖p∗
≤ ρmm(p, q) ≤

n
1

pm
1

q min
x 6∈Em(C)

max
x′∈Em(C)

max
i∈Nm

Ci(x− x′)

‖x− x′‖1
.
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Analysis of Faults in Cyber-Physical Systems

by Finite Discrete-Time Markov Chains

Volodymyr G. Skobelev, Volodymyr V. Skobelev

Abstract

In the given paper the problem of Cyber-Physical Systems
behavior analysis in the occurrence of faults is investigated. To
present the fault-free behavior of the investigated Cyber-Physical
System as well as its behaviors in the presence of admissible
faults, some Finite Discrete-Time Markov Chain is proposed and
analyzed. It is shown that a single stationary probability dis-
tribution exists for the proposed model. This distribution is ap-
plied for characterization the behaviors of the investigated Cyber-
Physical System in terms of the distance from the current fault
to the set of critical faults. Besides, the algorithm for bounded
probabilistic reachability analysis of the target set of faults is
proposed.

Keywords: Cyber-Physical Systems, faults, Discrete-Time
Markov Chains, bounded probabilistic reachability, probabilistic
counterexamples.

1 Introduction

In the design and analysis of Cyber-Physical Systems (CPS), hybrid
automata [1, 2, 3] are usually used as mathematical models for which
automated verification procedures are performed by using these or the
other Model Checkers.

The need to analyze some significant attributes, such as reliability,
safety, and behaviors associated with the decrease in the performance
has lead to the necessity to use stochastic models.

©2020 by CSJM; Volodymyr G. Skobelev, Volodymyr V. Skobelev
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A stochastic hybrid automaton [4, 5] generalizes a deterministic
hybrid automaton by assigning probabilities to the arcs of the graph
as well as by allowing the values of continuous variables to be reset
according to given continuous probability distributions. These gener-
alizations result in the high complexity of both the model itself and
its analysis methods. Besides, only a small amount of information pre-
sented in a stochastic hybrid automaton can be required for solving a
sufficiently wide variety of specific problems of CPS analysis.

An important non-trivial sub-class of stochastic hybrid automata
consists of probabilistic automata [6, 7], i.e. the generalization of de-
terministic hybrid automata only by assigning probabilities to the arcs
of the graph. This model is much more simple than a stochastic hybrid
automaton. Nevertheless, it has been shown in [8] that probabilistic
automata can be successfully used for modeling the behavior of the
analyzed CPS in the presence of faults.

When the decrease in the performance of the given CPS is analyzed,
it is important to estimate the probability of the occurrences for the
behaviors in the presence of these or the other faults.

In the given paper, for solving this problem the Finite Discrete-
Time Markov Chain (FDTMC) associated with the analyzed CPS is
proposed and investigated. The essential advantage of this model is
that it is much simpler than a probabilistic automaton. Besides, it
gives the possibility to generate probabilistic counterexamples [9], i.e.
the sets of finite paths with a critical probability mass.

2 Proposed model

A fault in the analyzed CPS S is called admissible if at its occurrence
the CPS S can continue to operate, possibly with some loss of its
functionality.

Let F
(0)
S

(|F
(0)
S

| ≥ 2) be some finite set of all admissible single faults
that can occur in the analyzed CPS S. As it is usually accepted, the
set of all admissible faults that can occur in the analyzed CPS S can

be defined as some subset FS (F
(0)
S

⊂ FS ⊆ B(F
(0)
S

)\{∅}). Everywhere
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further it is assumed that the set FS satisfies to the following condition:

(∀f ∈ FS)(∀f
′ ∈ B(F

(0)
S

) \ {∅})(f ′ ⊂ f ⇒ f ′ ∈ F ). (1)

Let SS = {∅} ∪ FS. Everywhere further it is supposed that the
elements of the set SS are enumerated according to their cardinality
non-decreasing, i.e.,

SS = {s1, . . . , sk},

where
|s1| ≤ |s2| ≤ · · · ≤ |sk|.

The elements of the set SS can be interpreted as follows: the ele-
ment s1 = ∅ is associated with the fault-free CPS S, while any element
si (i = 2, . . . , k) is associated with the CPS S in the presence of the
|si|-multiple fault si.

We define the set Scrtcl
S

of critical faults in the CPS S as the set of
all maximal due to the inclusion relation elements of the set SS, i.e.

Scrtcl
S = {s ∈ SS|(∀s

′ ∈ SS)(s 6⊂ s′)}. (2)

We can associate with the analyzed CPS S some FDTMC MS

defined by the stochastic (k × k)-matrix

PS=

s1 s2 . . . sk
s1 p11 p12 . . . p1k
s2 p21 p22 . . . p2k
...

...
...

. . .
...

sk pk1 pk2 . . . pkk

such that the following two formulae are true:

(∀i = 1, . . . , k)(0 < pii < 1), (3)

(∀i = 1, . . . , k)(∀j ∈ {1, . . . , k}\{i})(pij > 0 ⇔

⇔ si ⊂ sj&|sj| = |si|+ 1 ∨ sj ⊂ si&|si| = |sj|+ 1). (4)

Due to (1)-(4):
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1. The analyzed CPSS can operate with positive probability either
it is fault-free or if any admissible fault si (i = 2, . . . , k) occurs.

2. If S is fault-free, then with positive probability only any single
fault can occur.

3. If S operates in the presence of any critical fault s ∈ Scrtcl
S

, then
no additional faults can occur, and with positive probability only any
single fault f ∈ s can be repaired.

4. If S operates in the presence of any fault s ∈ SS\({∅} ∪ S
crtcl
S

),
then with positive probability only either any single fault f ∈ s can be

repaired or any single fault f ∈ F
(0)
S

\s can occur.

Example 1. Let the analyzed CPS S1 be the water tanks system
considered in [2]. It consists of two tanks, namely the left tank and the
right tank. Both tanks are leaking at a constant rate. Water is added
to the system at a constant rate through a hose. At any point in time
the hose is dedicated either to the left tank or to the right tank. The
hose can switch between the tanks instantaneously.

Let F
(0)
S1

= {f1, f2}, where f1 means that the water-level sensor in
the left tank is faulty, and f2 means that the water-level sensor in the
right tank is faulty.

We set FS1
= {{f1}, {f2}, {f1, f2}}. Therefore,

SS1
= {s1, s2, s3, s4},

where s1 = ∅, s2 = {f1} , s3 = {f2}, s4 = {f1, f2}.
With the CPS S1 we can associate some FDTMC MS1

, defined by
the following stochastic (4× 4)-matrix

PS1
=

s1 s2 s3 s4
s1 p1 a1p1 a1p1 0
s2 a2p2 p2 0 a3p2
s3 a2p2 0 p2 a3p2
s4 0 a4p3 a4p3 p3

,

where 0 < pi < 1 (i = 1, 2, 3). The digraph of the FDTMC MS1
is

shown in Figure 1.
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Fault-Free System

1s

Water-Level Sensor

in the Left Tank

is Faulty

2s

Water-Level Sensor

in the Right Tank

is Faulty

3s

Both Water-Level

Sensors are Faulty

4s

1p

2p 2p

3p

1 1a p

2 2a p 2 2a p

1 1a p

3 2a p 3 2a p

4 3a p 4 3a p

Figure 1. The digraph of the FDTMC MS1

Since PS1
is a stochastic matrix, we get

p1 + a1p1 + a1p1 = 1 ⇒ a1 = 0.5(p−1
1 − 1),

a2p2 + p2 + a3p2 = 1 ⇒ a2 + a3 = p−1
2 − 1,

a4p3 + a4p3 + p3 = 1 ⇒ a4 = 0.5(p−1
3 − 1).

�

We denote GMS
the digraph associated with the FDTMC MS.

Theorem 1. The FDTMC MS is aperiodic and irreducible.

Proof. Due to (3), pii > 0 for all i = 1, . . . , k. Therefore, each
state si (i = 1, . . . , k) of the FDTMC MS is aperiodic, i.e. MS is an
aperiodic FDTMC.
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Due to (4), in the digraph GMS
of the FDTMC MS for the state

s1 = ∅ and any state s = {f1, . . . , fr} ∈ SS\{s1} there are pathes

s1 = ∅ → {f1} → {f1, f2} → · · · → s = {f1, . . . , fr}

and

s = {f1, . . . , fr} → {f1, . . . , fr−1} → · · · → {f1} → s1 = ∅,

where each transition occurs with positive probability, i.e. the state
s1 = ∅ communicates with any state s = {f1, . . . , fr} ∈ SS\{s1}.

This factor implies that the digraph GMS
is strongly connected, i.e.

in the FDTMCMS the set of states SS forms the single communicating
class.

Therefore, MS is an irreducible FDTMC.

�

Theorem 1 implies that for the FDTMC MS there exists exactly
one stationary distribution

−→
ψ = (ψs1 , . . . , ψsk),

where the component ψsi (i = 1, . . . , k) is the long-term proportion
of transitions that the FDTMC MS makes into the state si, i.e. the
stationary probability for the FDTMC MS to transit to the state si.

The vector
−→
ψ can be computed as the solution of the system of

equations











−→
ψ PS =

−→
ψ

k
∑

i=1
ψsi = 1

. (5)

It is worth to note that each component ψsi (i = 1, . . . , k) of the

vector
−→
ψ is a strictly positive number.

Example 2. Solving the system of equations (5) for the CPS S1

(see Example 1), we compute the stationary distribution
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−→
ψ = (ψs1 , ψs2 , ψs3 , ψs4),

where:

ψs1 =
a2p2

1− p1

(

a2p2

1− p1
+

a3p2

1− p3
+ 1

)−1

,

ψs2 = ψs3 = 0.5

(

a2p2

1− p1
+

a3p2

1− p3
+ 1

)−1

,

ψs4 =
a3p2

1− p3

(

a2p2

1− p1
+

a3p2

1− p3
+ 1

)−1

.

�

Dealing with the digraph GMS
of the FDTMC MS, we can define

the pair-wise disjoint subsets S
(i)
S

(i = 0, 1, . . . ) of the set SS, such that

S
(i)
S

= {s ∈ SS |Distance(s, Scrtcl
S ) = i} (i = 0, 1, . . . ).

Therefore, S
(0)
S

= Scrtcl
S

and the set S
(i)
S

(i = 1, 2, . . . ) consists of
all states such that i is the least number for sequential occurring of
additional single faults that lead the CPS S to operate in the presence
of critical faults.

The stationary probability Pst(S
(i)
S
) (i = 0, 1, . . . ) that the CPS

S operates in some state that is an element of the set S
(i)
S

can be
computed as follows:

Pst(S
(i)
S
) =

∑

s∈S
(i)

S

ψs (i = 0, 1, . . . ).

In particular, the stationary probability that the CPS S operates
in the presence of some critical fault can be computed as follows:

Pst(S
crtcl
S ) = Pst(S

(0)
S

) =
∑

s∈Scrtcl
S

ψs.
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The probability distribution

Pst(S
(0)
S

),Pst(S
(1)
S

), . . . . (6)

characterizes situations in which the analyzed CPS S operates in the
presence of some fault that is an element of the set of faults determined
by its ”distance” to the set of critical faults.

It should be noted that an essential characteristic of the CPS S

behavior is the study of the changes of the probability distribution (6)
under variations of the probabilities pij (i, j = 1, . . . , k).

Example 3. For the CPS S1 (see Examples 1 and 2) we get

S
(0)
S1

= Scrtcl
S1

= {s4},

S
(1)
S1

= {s2, s3},

and
S
(2)
S1

= {s0}.

Therefore,

Pst(S
(0)
S1

) = ψs4 =
a3p2

1− p3

(

a2p2

1− p1
+

a3p2

1− p3
+ 1

)−1

,

Pst(S
(1)
S1

) = ψs2 + ψs3 =

(

a2p2

1− p1
+

a3p2

1− p3
+ 1

)−1

,

Pst(S
(2)
S1

) = ψs1 =
a2p2

1− p1

(

a2p2

1− p1
+

a3p2

1− p3
+ 1

)−1

.

�

3 Bounded probabilistic analysis of the CPS S

For the analyzed CPS S estimation the occurrences of behaviours asso-
ciated with the decreasing in the performance in the presence of faults
can be reduced to computation the probability Pst(s1, S

trgt
S

) to reach
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this or the other target set Strgt
S

(∅ 6= S
trgt
S

⊂ SS) of states starting in
the state s1, as follows.

Let Πs1,S
trgt
S

be the set of all strings π = si0si1 . . . sir ∈ S+
S

such

that
si0 = s1,

sij /∈ S
trgt
S

(j = 0, 1, . . . , r − 1),

sir ∈ S
trgt
S

,

and
pij ij+1

> 0 (j = 0, 1, . . . , r − 1).

Due to [10, 11], with a string π = si0si1 . . . sir it is associated the
probability

P(π) = P(Cyl(π)) =

r−1
∏

j=0

pij ij+1
.

Therefore,

P(s1, S
trgt
S

) =
∑

π∈Π
s1,S

trgt
S

P(π).

For real CPS, it is computationally infeasible to deal with the infi-
nite set Πs1,S

trgt
S

. Instead, bounded reachability properties [9, 12] can

be analysed as follows.
For the given positive number λ (λ < 1, ) and positive integer h we

denote P(s1, S
trgt
S

, λ, h) the property that for the analysed CPS S the

probability to reach a state in Strgt
S

starting in the state s1 by at most
h steps is not greater then λ.

Let
Π

(l)

s1,S
trgt

S

= Πs1,S
trgt
S

∩ Sl
S (l = 2, . . . , h+ 1).

It is evident that the sets Π
(l)

s1,S
trgt
S

(l = 2, . . . , h+1) can be computed

sufficiently easily than the set Πs1,S
trgt
S

.
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Example 4. Let us consider the CPS S1 (see Example 1).
Setting

S
trgt
S1

= Scrtcl
S1

= {s4},

we get

Π
(2)

s1,Scrtcl
S1

= ∅,

Π
(3)

s1,Scrtcl
S1

= {s1s2s4, s1s3s4},

Π
(4)

s1,Scrtcl
S1

= {s21s2s4, s
2
1s3s4, s1s

2
2s4, s1s

2
3s4},

Π
(5)

s1,Scrtcl
S1

= {s31s2s4, s1s2s1s2s4, s
2
1s

2
2s4, s

3
1s3s4,

s1s3s1s3s4, s
2
1s

2
3s4, s1s2s1s3s4, s1s3s1s2s4}

and so on.

�

It is evident, that the analyzed CPS S satisfies to the property
P(s1, S

trgt
S

, λ, h) if and only if the following inequality holds:

h+1
∑

l=2

∑

π∈Π
(l)

s1,S
trgt
S

P(π) ≤ λ.

Therefore, the property P(s1, S
trgt
S

, λ, h) fails for the analyzed CPS
S if and only if for some subset

C ⊆
h+1
⋃

l=2

Π
(l)

s1,S
trgt
S

the following inequality holds:
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P(C) =
∑

π∈C

P(π) > λ.

This subset C is called a counterexample.

An attempt to design a counterexample can be used to reduce com-
putations in the process of checking the property P(s1, S

trgt
S

, λ, h) for
the analyzed CPS S.

Indeed, let us suppose that the elements of any non-empty set of

strings Π
(l)

s1,S
trgt
S

(l = 2, . . . , h + 1) are enumerated according to their

probabilities non-increasing. Then the following algorithm can be ap-
plied for checking the property P(s1, S

trgt
S

, λ, h) for the analyzed CPS
S.

Algorithm 1. (Checking the property P(s1, S
trgt
S

, λ, h)).

Step 1. l := 2, C := ∅, P(C) := 0.

Step 2. If Π
(l)

s1,S
trgt
S

6= ∅, then go to Step 3, else go to Step 6.

Step 3. Select the first element π ∈ Π
(l)

s1,S
trgt
S

, C := C ∪ {π},

Π
(l)

s1,S
trgt
S

:= Π
(l)

s1,S
trgt
S

\{π}, P(C) := P(C) + P(π).

Step 4. If P(C) > λ, then go to Step 5, else go to Step 2.

Step 5. Print ”For the system S the property P(s1, S
trgt
S

, λ, h) is
false”, print the designed counterexample C in the explicit form, and
HALT.

Step 6. l := l + 1.

Step 7. If l ≤ h+ 1, then go to Step 2, else go to Step 8.

Step 8. Print ”For the system S the property P(s1, S
trgt
S

, λ, h) is
true”, and HALT.

Theorem 2. Algorithm 1 is complete and sound.

Proof. Due to Steps 1-4, 6, and 7, in the process of sequential
generation of the sets of strings

Π
(2)
s1,Strgt

,Π
(3)
s1,Strgt

, . . .
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the validity of the properties

P(s1, S
trgt
S

, λ, 1),P(s1 , S
trgt
S

, λ, 2), . . .

are checked sequentially.

Due to Step 5, if for some l ∈ {2, . . . , h + 1} the property
P(s1, S

trgt
S

, λ, l−1) is false, then Algorithm 1 prints ”For the system S

the property P(s1, S
trgt
S

, λ, h) is false”, prints the designed counterex-
ample C in the explicit form, and halts.

Due to Step 8, if all properties P(s1, S
trgt
S

, λ, l−1) (l = 2, . . . , h+1)
are true, then Algorithm 1 prints ”For the system S the property
P(s1, S

trgt
S

, λ, h) is true”, and halts.

Therefore Algorithm 1 is complete and sound.

�

Example 5. Let us consider the CPS S1 (see Example 1). Setting
p1 = 0.80, p2 = p3 = 0.40, and a2 = a3, we get a1 = 0.125, and
a2 = a3 = a4 = 0.75. Therefore, the FDTMC MS1

is defined by the
following stochastic (4× 4)-matrix

PS1
=

s1 s2 s3 s4
s1 0.80 0.10 0.10 0
s2 0.30 0.40 0 0.30
s3 0.30 0 0.40 0.30
s4 0 0.30 0.30 0.40

.

Let us check the property P(s1, S
crtcl
S1

, 0.1, 3), i.e. λ = 0.1, h = 3 ,

and Strgt
S1

= Scrtcl
S1

= {s4}.

The elements of the sets Π
(3)

s1,Scrtcl
S1

and Π
(4)

s1,Scrtcl
S1

(see Example 4) are

enumerated according to their probabilities non-increasing. Indeed,

P(s1s2s4) = P(s1s3s4) = 0.030,

P(s21s2s4) = P(s21s3s4) = 0.024,
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and

P(s1s
2
2s4) = P(s1s

2
3s4) = 0.012.

Applying Algorithm 1, we get:

Step 1. l := 2, C := ∅, P(C) := 0.

Step 2. Π
(2)

s1,S
trgt

S1

= ∅. We go to Step 6.

Step 6. l := 2 + 1 = 3.

Step 7. 3 ≤ 3 + 1. We go to Step 2.

Step 2. Π
(3)

s1,S
trgt
S1

6= ∅. We go to Step 3.

Step 3. π := s1s2s4, C := {s1s2s4}, Π
(3)

s1,S
trgt
S1

:= {s1s3s4},

P(C) := P(s1s2s4) = 0.030.

Step 4. P(C) = 0.030 ≤ 0.1. We go to Step 2.

Step 2. Π
(3)

s1,S
trgt
S1

6= ∅. We go to Step 3.

Step 3. π := s1s3s4, C := {s1s2s4, s1s3s4}, Π
(3)

s1,S
trgt

S1

:= ∅,

P(C) := P(C) + P(s1s3s4) = 0.030 + 0.030 = 0.060.

Step 4. P(C) = 0.60 ≤ 0.1. We go to Step 2.

Step 2. Π
(3)

s1,S
trgt
S1

= ∅. We go to Step 6.

Step 6. l := 3 + 1 = 4.

Step 7. 4 ≤ 3 + 1. We go to Step 2.

Step 2. Π
(4)

s1,S
trgt
S1

6= ∅. We go to Step 3.

Step 3. π := s21s2s4, C := {s1s2s4, s1s3s4, s
2
1s2s4},

Π
(4)

s1,S
trgt
S1

:= {s21s3s4, s1s
2
2s4, s1s

2
3s4},

P(C) := P(C) + P(s21s2s4) = 0.060 + 0.024 = 0.084.

Step 4. P(C) = 0.084 ≤ 0.1. We go to Step 2.

Step 2. Π
(4)

s1,S
trgt
S1

6= ∅. We go to Step 3.

Step 3. π := s21s3s4, C := {s1s2s4, s1s3s4, s
2
1s2s4, s

2
1s3s4},

Π
(4)

s1,S
trgt
S1

:= {s1s
2
2s4, s1s

2
3s4},

P(C) := P(C) + P(s21s3s4) = 0.084 + 0.024 = 0.108.

Step 4. P(C) = 0.108 > 0.1. We go to Step 5.
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Step 5. Print ”For the system S1 the property P(s1, S
trgt
S1

, 0.1, 3) is
false”, print the designed counterexample

C := {s1s2s4, s1s3s4, s
2
1s2s4, s

2
1s3s4},

and HALT.

�

It is evident that Algorithm 1 can be easily applied for the study
of the violation of the property P(s1, S

trgt
S

, λ, h) under variations of
the probabilities pij (i, j = 1, . . . , k), as well as under variations of the
values of λ and h.

4 Conclusions

The proposed FDTMC is intended for characterization behaviors of the
analyzed CPS in the presence of admissible faults. For this FDTMC
there exists the single stationary distribution (see Theorem 1). There-
fore, probabilities of decreasing in performance of the analyzed CPS in
the presence of faults can be estimated. Besides, the proposed FDTMC
can be used for the bounded probabilistic analysis of the reachability
of the target set of faults for the analyzed CPS (see Algorithm 1).

The essential characteristic of the proposed FDTMC is that it can
be used for analysis of the effect of variations of faults probabilities on
the probability distribution (6), as well as on the reachability of the
target set of faults. Moreover, the proposed FDTMC can be used for
symbolic modeling of the analyzed CPS by using these or the other
suitable software tools.
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Loser-out multi metaheuristic framework for

multi-objective optimization

Jamshid Tamouk, Nasser Lotfi

Abstract

This paper proposes a multi metaheuristic framework con-
sisting of four multi-objective optimization (MOO) algorithms in
which they compete with each other along four phases to be sur-
viving in the next phases. Likewise, it is assumed that number
of phases is equal to the number of metaheuristics. The pro-
posed method, named as Loser-Out-Framework (LOF) from this
point on, runs in consecutive sessions so that a session starts with
dividing global population into several subpopulations. There-
after in the first phase, entire set of metaheuristics is assigned to
each subpopulation and then metaheuristics are performed over
subpopulations to modify and improve them. In continuation of
each phase, non-dominated solutions extracted by all metaheuris-
tic sets are stored in global archive, and then the most ineffec-
tive metaheuristic of each subpopulation is eliminated. The pro-
posed method is evaluated and tested over the well-known DTLZ
and WFG benchmarks. Comparative evaluations against several
state-of-the-art algorithms exhibits that the proposed framework
outperforms others in terms of extracted Pareto front quality.

Keywords: Multi-Objective Optimization, Metaheuristic,
Metaheuristic Based Framework.

1 Introduction

Even though metaheuristics have been widely applied for solving NP-
hard optimization problems, no individual metaheuristic performing
well enough over all optimization problems can be found. Therefore,
having an appropriate framework consisting of various metaheuris-
tics became significantly important when high quality solutions for

©2020 by CSJM; J. Tamouk, N. Lotfi
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a vast variety of optimization problems are needed. In this paper,
four recently published metaheuristic algorithms, namely NSGA-III,
R-NSGA-III, U-NSGA-III and the well-known MOEA/D, are imple-
mented and used in the proposed framework for solving multi-objective
optimization (MOO) problems. Four MOO algorithms in the proposed
framework compete with each other along four phases to be surviv-
ing in the next phases. The proposed method, named as Loser-Out-
Framework (LOF) from this point on, runs in consecutive sessions so
that a session starts with dividing global population into several sub-
populations. Afterwards in the first phase, all metaheuristics are as-
signed to each subpopulation, and then metaheuristics are performed
over subpopulations to improve them. Later on, the non-dominated
solutions found by all metaheuristic sets are kept in global archive,
and then the weakest metaheuristic is eliminated from each subpopu-
lation. The proposed method is tested over three-objective DTLZ and
WFG benchmarks by following the process described for these bench-
mark problems. Success of the proposed framework on most of the test
cases, in comparison to state-of-the-art algorithms puts it in the first
position among its well-known competitors. A detailed description of
the proposed architecture is given in Section 4. The rest of this paper
is organized as follows: next section (Section 2) indicates a brief discus-
sion on state-of-the-art algorithms in metaheuristic-based approaches
for MOO problems. In Section 3, MOO metaheuristics used in the
proposed framework are discussed and then the proposed framework
for MOO is introduced in Section 4. In Section 5 experimental results
and their evaluations are given, and finally, the conclusion and feature
research directions are presented in Section 6.

2 State-of-the-art in metaheuristic-based ap-
proaches for MOO

Pretty rich amount of state-of-the-art methods for solving multi-
objective optimization problems can be found in the literature [8 ]-[12].
Some recently proposed algorithms, namely NSGA-III-WA, NSGA-III,
VAEA, RVEA, MOEA/D and MOEA/D-M2M, are selected from state-
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of-the-art methods to be used for evaluation of our proposed method.
NSGA-III-WA algorithm was proposed by Wang et al. in order to
improve standard NSGA-III. Their proposed NSGA-III-WA improves
NSGA-III in terms of evolution strategy (using combination of the new
differential evolution strategy proposed in this article together with ge-
netic evolution strategy) and weight vector adjustment (to decompose
the objective space into several subspaces) [7]. The proposed algorithm
speeds up the method without reducing the performance by adding a
discriminating condition to the algorithm. Authors tested NSGA-II-
WA over DTLZ benchmark set and found that it is effective in terms
of convergence and distribution [7]. Generation framework of NSGA-
III-WA is presented in Algorithm 2.1, where in the algorithm: N is
population size, Pt is the initial population, Qt is the population result
from applying the differential operator on population and Wunit is the
weight vector.

.

Input: N structured reference points W unit, parent popula-

tion Pt

Output: Pt+1

(1) Initialization (Pt , W unit)

(2) Gen = 1

(3) While Gen ≤ Gen max do

(4) Qt = Evolutionary strategy (Pt)

(5) Rt = Pt ∪ Qt

(6) Pt + 1 = Environmental selection (Rt)

(7) W unit = Weight Adjustment (W unit)

(8) Gen++

(9) End While

(10) Return Pt+1

Algorithm 2.1. Generation framework of the proposed NSGA-III-
WA[7]

The population size of Rt is set to 2N (due to combining two pop-
ulations Pt and Qt together with the size of N) and differential op-
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erator is taken into account as an evolutionary strategy. Also for se-
lecting the best individuals as a next generation, the environmental
selection operation (which includes: normalization of objective values,
associate of each individual resulted from normalization with the ref-
erence points, Compute the Niche Count of the Reference Point, Niche
Preservation Operation) is employed. Kalyanmoy and Himanshu [15]
proposed NSGA-III in 2014 which differs from NSGA-II in terms of
individual selections. NSGA-III is a robust technique that eliminates
the weaknesses of NSGA-II [7],[15], e.g., it solves the issue of lacking
uniform diversity. The diversity is maintained by computing crowding
distance in NSGA-II, but in NSGA-III it is realized by using reference
direction niching. NSGA-III attempts to find Pareto-front optimal so-
lutions that are close to reference points. The algorithm has been
tested over different benchmarks and outcomes proved its robustness.
Algorithm 2.2 shows the general steps of NSGA-III in search process.
More details of NSGA-III can be found in [2], [7], [15].

.

1. Generate N reference points regarding to the population

size.

2. Generate initial population.

3. Repeat until termination criterion is satisfied:

. 3.1. Apply related operators to generate new population

. 3.2. Combine the populations and apply non-dominated

sorting.

. 3.3. Assign points to the reference points.

4. END

Algorithm 2.2. NSGA-III steps

VAEA (Vector Angle-Based Evolutionary Algorithm) was proposed
by Xiang et al. in 2017 which is based on angle decomposition [14].
VAEA tunes convergence and diversity of search space without need-
ing reference points and it uses maximum-vector-angle-first principle to
guarantee the wideness and uniformity of the solution set. It has a sim-
ilar environmental selection to the NSGA-II and NSGA-III, but with
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different niche preservation operation. The authors evaluated VAEA
over many-objective benchmarks, and the obtained results illustrated
that VAEA tunes convergence and diversity in a good manner. Algo-
rithm 2.3 shows the steps of VAEA framework, where: P is the initial
population with the size of N , Q is the population result from applying
the Mating selection and Variation operators on P , S is the union set
of P and Q, G is the number of generations, and Gmax is the maximum
number of generations.

.

1: Initialization (P)

2: G = 1

3: While G leq Gmax do

4: P
′

= Mating selection(P)

5: Q = Variation(P
′

)

6: S = P ∪ Q

7: P = Environmen-

tal selection(S)

8: G + +

9: End While

10: Return P

Algorithm 2.3. Framework of the VAEA [14]

Mating selection is the operation to select more potential solutions
for mating pool (i.e.P

′

) based on the fitness value of each individual.
Variation is the operation to generate a set of offspring solutions (i.e.
Q) by applying crossover and mutation. Environmental selection is a
procedure to select N solutions from union set of P and Q.

Ran, Yaochu, Markus and Bernhard [13] suggested RVEA (Ref-
erence Vector Guided Evolutionary Algorithm) in 2016 in which the
novelty of this approach is to employ two components, namely, refer-
ence vector guided selection and the reference vector adaptation (which
is used to dynamically tune the weight vectors in accordance to ob-
jective functions) to improve the performance. The authors tested
RVEA against 5 state-of-the-art methods and found that RVEA is ef-
fective and cost-efficient. Algorithm 2.4 indicates the RVEA frame-
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work, where: P0 is the initial population, Pt is the population resulted
after t iterations, Qt is the population resulted from applying offspring-
creation operation on Pt, N is the population size, V0 is the initial refer-
ence vectors, Vt is the reference vectors resulted after t iterations, Pt+1

is the new population resulted from applying reference-vector-guided-
selection operator on the current population, and Vt+1 is the new ref-
erence vectors resulted from applying reference-vector-adaptation op-
erator on the current reference vectors.

.

1: Input: the maximal number of generations tmax, a set of

unit reference vectors V0 = {v0,1, v0,2, . . . , v0,N};

2: Output: final population Ptmax
;

3: /*Initialization*/

4: Initialization: create the initial population P0 with N

randomized individuals;

5: /*Main Loop*/

6: while t ¡ tmax do

7: Qt = offspring-creation(Pt);

8: Pt = Pt ∪Qt;

9: Pt+1 = reference-vector-guided-selection(t, Pt, Vt);

10: Vt+1= reference-vector-adaptation(t, Pt+1, Vt, V0);

11: t = t + 1;

12: end while

Algorithm 2.4. RVEA framework

In the algorithm, offspring-creation is the operation used to gener-
ate offspring using crossover, mutation and elitism selection.

MOEA/D-M2M was proposed by Hai-Lin, Fangqing and Quingfu
[22] in 2014 which is based on the divide and conquer technique. The
proposed algorithm divides the Pareto-front and search space into seg-
ments and sub-spaces, then each sub-problem regarding to its own
segment and sub-space is solved separately. This way the distribution
of extracted solutions is increased. Algorithm 2.5 shows the steps of
MOEA/D-M2M.
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.

Input :

. • MOP (1);

. • A stopping criterion;

. • K: the number of the subproblems;

. • v1, . . . , vK : K unit direction vectors;

. • S: the size of subpopulation;

. • Genetic operators and their associated parameters.

Output: Ψ: a set of nondominated solutions

Initialization: Uniformly randomly choose K × S points from

[a, b]n, compute their F-values and then use them to set P1, . . . , PK .

while the stopping criterion is not met do

. Generation of New Solutions:

. Set R = φ;

. for k ← 1 to K do

. foreach x ∈ PK do

. Randomly choose y from PK ;

. Apply genetic operators on x and y to generate a new

solution z;

. Compute F(z);

. R := R ∪ {z};

. end

. Q := R ∪(∪K
k=1PK);

. use Q to set P1, . . . ., PK ; . end

. Find all the nondominated solutions in ∪K
k=1PK and output

them.

End

Algorithm 2.5. MOEA/D-M2M

Quingfu and Hui [3] proposed MOEA/D (Multi-objective Evolu-
tionary Algorithm) in 2007 which is based on decomposition. MOEA/D
divides a problem into sub-problems and then optimizes them at the
same time. MOEA/D speeds up the optimization process without af-
fecting the quality of results. Meanwhile, it provides a better distribu-
tion over the extracted objectives. The MOEA/D became very popular
after earning the first place (among the 13 competitors) in CEC2009
contest. Back then, diverse versions of MOEA/D have been proposed
by applying different decomposition methods, e.g. MOEA/D-DE [16],
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MOEA/D-DRA [18], MOEA/D-XBS [19]. More details of MOEA/D
can be found in [3].

3 MOO metaheuristics used within the pro-
posed framework

3.1 NSGA-III (Non-dominated Sorting Genetic
Algorithm)

NSGA-III was introduced by Kalyanmoy and Himanshu [15] in 2014
(designed for problems with many objectives) so that its implemen-
tation is based on NSGA- and NSGA-II. NSGA-III and NSGA-II are
basically similar (in both of them, nondominated sorting is applied to
rank the population into a number of fronts), but mostly different in
terms of mechanism, e.g., in NSGA-III, the diversity and convergence
metrics are enhanced by using a set of reference points and directions
for selecting the nondominated solutions for the next generation (i.e.,
it is the combination of Pareto-based evolutionary multiobjective opti-
mization/EMO algorithm and decomposition). Using a reference direc-
tion, it would be possible to start from a reference point and pass over
reference direction. Meanwhile in each epoch, a population member is
found for each reference direction. Likewise, diversity is maintained by
computing crowding distance in NSGA-II, but in NSGA-III it is real-
ized by using reference direction niching. NSGA-III attempts to find
Pareto-front optimal solutions that are close to reference points, but in
the most of optimization problems optimal Pareto-front is not known.

NSGA-III works robustly against the problems with many objec-
tives (three or more); and, similar to NSGA-II, there is no need for
any parameter setting other than population size, termination crite-
ria, crossover, and mutation probabilities. There is a none-algorithmic
parameter for number of reference points in which population size is
dependent on it (they should be approximately equal). The extracted
Pareto-front guarantees a good distribution of points. NSGA-III fol-
lows the steps shown in Algorithm 3.1 in search process. More details
of NSGA-III can be found in [2], [7], [15].
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.

1. Generate N reference points regarding the population size.

2. Generate initial population.

3. Repeat until termination criterion is satisfied:

. 3.1 Apply related operators to generate new population

. 3.2. Combine the populations and apply non-dominated

sorting.

. 3.3. Assign points to the reference points.

4. END

Algorithm 3.1. NSGA-III steps

3.2 R-NSGA-III

R-NSGA-III was proposed by Yash, Kalyanmoy and Julian [4] in 2018
(based on recently proposed NSGA-III and R-NSGA-II method) in
order to find a desired part of optimal Pareto-front. To do so, R-
NSGA-III defines some reference points and carries out multi-criterion
decision-making method. Also, the method uses an epsilon parameter
to represent minimum distance between neighbors. When the epsilon
value is larger, large amount of solutions around reference points are
selected. R-NSGA-III applies clearing based niching instead of crowd-
ing distance based niching. In this algorithm the authors extend the
R-NSGA-II method to get a more uniform emphasis in finding solutions
for all supplied aspiration points. Moreover, they extend the NSGA-
III with reference point concept for the same purpose [4] by taking
into account a novel reference point generation method based on user-
supplied aspiration points (zK) in which K aspiration points (z1,...,Ki )
are provided by the user in M-dimensional objective space:

r(K) =
(

z
(K)
1 , z

(K)
2 , . . . , z

(k)
M

)

k = 1, 2, . . . ,K,

where, M is the number of objectives, K is the number of aspiration
points, and zK is the kth aspiration point. R-NSGA-III employs the
same genetic operators and survival selection process as NSGA-III.
More details of RNSGA-III can be found in [4].
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3.3 MOEA/D (decomposition-based multi-objective evo-
lutionary algorithm)

MOEA/D (multi-objective evolutionary algorithm based on decompo-
sition) was proposed by Quingfu and Hui [3] in 2007 which is one of
the most popular multi-objective evolutionary algorithms. MOEA/D
breaks down the original multi-objective problem into several single-
objective sub-problems using decomposition method and then opti-
mizes them concurrently (with regard to optimization, a number of
weight vectors with good distribution are often required) by taking
into account the neighborhood relationships among sub-problems (for
selecting mating parents and population replacement).

Diverse versions of MOEA/D have been proposed by applying dif-
ferent decomposition methods, e.g. MOEA/D-DE [16], MOEA/D-
DRA [18], MOEA/D-XBS [19], and MOEA/D-GR [20]. Figure 3.1
represents the flowchart of MOEA/D algorithm [21]. Steps of this al-
gorithm are illustrated in Figure 3.1, whereN is the population size and
weight vector size (λ1, . . . , λN ); x is the initial population (x1, . . . , xn),
in which xi is considered as the ith solution; fi is the ith objective; zi in
formula Z = (z1, . . . , zm) is the best value found so far for objective fi;
λi is the weight vector; T is the number of the closest weight vectors to
each weight vector (λi); and EP is the external population for storing
the found NDSs.

Due to optimizing the sub-problems using some neighborhood sub-
problems, MOEA/D is not time consuming method. Even though
MOEA/D is faster than NSGA-II, the obtained results are similar or
even better than NSGA-II. Likewise MOEA/D achieves better distri-
bution for three-objective problems than other methods. Detailed in-
formation can be found in [3].
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Figure 3.1. MOEA/D Flowchart [21]

3.4 U-NSGA-III

U-NSGA-III is a unified evolutionary optimization algorithm based on
NSGA-III. As described in Section 3.1, NSGA-III was proven to work
well on many objectives problems. But it has difficulties when applying
it to single or two-objective problems; therefore, U-NSGA-III comes up
with certain changes in NSGA-III algorithm to overcome this shortage
by unifying all three types of optimization problems together (namely,
single-objective, multi-objective and many-objective problems). Some
changes are:

• Unlike NSGA-III, N (population size) and H (number of ref-
erence points) are different parameters with a condition that
N ≥ H and N is a multiple of four.
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• It increases the performance of NSGA-III by replacing tourna-
ment pressure (niching-based tournament selection) with random
selection.

• In multi-objective optimization, U-NSGA-III has multiple pop-
ulation members for each reference direction, and its non-
dominated sorting method is used to divide population into multi-
ple non-dominated fronts. It focuses on non-dominated solutions
and solutions closer to reference points.

.

Input: Two parents: p1 and p2
Output: Selected individual, ps
1: if π(p1) = π(p2) then

2: if p1.rank ¡ p2.rank then

3: ps = p1
4: else 5: if p2.rank ¡ p1.rank

then

6: ps = p2
7: else

8: if d⊥(p1) < d⊥(p2)then

9: ps = p1
10: else

11: ps = p2
12: end if

13: end if

14: end if

15: else

16: ps = random Pick (p1, p2)

17: end if

Algorithm 3.2. Niching based selection

But, similar to NSGA-II and NSGA-III, this algorithm also doesn’t
need additional parameters than usual optimization algorithms [5], and
the rest of process is similar to standard NSGA-III. Algorithm 3.2
indicates the pseudo-code for niching-based selection in U-NSGA-III,
where π(s) denotes the closest reference point, p1 and p2 are the parents

296



Loser-out multi metaheuristic framework for multi-objective . . .

passed to the algorithm as an input, and ps is the best individual
selected so far (i.e., winner). As it is shown in the pseudo-code in
Algorithm 3.2, if two solutions under consideration belong to different
associated niches (i.e., reference directions), in that case one of them
should be selected randomly. Otherwise, the solution that belongs to
a better non-dominated rank should be selected. However, if both
solutions belong to the same niche and the same non-dominated front,
the closest one to the reference direction should be selected.

4 The proposed multi metaheuristic frame-
work for MOO

Loser-Out-Framework (LOF) consists of four different robust meta-
heuristics cooperating together in collecting Non-Dominated Solutions
(NDS) in a global archive and also updating subpopulations with the
improved ones during execution. All metaheuristics compete with each
other to survive and no to be eliminated. The proposed process starts
with dividing the global population to ‘p’ sub-populations and then, as
the first phase, applying entire set of metaheuristics (which contains ‘n’
number of metaheuristics) to all ‘p’ sub-populations for fitness evalua-

tions of ‘
(

α
s−n+i

)

ts−n+i+β’ (which totally should not exceed the maxi-

mum number of fitness evaluations allowed for each test instance) times.
For example, let’s assume that α = 100, t = 10, s = 5, β = 100, and i =

0, . . . , n. So, the first phase will run for
(

100
5−4−0

)

t5−4−0 + 100 = 1100

times to find the first loser of each sub-population and remove it from
their metaheuristic set. Non-dominated sets, Pareto front, found by
all metaheuristics including the loser will be stored in a global archive
while the evolved-populations by the loser are discarded (to avoid trap-
ping into local optimum) and this process will continue until the num-
ber of survived metaheuristics in each set becomes one. However, the
rest of the fitness evaluations (which is a considerably big number) will
be assigned to the winner of the competition in each subpopulation.
At the end, all Non-Dominated Solutions found by all metaheuristics
are combined and then a constant number of non-dominated solutions
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is selected as a final result. Thereafter, for comparison, the IGD values
are computed. Process and steps of the proposed framework are shown
in Figure 4.1.

There is a simple but efficient logic behind having smaller number of
fitness evaluations in earlier phases and increasing it in the next phases,
that is, one metaheuristic (Loser) is eliminated from metaheuristic set
of each sub-population in each step, therefore, in the next phases more
effective metaheuristics remain in sets. This is how to give more chances
to effective ones and increase the quality of extracted solutions.

Figure 4.2 illustrates an example of LOF approach containing four
metaheuristics (m1, m2, m3, and m4) applied to population which
has been divided into four sub-populations (sub-pop1, sub-pop2, sub-
pop3, and sub-pop4). The following indicates the calculation of fitness
evaluations for all four phases under the assumption of total fitness
evaluations of 300,000.

(

α

s− n+ i

)

ts−n+i + β

(

α

s− n+ 0

)

ts−n+0 +

(

α

s− n+ 1
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(

α

s− n+ 2

)

ts−n+2+

(

α

s− n+ 3

)

ts−n+3 + β = 300, 000

(

100

5− 4 + 0

)

105−4+0 +

(

100

5− 4 + 1

)

105−4+1 +

(

100

5− 4 + 2

)

105−4+2+

(

100

5− 4 + 3

)

105−4+3 + β = 300, 000

100× 10 + 50× 100 + 33× 1000 + 25 × 10000 + β = 1000 + 5000+

33000 + 250000 + β ≈ 300, 000
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Figure 4.1. Loser-Out-Framework steps and components

Figure 4.2. Process of dropping the loser metaheuristics of each sub-
population
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5 Evaluations and Experimental results

The proposed method is evaluated over the well-known three-objectives
DTLZ and WFG benchmarks [6], and inverse generational distance
(IGD) values are computed over 30 independent runs of each problem.
Thereafter, the proposed framework is compared to six state-of-the-art
algorithms [7]. For each of the test functions, the number of fitness
evaluations is set according to values reported in references [7].

Table 5.1 illustrates the rank of each metaheuristic used in Loser-
Out-Framework for DTLZ test cases. As an example, for DTLZ1 test
case, MOEA/D was the worst one, and it has been removed at the end
of first phase. Similarly, NSGA-III was the best one which survives
until the last phase and earns a big portion of fitness evaluations. Based
on Table 5.1, R-NSGA-III is the best performing method winning 3 out
of 6 problems and NSGA-III takes the second position with 2 out of 6
problems.

Table 5.1. Rank of the metaheuristics used in Loser-Out-Framework
applied to three-objectives DTLZ

Function MOEA/D NSGA-III
R-NSGA-

III

U-NSGA-

III

DTLZ1 4 1 3 2

DTLZ2 4 2 3 1

DTLZ3 2 4 1 3

DTLZ4 4 1 3 2

DTLZ5 4 2 1 3

DTLZ6 3 4 1 2

Table 5.2 illustrates the average IGD scores obtained by LOF and
its six recently published state-of-the-art competitors [8]-[12] over three
objective DTLZ instances.
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Table 5.2. IGD values obtained by LOF and its six competitors for
three-objectives DTLZ

Func-

tion

NSGA-

III-

WA

NSGA-

III
VAEA RVEA

MODA/

D

MODA/

D-

M2M

LOF

LOF

Rank

out of 7

DTLZ1
0.0314

±0.0006

0.0209

±0.0006

0.0777

±0.0008

0.0620

±0.0027

0.0408

±0.0071

0.0431

±0.0055

0.01787

±0.0021
1

DTLZ2
0.0547

±0.0002

0.05457

±0.0004

0.0563

±0.0008

0.0549

±0.0001

0.0639

±0.0007

0.0941

±0.002

0.04353

±0.0044
1

DTLZ3
0.0589

±0.0007

0.0993

±0.0008

0.0559

±0.0019

0.0660

±0.0044

0.0638

±0.0014

0.0949

±0.001

0.05673

±0.0039
2

DTLZ4
0.0029

±0.0001

0.0036

±0.0007

0.0553

±0.1937

0.0033

±0.0002

0.0643

±0.1009

0.0793

±0.0316

0.00344

±0.0050
3

DTLZ5
0.1281

±0.0158

0.1143

±0.0056

0.1674

±0.0570

0.2057

±0.0032

0.4196

±0.0023

0.0432

±0.0088

0.09230

±0.0078
2

DTLZ6
0.9766

±0.0252

1.516

±0.0912

1.656

±0.0509

1.303

±0.0202

1.515

±0.0075

1.826

±0.0036

0.94340

±0.0044
1

DTLZ7 NA NA NA NA NA NA
0.08722

±0069
NA

Based on Table 5.2, LOF takes the first position for DTLZ1, DTLZ2
and DTLZ6, the second position – for DTLZ3 and DTLZ5, and the
third position – for DTLZ4 test instances. It means that in 50% of
the test cases, LOF takes the first position and for the rest of the
test cases it performs very close to the best ones. Likewise, Pareto-
Fronts extracted by LOF for problems DTLZ1 to DTLZ7 are visually
represented in Figure 5.1.
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(a) Figure 5.1.a. Pareto front and optimal solution set for DTLZ1

(b) Figure 5.1.b. Pareto front and optimal solution set for DTLZ2
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(a) Figure 5.1.c. Pareto front and optimal solution set for DTLZ3

(b) Figure 5.1.d. Pareto front and optimal solution set for DTLZ4
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(a) Figure 5.1.e. Pareto front and optimal solution set for DTLZ5

(b) Figure 5.1.f. Pareto front and optimal solution set for DTLZ6
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(a) Figure 5.1.g. Pareto front and optimal solution set for DTLZ7

Figure 5.1. Pareto-Fronts extracted by LOF for problems DTLZ1 to
DTLZ7

Below, in Figure 5.2, the average IGD values obtained by LOF and
its competitors for DTLZ1 to DTLZ6 test cases are presented. It can
be seen that the proposed method, shown in black, is either the best
one or very close to the best one.

Table 5.3 illustrates the Friedman Aligned Ranks Test values cal-
culated based on the IGD scores of 6 state-of-the-art algorithms and
the new framework to find the order of the LOF among its competi-
tors. Likewise, calculating the statistical similarity of results obtained
by LOF to competitors [16], [17] is presented. Consequently, Table 5.4
shows the average of rank values, FAR and p-values for all algorithms.
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Figure 5.2. Average IGD values provided by LOF and its competitors
for DTLZ test cases

Table 5.3. Calculated ranks of Friedman aligned for all pairs of DTLZ
problems and Methods

Function

NSGA-

III-

WA

NSGA-

III
VAEA RVEA

MODA/

D

MODA/

D-

M2M

LOF

DTLZ1 18 14 35 29 25 27 8

DTLZ2 22 21 24 23 28 34 13

DTLZ3 17 32 15 20 19 30 16

DTLZ4 9 12 31 10 33 37 11

DTLZ5 7 6 26 36 40 3 5

DTLZ6 2 39 41 4 38 42 1

Sum 75 124 172 122 183 173 54

AVG 12.50 20.67 28.67 20.33 30.50 28.83 9.00
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According to Table 5.3, the average rank value of LOF is 9.00 which
is the smallest one (i.e., the best performing algorithm). On the other
hand, the p-value of LOF is also very close to zero which shows the
remarkable statistical difference between the results of LOF and its
competitors.

Table 5.4. Friedman Aligned Rank and p-value computed for all the
methods for DTLZ problems

Algorithms

Average values of Friedman

Aligned Ranks overall

problem instances

NSGA-III-WA 12.50

NSGA-III 20.67

VAEA 28.67

RVEA 20.33

MODA/ D 30.50

MODA/ D-M2M 28.83

LOF 9.00

FAR 15.054483

P-value 0.012837

Finally, the proposed framework is evaluated over some three-
objective WFG instances to prove the superiority of LOF when com-
pared to its competitors.

Table 5.5 illustrates the rank of each metaheuristic used in Loser-
Out-Framework for WFG test cases. According to Table 5.5, R-NSGA-
III is the best performed method winning 2 out of four problems, and
both NSGA-III and U-NSGA-III take the second position winning 1
out of 4 problems.
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Table 5.5. Rank of the metaheuristics used in Loser-Out-Framework
applied on three-objectives WFG

Function MOEA/D NSGA-III
R-NSGA-

III

U-NSGA-

III

WFG1 2 4 3 1

WFG2 4 1 2 3

WFG3 2 4 1 3

WFG4 4 3 1 2

Table 5.6 illustrates the average IGD scores for four three-objective
WFG instances of LOF and its six recently published state-of-the-art
competitors [8]-[12]. Based on Table 5.6, LOF takes the first position
for WFG3 and WFG4, the second position – for WFG1 and the third
position – for WFG3 test instances. It means that again in 50% of the
test cases LOF takes the first position and for the rest of the cases it
performs very close to the best ones.

Table 5.6. IGD values obtained by LOF and its six competitors for
three-objectives WFG

Function

NSGA-

III-

WA

NSGA-

III
VAEA RVEA

MODA/

D

MODA/

D-

M2M

LOF

LOF

Rank

out of

7

WFG1
1.171

±0.2727

1.370

±0.3356

1.324

±0.2315

1.047

±0.2417

1.216

±0.2173

1.211

±0.3725

1.157

±0.2820
2

WFG2
0.2149

±0.0613

0.2839

±0.1040

0.3218

±0.0893

0.3157

±0.0436

1.317

±0.0701

0.3714

±0.0482

0.293

±0.0451
3

WFG3
0.2163

±0.0264

0.3791

±0.0816

0.1489

±0.0069

0.1977

±0.0328

0.1793

±0.0303

0.2361

±0.0462

0.144

±0.0272
1

WFG4
0.2043

±0.0022

0.2147

±0.0003

0.2317

±0.0073

0.2272

±0.0037

0.2475

±0.0037

0.3581

±0.0031

0.198

±0.0008
1
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Table 5.7 and Table 5.8 show Friedman Aligned Ranks Test, average
of rank values, FAR and p-values for the proposed framework and its
six competitors. According to Table 5.7, the average rank value of LOF
is 5.00 which is the smallest one (i.e., the best performing algorithm).
Small p-value of LOF also shows the remarkable statistical difference
between the results of LOF and its competitors.

Table 5.7. Calculated ranks of Friedman aligned for all pairs of WFG
problems and Methods

Function

NSGA-

III-

WA

NSGA-

III
VAEA RVEA

MODA/

D

MODA/

D-

M2M

LOF

WFG1 11 7 27 21 18 19 1

WFG2 15 14 17 16 20 26 6

WFG3 10 24 8 13 12 22 9

WFG4 2 5 23 3 25 28 4

Sum 38 50 75 53 75 95 20

AVG 9.50 12.50 18.75 13.25 18.75 23.75 5.00

6 Conclusions and future works

This paper presents a new framework, called the Loser-Out-Framework
(LOF), to solve MOO problems. LOF consists of four different and
robust metaheuristics cooperating with each other to collect Non-
Dominated Solutions (NDS) in a global archive and also to improve
subpopulations. These four metaheuristics are also in competition to
survive. At the end, all Non-Dominated Solutions found by all meta-
heuristics are combined and then a constant number of non-dominated
solutions are selected as a final result. Thereafter for comparison, the
IGD values are computed. The effectiveness of the proposed method
is tested over three-objective DTLZ and WFG benchmark instances,
and its performance is comparatively evaluated against the well-known
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modern MOO algorithms. The success of the proposed approach on
the most of test problems in comparison to state-of-the-art algorithms
indicates the efficiency of LOF in solving MOPs and puts it in the first
position against its competitors. For the future, it is planned to extend
this framework by adding more well-performed metaheuristics (conse-
quently more phases) and evaluate it by applying to some real-world
problems.

Table 5.8. Friedman Aligned Rank and p-value computed for all the
methods for WFG problems

Algorithms

Average values of Friedman

Aligned Ranks overall

problem instances

NSGA-III-WA 9.5

NSGA-III 12.5

VAEA 18.75

RVEA 13.25

MODA/ D 18.75

MODA/ D-M2M 2375

LOF 5

FAR 9.5901

P-value 0.014300
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Abstract

We present results about groupoids of small order with Bol-
Moufang type identities both classical and non-classical which
are listed in [7], [9].
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1 Introduction

Binary groupoid (G, ∗) is a non-empty set G together with a binary
operation “∗” which is defined on the set G.

An identity based on a single binary operation is of Bol-Moufang
type if “both sides consist of the same three different letters taken in
the same order but one of them occurs twice on each side” [9]. We use
list of 60 Bol-Moufang type identities given in [13].

There exist other (more general) definitions of Bol-Moufang type
identities and, therefore, other lists and classifications of such identities
[1], [7]. An identity based on a single binary operation is of generalized
Bol-Moufang type if “both sides consist of the same three different
letters but one of them occurs twice on each side” [1], [7]. In this paper
we use both classifications.

We shall name here classical Bol-Moufang type identities as identi-
ties from Fenyves’s list. We shall name here non-classical type identities

©2020 by CSJM; G. Horosh, V. Shcherbacov, A. Tcachenco, T. Yatsko
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as generalized Bol-Moufang type identities. It is clear that any classical
type identity is also of non-classical type, but inverse is not true.

Quasigroups and loops, in which Bol-Moufang type identity is
true, are central and classical objects of Quasigroup Theory. We
recall, works of R. Moufang, G. Bol, R. H. Bruck, V. D. Belousov,
K. Kunen, S. Gagola and of many other mathematicians are devoted
to the study of quasigroups and loops with Bol-Moufang type identi-
ties [1]–[3], [7], [9]–[11], [14], [16], [19].

We continue the study of groupoids with Bol-Moufang type identi-
ties [17], [6] [4], [5], [12], [22].

Notice, research of groupoids of small order with some identities is
a well-known problem in mathematical literature.

For groupoids the following natural problem is researched: how
many groupoids with some identities of small order there exist? A list
of numbers of semigroups of orders up to 8 is given in [20], of order 9
– in [8]; a list of numbers of quasigroups up to 11 is given in [15], [18].

2 Results

2.1 Some results on groupoids of order two

It is clear that there exist 16 groupoids of order 2 and there exist nn2

of
groupoids of order n. For example, 33

2

= 19683, 44
2

= 4294 967 296.

We list isomorphic pairs of groupoids of order two. If a groupoid
does not have a pair, then this groupoid has an automorphism group
of order two.

Below, the quadruple 22 12 means a groupoid of order 2 with the
following Cayley table:

∗ 1 2

1 2 2
2 1 2

and so on. In such a record, a groupoid is commutative if and only if
two elements of a quadruple, the second and the third, are equal.
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Groupoid (G, ·) is isomorphic to groupoid (G, ◦) if there exists a
permutation α of symmetric group SG such that x ◦ y = α−1(αx · αy)
for all x, y ∈ G.

Groupoid (G, ·) is anti-isomorphic to groupoid (G, ◦) if there exists
a permutation α of symmetric group SG such that x◦y = α−1(αy ·αx)
for all x, y ∈ G.

Remark 1. If groupoid (G, ·) is anti-isomorphic to groupoid (G, ◦),
then groupoid (G, ◦) is anti-isomorphic to groupoid (G, ·). Really x·y =
α(α−1y ◦ α−1x) for all x, y ∈ G.

Remark 2. In commutative groupoid (G, ·) any anti-isomorphism co-
incides with isomorphism.

It is easy to check that the following propositions are fulfilled.

Proposition 1. Only the following groupoids of order two are isomor-
phic in pairs:

11 11 and 22 22;
11 12 and 12 22;
11 21 and 21 22;
11 22;
12 11 and 22 12;
12 12;
12 21 and 21 12;
21 11 and 22 21;
21 21;
22 11.

Proposition 2. Only the following groupoids of order two are anti-
isomorphic in pairs:

11 21 and 22 12;
21 22 and 12 11;
11 22 and 12 12;
21 21 and 22 11.

Proposition 3. Only the following groupoids of order two are isomor-
phic or anti-isomorphic:
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11 11 and 22 22;
11 12 and 12 22;
11 21 and 21 22 and 22 12 and 12 11;
11 22 and 12 12;

12 21 and 21 12;
21 11 and 22 21;
21 21 and 22 11.

Corollary 1. The following groupoids of order two are non isomorphic
and non anti-isomorphic in pairs: 11 11; 11 12; 11 21; 11 22; 12 21;
21 11; 21 21.

Using the list of groupoids which is presented in Proposition 3, we
can compose other lists of groupoids for Corollary 1. For example,
instead of groupoid 11 11 we can write groupoid 22 22 and so on.

In the list presented in Corollary 1 semigroups of order two are
underlined [23].

2.2 (12)-parastrophes of identities

We recall, (12)-parastrophe of groupoid (G, ·) is a groupoid (G, ∗) in
which operation “∗ ” is obtained by the following rule:

x ∗ y = y · x. (1)

It is clear that for any groupoid (G, ·) there exists its (12)-
parastrophe groupoid (G, ∗).

Cayley table of groupoid (G, ∗) is a mirror image of the Cayley
table of groupoid (G, ·) relative to main diagonal. Notice, for any
binary quasigroup there exist five its parastrophes [2], [18], [22] more.

Suppose that an identity F is true in groupoid (G, ·). Then we
can obtain a (12)-parastrophic identity F ∗ of the identity F , replacing
the operation “·” with the operation “∗” and changing the order of
variables by using rule (1).

Remark 3. In quasigroup case, similarly to (12)-parastrophe identity
other parastrophe identities can be defined. See [21] for details.
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It is clear that an identity F is true in groupoid (G, ·) if and only
if in groupoid (Q, ∗) the identity F ∗ is true.

Proposition 4. The number of groupoids of a finite fixed order in
which the identity F is true coincides with the number of groupoids in
which the identity F ∗ is true.

Example 1. [12]. Way 1. We find (12)-parastrophe of the Bol-
Moufang type identity F1: xy · zx = (xy · z)x.

We have (x∗z)∗(y∗x) = x∗(z∗(y∗x)). After renaming of variables
(y ↔ z) and operation (∗ → ·) we obtain the following Bol-Moufang
type identity F3: xy · zx = x(y · zx).

Therefore (F1)
∗ = F3. The vice versa, (F3)

∗ = F1, is also true.
Way 2. We recall, left translation of a groupoid (G, ·) is defined

as follows: Lax = a · x for all x ∈ G; right translation of a groupoid
(G, ·) is defined similarly: Rax = x ·a for all x ∈ G and a fixed element
a ∈ G.

Then we can re-write identity F1 in the following form: Lxy ·Rxz =
Rx(Lxy · z).

There exists the following connections between left and right trans-
lations of a groupoid (G, ·) and its (12)-parastrophe [18], [22]:

L∗
a = R·

a, R
∗
a = L·

a. (2)

Further, using rules (1) and (2), we have Lxz ·Rxy = Lx(z ·Rxy),
xz · yx = x(z · yx). After renaming variables (y ↔ z), we obtain
the following Bol-Moufang type identity F3: xy · zx = x(y · zx), i.e.,
(F1)

∗ = F3.

Theorem 1. For classical Bol-Moufang type identities over groupoids
the following equalities are true:

(F1)
∗ = F3, (F2)

∗ = F4, (F5)
∗ = F10, (F6)

∗ = F6, (F7)
∗ = F8,

(F9)
∗ = F9, (F11)

∗ = F24, (F12)
∗ = F23, (F13)

∗ = F22, (F14)
∗ = F21,

(F15)
∗ = F30, (F16)

∗ = F29, (F17)
∗ = F27, (F18)

∗ = F28, (F19)
∗ = F26,

(F20)
∗ = F25, (F31)

∗ = F34, (F32)
∗ = F33, (F35)

∗ = F40, (F36)
∗ = F39,

(F37)
∗ = F37, (F38)

∗ = F38, (F41)
∗ = F53, (F42)

∗ = F54, (F43)
∗ =

F51,(F44)
∗ = F52, (F45)

∗ = F60, (F46)
∗ = F56, (F47)

∗ = F58, (F48)
∗ =

F57, (F49)
∗ = F59, (F50)

∗ = F55.
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For quasigroups, the analogue of Theorem 1 is given in [14].

Proposition 5. Any of the following groupoids 11 11, 22 22, 11 12,
12 22, 11 22, 12 12 satisfies any of the identities F1–F60.

Proof. It is possible to use direct calculations.

2.3 Number of groupoids

Original algorithm is elaborated, the corresponding program is writ-
ten for generating the groupoids of small (2, 3, and 4) orders with
generalized Bol-Moufang identities.

The developed algorithm consists of two parts. In the first part
we generate a groupoid. In the second part we check, if this groupoid
satisfies a Bol-Moufang identity. And so on.

Usually we present a groupoid as a string or two-dimensional array.
Notice, number of groupoids of order 3 with mentioned in Table 2

identities are also given in [5].
We count number of groupoids of order two with classical Bol-

Moufang type identities given in [13], including also the number of
non-isomorphic ones and number of non-isomorphic and non-anti-
isomorphic groupoids of order 2 (see Table 1). Notice, in some places
Table 1 coincides with the corresponding table from [12].

Table 1 is organised as follows: in the first column there is given
the name of identity in Fen’vesh list; in the second – the abbreviation
of this identity, if this identity has a name; in the third – the identity is
given; in the fourth column there is indicated the number of groupoids
of order 2 with the corresponding identity; in the fifth column – the
number of non-isomorphic groupoids; and, in the sixth column – the
number of non-isomorphic and non-anti-isomorphic groupoids with the
corresponding identity is given.
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Table 1: Number of groupoids of order 2 with classical Bol-
Moufang identities

Na- Abb. Ident. 2 n.- n.-
is.,

me is. an.

F1 xy · zx = (xy · z)x 10 6 5

F2 xy · zx = (x · yz)x 9 6 5

F3 xy · zx = x(y · zx) 10 6 5

F4 middle
Mouf.

xy · zx = x(yz · x) 9 6 5

F5 (xy ·z)x = (x ·yz)x 11 7 6

F6 extra
ident.

(xy ·z)x = x(y ·zx) 10 7 5

F7 (xy ·z)x = x(yz ·x) 9 6 5

F8 (x ·yz)x = x(y ·zx) 9 6 5

F9 (x ·yz)x = x(yz ·x) 10 6 5

F10 x(y ·zx) = x(yz ·x) 11 7 6

F11 xy · xz = (xy · x)z 8 5 4

F12 xy · xz = (x · yx)z 9 7 6

F13 extra
ident.

xy · xz = x(yx · z) 9 6 5

F14 xy · xz = x(y · xz) 10 6 5

F15 (xy ·x)z = (x ·yx)z 11 7 6

F16 (xy ·x)z = x(yx ·z) 11 7 6

F17 left
Mouf.

(xy ·x)z = x(y ·xz) 10 7 5

F18 (x ·yx)z = x(yx ·z) 8 5 4
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F19 left Bol (x ·yx)z = x(y ·xz) 9 6 5

F20 x(yx ·z) = x(y ·xz) 9 6 5

F21 yx · zx = (yx · z)x 10 6 5

F22 extra
ident.

yx · zx = (y · xz)x 9 6 5

F23 yx · zx = y(xz · x) 9 6 5

F24 yx · zx = y(x · zx) 8 5 4

F25 (yx ·z)x = (y ·xz)x 9 6 5

F26 right
Bol

(yx ·z)x = y(xz ·x) 9 6 5

F27 right
Mouf.

(yx ·z)x = y(x ·zx) 10 7 5

F28 (y ·xz)x = y(xz ·x) 8 5 4

F29 (y ·xz)x = y(x ·zx) 11 7 6

F30 y(xz ·x) = y(x ·zx) 11 7 6

F31 yx · xz = (yx · x)z 8 5 4

F32 yx · xz = (y · xx)z 9 6 5

F33 yx · xz = y(xx · z) 9 6 5

F34 yx · xz = y(x · xz) 8 5 4

F35 (yx ·x)z = (y ·xx)z 9 6 5

F36 RC
ident.

(yx ·x)z = y(xx ·z) 9 6 5

F37 C ident. (yx ·x)z = y(x ·xz) 10 7 5

F38 (y ·xx)z = y(xx ·z) 8 5 4

F39 LC
ident.

(y ·xx)z = y(x ·xz) 9 6 5

F40 y(xx ·z) = y(x ·xz) 9 6 5
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F41 LC
ident.

xx · yz = (x · xy)z 9 6 5

F42 xx · yz = (xx · y) z 12 7 5

F43 xx · yz = x(x · yz) 8 5 4

F44 xx · yz = x(xy · z) 9 6 5

F45 (x ·xy)z = (xx ·y)z 9 6 5

F46 LC
ident.

(x ·xy)z = x(x ·yz) 11 7 6

F47 (x ·xy)z = x(xy ·z) 8 5 4

F48 LC
ident.

(xx ·y)z = x(x ·yz) 10 7 5

F49 (xx ·y)z = x(xy ·z) 9 6 5

F50 x(x ·yz) = x(xy ·z) 11 7 6

F51 yz · xx = (yz · x)x 8 5 4

F52 yz · xx = (y · zx)x 9 6 5

F53 RC
ident.

yz · xx = y(zx · x) 9 6 5

F54 yz · xx = y(z · xx) 12 7 6

F55 (yz ·x)x = (y ·zx)x 11 7 6

F56 RC
ident.

(yz ·x)x = y(zx ·x) 11 7 6

F57 RC
ident.

(yz ·x)x = y(z ·xx) 10 7 6

F58 (y ·zx)x = y(zx ·x) 8 5 4

F59 (y ·zx)x = y(z ·xx) 9 6 5

F60 y(zx ·x) = y(z ·xx) 9 6 5

Identities Left Bol and Right Bol, LC and RC, LN and RN, L2
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and L3, M1 and M3, M2 and M4, T1 and T3, T4 and T5, are (12)-
parastrophic identitities. Therefore the numbers of groupoids of fixed
order with these (12)-parastrophic identitities coincide.

Table 2: Number of groupoids of order 2, 3 and 4 with Bol-
Moufang identities.

Name Abbr. Ident. #2 #3 #4

Extra EL x(y(zx)) = ((xy)z)x 10 239 18744

Moufang ML (xy)(zx) = (x(yz))x 9 196 25113

Left Bol LB x(y(xz)) = (x(yx))z 9 215 22875

Right Bol RB y((xz)x) = ((yx)z)x 9 215 22875

C-loops CL y(x(xz)) = ((yx)x)z 10 209 26583

LC-loops LC (xx)(yz) = (x(xy))z 9 220 26583

RC-loops RC y((zx)x) = (yz)(xx) 9 220 26583

Middle Nu-
clear Square

MN y((xx)z) = (y(xx))z 8 350 122328

Right Nuclear
Square

RN y(z(xx)) = (yz)(xx) 12 932 2753064

Left Nuclear
Square

LN ((xx)y)z = (xx)(yz) 12 932 2753064

Comm. Mo-
ufang

CM (xy)(xz) = (xx)(zy) 8 297 111640

Comm. C-loop CC (y(xy))z = x(y(yz)) 8 169 12598

Comm. Alter-
native

CA ((xx)y)z = z(x(yx)) 6 110 10416

Comm. Nu-
clear square

CN ((xx)y)z = (xx)(zy) 9 472 1321661

Comm. loops CP ((yx)x)z = z(x(yx)) 8 744 1078744

Continued on next page
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Table 2 – Continued from previous page

Name Abbr. Ident. #2 #3 #4

Cheban, 1 C1 x((xy)z) = (yx)(xz) 8 219 19846

Cheban, 2 C2 x((xy)z) = (y(zx))x 6 153 12382

Lonely, I L1 (x(xy))z = y((zx)x) 6 117 6076

Cheban, I,
Dual

CD (yx)(xz) = (y(zx))x 8 219 19846

Lonely, II L2 (x(xy))z = y((xx)z) 7 157 11489

Lonely, III L3 (y(xx))z = y((zx)x) 7 157 11489

Mate, I M1 (x(xy))z = ((yz)x)x 6 111 11188

Mate, II M2 (y(xx))z = ((yz)x)x 7 196 26785

Mate, III M3 x(x(yz)) = y((zx)x) 6 111 11188

Mate, IV M4 x(x(yz)) = y((xx)z) 7 196 26785

Triad, I T1 (xx)(yz) = y(z(xx)) 6 162 67152

Triad, II T2 ((xx)y)z = y(z(xx)) 6 180 53832

Triad, III T3 ((xx)y)z = (yz)(xx) 6 162 67152

Triad, IV T4 ((xx)y)z = ((yz)x)x 6 132 42456

Triad, V T5 x(x(yz)) = y(z(xx)) 6 132 42456

Triad, VI T6 (xx)(yz) = (yz)(xx) 8 1419 9356968

Triad, VII T7 ((xx)y)z = ((yx)x)z 12 428 2914658

Triad, VIII T8 (xx)(yz) = y((zx)x) 6 120 11580

Triad, IX T9 (x(xy))z = y(z(xx)) 6 102 6192

Frute FR (x(xy))z = (y(zx))x 6 129 16600

Crazy Loop CR (x(xy))z = (yx)(xz) 7 136 12545

Krypton KR ((xx)y)z = (x(yz))x 9 268 93227

About computer. The corresponding program has run at 4 nodes
with the following properties: System – Virtual machine; OS – Ubuntu
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18.04; CPU – Virtual CPU, up to 2.40GHz; Memory – 8GB.
Acknowledgement. The authors thank Prof. C.V. Gaindric for

his valuable suggestions.
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T2-quasigroups,” Bul. Acad. Ştiinţe Repub. Mold. Mat., no. 2, pp.
143–154, 2016.

[22] Victor Shcherbacov, Elements of Quasigroup Theory and Applica-
tions, Boca Raton: CRC Press, 2017.

[23] Wikipedia. “Semigroup with two elements,” 2015.
https://en.wikipedia.org/wiki/Semigroup with two elements.

Grigorii Horosh1, Victor Shcherbacov2, Alexandr Tcachenco3, Tatiana Yatsko4

1Vladimir Andrunachievici Institute of Mathematics and Computer Science,

Moldova

E–mail: grigorii.horos@math.md

2Vladimir Andrunachievici Institute of Mathematics and Computer Science,

Moldova

E–mail: victor.scerbacov@math.md

3Vladimir Andrunachievici Institute of Mathematics and Computer Science,

Moldova

E–mail: atkacheno405@gmail.com

4Shevchenko Transnistria State University

E–mail: yaczkot@bk.ru

327



Computer Science Journal of Moldova, vol.28, no.3(84), 2020

Digital signature scheme set in a hidden cyclic

group

D.N. Moldovyan A.A. Moldovyan N.A. Moldovyan

Abstract

A new form of the hidden discrete logarithm problem is pro-
posed as cryptographic primitive for the development of the post-
quantum signature schemes, which is characterized in performing
two masking operations over each of two elements from a hidden
finite cyclic group used to compute the public-key elements. The
latter is contained in the set of non-invertible elements of the fi-
nite non-commutative associative algebra with a two-sided unit.
One of the said masking operations represents the automorphism-
map operation and the other one is the left-sided (right-sided)
multiplication by a local right-sided (left-sided) unit acting on
the said hidden group. Two 4-dimensional algebras are consid-
ered as possible algebraic supports of the developed signature
schemes. The formulas describing the sets of local left-sided and
right-sided units are derived. Periodic functions set on the base
of the public parameters of the signature scheme contain periods
depending on the discrete logarithm value, but every of them
takes on the values relating to different finite groups contained in
the algebraic support. Therefore one can expect that the compu-
tational difficulty of breaking the introduced signature schemes
on a hypothetic quantum computer is superpolinomial.
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1 Introduction

Currently, the development of the post-quantum (PQ) public key (PK)
cryptographic algorithms and protocols is considered as one of chal-
lenges in the area of applied and theoretic cryptography [1], [2]. A
response to this challenge is the world competition for the develop-
ment of the PQ PK cryptoschemes, announced by NIST in 2016 [3],[4].
The problem of the development of the practical PQ PK cryptoschemes
is connected with the following items: i) quantum computers can sud-
denly appear in practice in near future; ii) at present the most widely
used PK cryptoschemes are based on computational difficulty of the
discrete logarithm problem (DLP) and the factorization problem (FP),
however, each of these problems can be solved on a hypothetic quantum
computer in polynomial time [5]–[7].

Computationally hard problems, other than DLP and FP, are used
as primitives of the PQ PK cryptoschemes [9], [10], one of which is the
hidden DLP (HDLP) [8]. The HDLP seems to be a promising primitive
for designing PQ signature schemes [11],[12], PQ public key-agreement
protocols [13],[14], and PQ commutative ciphers [15]. For the first time
the HDLP had been defined in finite algebra of quaternions using the
automorphism-map as the operation masking the hidden cyclic group
in which the basic exponentiation operation is performed [8]. How-
ever, that form of the HDLP can be reduced to the ordinary DLP in
a finite field [16]. Therefore, in the design of the HDLP-based signa-
ture scheme [17], using the finite quaternion algebra as its algebraic
support, a strengthened form of the HDLP was applied. In the signa-
ture scheme [17], the basic exponentiation operation Nx (where x is a
private value) is performed in the hidden cyclic group generated by a
non-invertible element N of the algebra and the PK includes two ele-
ments Y = G◦Nx ◦G−1 and Z = Q◦N ◦Q−1, where G and Q are two
secret invertible elements that define two different automorphism-map
operations each of which is mutually commutative with the exponenti-
ation operation.

In the present paper we show that, setting the hidden cyclic group
generated by a non-invertible element of the finite non-commutative
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associative algebra (FNAA) with a global two-sided unit, provides pos-
sibility to design the HDLP-based signature schemes in which, during
the process of generating the PK, the left-sided (rightleft-sided) mul-
tiplication by a local right-sided (left-sided) unit is used as additional
masking operation performed on the element Nx (N) of the hidden
group. Two 4-dimensional FNAAs are considered as algebraic support
of the developed signature scheme. The formulas describing the sets of
local left-sided and right-sided units are derived.

2 The used algebraic support

Usually the multiplication operation in a m-dimensional FNAA (de-
noted as ◦) is defined by the following formula

A ◦B =

(

m−1
∑

i=0

aiei

)

◦





m−1
∑

j=0

bjej



 =

m−1
∑

j=0

m−1
∑

i=0

aibj (ei ◦ ej) , (1)

where A =
∑m−1

i=0
aiei and B =

∑m−1

j=0
bjej are m-dimensional vectors;

e1, e2, . . . em are basis vectors. The product ei ◦ej for all possible pairs
of the integers i and j is to be replaced by some single-component
vector λek indicated in the cell at intersection of the ith row and the
jth column of so called basis vector multiplication table (BVMT). The
value λ 6= 1 is called structural coefficient.

2.1 A first 4-dimensional FNAA

One can easily show that the BVMT, shown as Table 1, defines over
the ground finite field GF (p) the 4-dimensional FNAA containing the
global two-sided unit

E =

(

1

λ− 1
,

1

1− λ
,

1

1− λ
,

λ

λ− 1

)

. (2)

The global means that the value E acts as unit element on every vector
of the algebra. If each of the vector equations A ◦X = E and X ◦A =
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Table 1. The BVMT setting the 4-dimensional FNAA (λ 6= 0; λ 6= 1).

◦ e0 e1 e2 e3
e0 λe0 λe1 e0 e1
e1 e0 e1 e0 e1
e2 λe2 λe3 e2 e3
e3 e2 e3 e2 e3

E has the same solution A−1, then the vector A is called invertible
and the vector A−1 is called inverse to the vector A. In the FNAA
with the multiplication operation defined by Table 1 the vector A =
(a0, a1, a2, a3) is invertible, if the following invertibility condition holds
true

a1a2 6= a0a3. (3)

Correspondingly, the non-invertibility condition is as follows

a1a2 = a0a3. (4)

Using the condition (4) one can easily compute the number of the non-
invertible vectors that is equal to η = p3 + p2 − p. Therefore, for the
order Ω of the multiplicative group of the considered algebra (number
of its invertible vectors) one can get Ω = p4 − η:

Ω = p(p− 1)
(

p2 − 1
)

. (5)

In the algebra there exists no other element, except the global unit E,
which acts as unit element on an invertible vector. On the contrary,
there exists a variety of local left-sided and local right-sided units act-
ing on some fixed non-invertible vector N and some subsets of non-
invertible vectors connected with the vector N .

To derive the formula describing the set of the local left-sided units,
one should consider the solutions of the vector equation X ◦ N = N ,
where N = (n0, n1, n2, n3) is a vector satisfying the non-invertibility
condition n1n2 = n0n3, which can be reduced to the following two

331



D.N. Moldovyan, et al.

independent systems of two linear equations:
{

(λn0 + n2) x0 + (n0 + n2)x1 = n0;

(λn1 + n3) x0 + (n1 + n3)x1 = n1;
(6)

{

(λn0 + n2) x2 + (n0 + n2)x3 = n2;

(λn1 + n3) x2 + (n1 + n3)x3 = n3.
(7)

The main determinant of each of the latter systems is equal to zero.
The auxiliary determinants of the system (6) are

∆0 = n0 (n1 + n3)− n1 (n0 + n2) = (n0n3 − n1n2) = 0.

∆1 = n1 (λn0 + n2)− n0 (λn1 + n3) = n1n2 − n0n3 = 0.

For the system (6) we have p solutions described by the formula

x1 =
n0 − (λn0 + n2) x0

n0 + n2
,

where x0 = 0, 1, . . . , p− 1, if n0 + n2 6= 0, or by the formula

x0 =
n0 − (n0 + n2)x1

λn0 + n2
,

where x1 = 0, 1, . . . , p− 1, if λn0+n2 6= 0. The auxiliary determinants
of the system (7) are also equal to zero:

∆2 = n2 (n1 + n3)− n3 (n0 + n2) = n1n2 − n0n3 = 0.

∆3 = n3 (λn0 + n2)− n2 (λn1 + n3) = λ (n0n3 − n1n2) = 0.

The system (7) has p solutions described by the formula x3 =
n2−(λn0+n2)x2

n0+n2
, where x2 = 0, 1, . . . , p − 1, if n0 + n2 6= 0, or by the

formula x2 =
n2−(n0+n2)x3

λn0+n2
, where x3 = 0, 1, . . . , p− 1, if λn0 + n2 6= 0.

Thus, for the non-invertible vector N that satisfies the condition
n0 + n2 6= 0 there exist p2 different left-sided units L = (l0, l1, l2, l3)
described by the formula

L =

(

d,
n0 − (λn0 + n2) d

n0 + n2
, h,

n2 − (λn0 + n2)h

n0 + n2

)

, (8)
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where d, h = 0, 1, . . . , p − 1. Using the non-invertibility condition (5),
one can easily derive the following formula describing all local left-sided
units that are non-invertible vectors:

L′ =

(

d,
n0 − (λn0 + n2) d

n0 + n2
,
n2

n0
d,
n0n2 − (λn0 + n2)n2d

n2
0
+ n0n2

)

, (9)

where d = 0, 1, . . . , p − 1. Since the set (9) includes p different non-
invertible vectors, one can conclude that the set (8) contains p2 − p

invertible and p non-invertible elements of the considered 4-dimensional
FNAA.

To derive the formula describing all local right-sided units relating
to the non-invertible vector N , one is to consider the solutions of the
vector equation N ◦X = N that can be reduced to the following two
systems of equations:

{

(λn0 + n1) x0 + (n0 + n1)x2 = n0;

(λn2 + n3) x0 + (n2 + n3)x2 = n2;
(10)

{

(λn0 + n1) x1 + (n0 + n1)x3 = n1;

(λn2 + n3) x1 + (n2 + n3)x3 = n3.
(11)

Each of the systems (10) and (11) has the main determinant equal to
zero. The auxiliary determinants of each of the systems (10) and (11)
are equal to zero. Therefore, for the system (10) we have p solutions

described by the formula x2 =
n0−(λn0+n1)x0

n0+n1
, where x0 = 0, 1, . . . , p−1,

if n0 + n1 6= 0, or by the formula x0 = n0−(n0+n1)x2

λn0+n1
, where x1 =

0, 1, . . . , p − 1, if λn0 + n1 6= 0.
For the system (11) we have p solutions described by the formula

x3 =
n1−(λn0+n1)x1

n0+n1
, where x2 = 0, 1, . . . , p−1, if n0+n1 6= 0, or by the

formula x1 =
n1−(n0+n1)x3

λn0+n1
, where x3 = 0, 1, . . . , p− 1, if λn0 + n1 6= 0.

Thus, p2 different right-sided units R = (r0, r1, r2, r3) relate to the
non-invertible vector N satisfying the condition n0 + n1 6= 0, and the
set of the R-units is described by the formula

R =

(

d, h,
n0 − (λn0 + n1) d

n0 + n1
,
n1 − (λn0 + n1)h

n0 + n1

)

, (12)
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where d, h = 0, 1, . . . , p−1. One can easily derive the formula describing
all of p local right-sided units that are non-invertible vectors and show
that the set (12) includes p2 − p invertible and p non-invertible 4-
dimensional vectors. The sets (8) and (12) contain p common vectors
among which only one vector EN is non-invertible. These p units are
local two-sided units. The single local two-sided unit EN relating to
the vector N represents the unit of the cyclic group generated by N .

2.2 A second 4-dimensional FNAA

To obtain a higher performance of the signature scheme one can
define the vector multiplication operation using a BVMT contain-
ing eight cells with the structural constant equal to zero. The ap-
propriate BVMT defining the 4-dimensional FNAA with global two-
sided unit E =

(

µ−1, λ−1, 0, 0
)

is shown as Table 2. Every vector
A = (a0, a1, a2, a3) is invertible, if the following invertibility condition
holds true

a0a1 6= a2a3. (13)

Respectively, the vector N = (n0, n1, n2, n3) is a non-invertible vector,
if the following non-invertibility condition holds true

n0n1 = n2n3. (14)

The algebra contains p3 + p2 − p non-invertible vectors and

Ω = p(p− 1)
(

p2 − 1
)

invertible ones, exactly like in the case of FNAA defined by Table 1.

One can derive the following formulas describing the sets of the
local left-sided units, local right-sided units, and local two-sided units
relating to the non-invertible vector N :

LN =

(

d, h,
n1

µn3
(1− λh) ,

n0

λn2
(1− µd)

)

, (15)

where d, h = 0, 1, . . . , p− 1;
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Table 2. The BVMT setting the 4-dimensional FNAA (λ 6= 0; µ 6= 0).

◦ e0 e1 e2 e3
e0 µe0 0 0 µe3
e1 0 λe1 λe2 0
e2 µe2 0 0 µe1
e3 0 λe3 λe0 0

RN =

(

d, h,
n0

λn3
(1− µd) ,

n1

µn2
(1− λh)

)

, (16)

where d, h = 0, 1, . . . , p− 1;

EN =

(

d,
λn1 − µn0 + µ2n0d

λ2n1
,
n0

λn3
(1− µd) ,

n0

λn2
(1− µd)

)

, (17)

where d = 0, 1, . . . , p− 1.

Each of the sets (15) and (16) includes p2−p invertible vectors and
p non-invertible ones. The set (17) includes p−1 invertible vectors and
one non-invertible vector.

3 The hidden DLP and a masked form of it

The DLP is set in a cyclic group Γ of prime order q as follows: Y ′ = Z ′x,

where Z ′ is a generator of the group Γ and the value x < q is unknown
integer. Computation of the value x, when the group elements Z ′ and
Y ′ are known, is called DLP. The HDLP is set so that at least one of
the values Z ′ and Y ′ is masked (hidden). When setting the HDLP, the
cyclic group Γ is set as a subset of elements of a FNAA. The exponenti-
ation operation Z ′x contributes mainly to the hardness of both the DLP
and the HDLP, therefore it is called the base operation. The auxiliary
operations used to mask the values Z ′ and Y ′ are called the masking
operations. When developing the HDLP-based PK cryptoscheme, one
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should use the masking operations that are mutually commutative with
the base exponentiation operation. The automorphism-map [8], [17]
and homomorphism-map [14] operations are examples of masking op-
erations. A particular form of the HDLP is defined by the used masking
operations. Development of the PK cryptoschemes of different types
is connected with applying different versions of the HDLP. When de-
veloping the PK cryptoschemes, to have possibility to select elements
of order q having large size (≥ 256 bits), usually there are used the
FNAAs defined over the field GF (p) with characteristic p = 2q + 1,
where q is a prime.

For the first time HDLP was applied for development of the public
key-agreement scheme [8]. That form of HDLP includes masking only
one of two elements Z ′ and Y ′ and can be defined as follows:

HDLP: Given a FNAA, an algebra element Z ′ generating a cyclic
group of prime order q, an invertible element Q of order q, which sat-
isfies condition Z ′ ◦ Q 6= Q ◦ Z ′, and an element Y = ψQw (Z ′x) =
Qw ◦Z ′x ◦Q−w, where w < q and x < q are non-negative integers; ψQw

is an automorphism-map operation; find the algebra element Qw and
integer x.

In the signature scheme [17] an enhanced form of the HDLP is used,
which is characterized in masking both the element Z ′ and the element
Y ′.

Enhanced HDLP: Given a FNAA and non-invertible algebra el-
ements Z = ψG (Z ′x) = G ◦ Z ′x ◦G−1, Y = ψQ (Y ′x) = Q ◦ Z ′x ◦Q−1,

and invertible element T = Q ◦ G−1, where invertible elements Q and
G have order q; the conditions Z ′ ◦Q 6= Q ◦ Z ′, Z ′ ◦ G 6= G ◦ Z ′, and
G ◦Q 6= Q ◦G holds true; 1 < x < q is a non-negative integer; find the
value of x.

One can note that in the latter definition only the value x is to be
found, since the signature can be computed using the value x (discrete
logarithm in the hidden cyclic group generated by the element Z ′) and
the public parameters Z and Y . When using a non-invertible algebra
element N as parameter Z ′, one can hide each of the elements Z ′ =
N and Y ′ = Nx performing on it two different masking operations,
namely, the ψ operation and an additional operation connected with
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multiplication by a local single-sided unit.

For example, the first masking operation can be implemented in
the form ϕL(N

x) = Nx ◦ LN to transform the vector Nx and in the
form ϕR(N) = RN ◦N to transform the vector N . The automorphism-
map operations ψQ and ψG can be used as the second masking op-
eration when transforming the vectors Nx and N correspondingly:
Y = ψQ (ϕL(N

x)) = Q ◦ Nx ◦ LN ◦ Q−1 and Z = ψG((ϕR(N))) =
G ◦ RN ◦ N ◦ G−1. One can easily show that the following equalities
hold true for arbitrary non-negative integers k and x:

(ϕL (Nx))k = ϕL

(

(Nx)k
)

; (ϕR (N))k = ϕR

(

Nk
)

.

Thus, each of the said additional masking operations is mutually com-
mutative with ψ operation. Due to such property of the used mask-
ing operations the developed signature scheme (see next Section 4)
performs correctly. The introduced signature scheme is based on the
following form of the HDLP.

Masked HDLP: Given a FNAA, non-invertible algebra elements
Z = ψG (ϕL (N)) = G ◦ N ◦ LN ◦ G−1 and Y = ψQ (ϕR (Nx)) =
Q◦RN ◦Nx ◦Q−1, and invertible element T = Q◦L−1

N ◦G−1, where N
is a non-invertible algebra element generating a cyclic group of order
q; LN is local left-sided unit for N ; RN is local right-sided unit for N ;
the invertible algebra elements Q and G have order q and satisfy the
conditions N ◦Q 6= Q◦N , N ◦G 6= G◦N , and G◦Q 6= Q◦G; 1 < x < q

is non-negative integer; find the value of x.

In Subsection 4.4, it is described method for computing the signa-
ture using public parameters Z and Y and the value x, therefore, to
break the proposed signature scheme, it is sufficient to find only the
unknown value of discrete logarithm in the hidden cyclic group gener-
ated by the unknown element N . In Subsection 4.5, it is shown that
an algorithm for forging a signature can be used to compute the value
x, i.e. the proposed signature scheme is as secure as the masked HDLP
is computationally difficult.
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4 A new signature scheme

4.1 Private and public keys

Each of the FNAA described in Section 2 can be used as algebraic
support of the proposed signature scheme. The algebras are to be
defined over the field GF (p), where p = 2q + 1 and q are two prime
numbers having large size (≥ 256 bits). One can easily generate a
random non-invertible vector N that has order equal to the prime q.
Such vector defines a finite cyclic group of the order q. The vector N
is one of the elements of private key. The next element of private key
is the non-negative integer x < q which is used to compute the vector
Nx.

Procedure of the PK generation is as follows:
1. Generate a random invertible vector Q of the order q and a

random local left-sided unit LN , that is an invertible vector, which
satisfy the following conditions: Q◦N 6= N ◦Q and RN ◦N 6= N ◦RN .

2. Compute the first element Y of the PK:

Y = Q ◦Nx ◦ LN ◦Q−1

3. Generate a random invertible vector G of the order q and a
random local right-sided unit RN , that is an invertible vector, which
satisfy the following conditions: G◦N 6= N ◦G and RN ◦N 6= N ◦RN .

4. Compute the second element Z of the PK:

Z = G ◦RN ◦N ◦G−1.

5. Compute the third element T of the PK:

T = Q ◦ L−1

N ◦G−1.

This procedure outputs the PK in form of the triple of the vectors
(Y,Z, T ).

All other elements used to generate the PK are secrete and part
of them represent the private key in the form of the integer x and
the triple of the vectors

(

Q,N,G−1
)

. Other secret elements are not
attributed to the private key, since they are not used in the signature
computation procedure.
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4.2 Signature generation and verification procedures

Generation of the signature (e, s) to the electronic document M is to
be performed as follows:

1. Select a random integer k < q and, using the elements Q and
G−1 of the private key, compute the vector

V = Q ◦Nk ◦G−1.

2. Using a specified hash-function Fh that satisfies the collision-
resistance requirement, compute the value e of the hash function from
the document M to which the vector V is attached: e = Fh(M,V ).

3. Compute the value s = k − xe mod q.
One should note that for signing a document M unique integer k

is to be used. If two different documents are signed using the same
value k, then one can compute the private value x from two signatures.
Therefore the value of k is to be generated at random.

Signature verification procedure is executed as follows:
1. Using the PK (Y,Z, T ) compute the vector

V ′ = Y e ◦ T ◦ Zs.

2. Compute the value e′ = Fh(M,V ′).
3. If e′ = e, then the signature is accepted as genuine. Otherwise

it is rejected.

4.3 Correctness of the signature scheme

Correctness proof of the signature scheme is as follows:

V ′ = Y e ◦ (T ) ◦ Zs =

=
(

Q ◦Nx ◦ LN ◦Q−1
)e

◦ (T ) ◦
(

G ◦RN ◦N ◦G−1
)s

=

= Q ◦N ex ◦ LN ◦Q−1 ◦Q ◦ L−1

N ◦G−1 ◦G ◦RN ◦N s ◦G−1 =

= Q ◦N ex+s ◦G−1 = Q ◦N ex+k−ex ◦G−1 = Q ◦Nk ◦G−1 = V ⇒

⇒ Fh(M,V ′) = Fh(M,v) ⇒ e′ = e.

(18)
Thus, the signature (e, s) computed correctly will pass the verification
procedure as genuine signature.
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4.4 Alternative procedure for computing a signature

One can significantly reduce the size of the private key replacing the
described signature verification procedure by the following one:

1. Select two random integers k1 < q and k2 < q. Then, using the
PK (Y,Z, T ), compute the vector

V = Y k1 ◦ T ◦ Zk2 .

2. Compute the value e = Fh(M,V ).

3. Compute the value s = k2 + (k1 − e) x mod q.

Using the last version of the signature generation procedure one
gets the private key in the form of one integer value x. However, after
such modification, computing the signature will require performing one
additional exponentiation operation.

The existence of an alternative signature generation procedure
shows that it is sufficient to know only one secret value to forge a
signature, namely, the value of x. In Subsection 4.5 this fact is used to
perform formal security proof for the developed signature scheme.

4.5 On formal security proof

The method [19], proposed for providing formal security proof of the
Schnorr DLP-based signature scheme [18], is well applicable to the de-
veloped HDLP-based signature scheme. Like in the Schnorr signature
algorithm [18], in the developed signature scheme during the signature
generation process the base exponentiation operation Nk is performed
before computation of the first signature element that is the hash value
e = Fh(M,V ), where V = Q◦Nk◦G−1. In the formal security proof [19]
one supposes that the hash function Fh is free of some properties that
the signature forger can take advantage of [20]. Such assumption is
reasonable in the case of using a collision-resistant hash-function.

In the method [19] it is considered a forger that can compute the
signature element equally well for different hash functions Fh and F ′

h.

Suppose the forger runs two computer programs that use the same
input data and the same random integer k, but different hash functions.
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He will get two signatures (e, s) and (e′, s′) with the fixed value V and
values e = Fh(M,V ) and e′ = F ′

h(M,V ). For some fixed integer k
and fixed hash-function value e (e′) there exists unique value of the
second signature element s (s′). Therefore, for two signatures computed
by hypothetic forging computer program one can write the following
equalities: s = k − ex mod q and s′ = k − e′x mod q from which the
forger can easily compute the private value x = (s−s′)(e′−e)−1 mod q.

The question of how a computer program can calculate the value of
V when the values of Q, N , and G are unknown requires explanation.
From the alternative procedure for calculating the signature, it can be
seen that the calculation by the formula V = Y k1◦T ◦Zk2 gives the same
result as the calculation by the formula V = Q◦Nk ◦G−1 at k = k1x+
k2 mod q. Thus, fixing two values k1 and k2 results in fixing the value k.
Actually, due to the existence of an alternative signature regeneration
procedure, the reductionist security proof method [19] works well for
the developed signature scheme.

4.6 Computational complexity of the signature scheme

Computational complexity of the procedures for i) generating private
and public keys, ii) computing a signature, and iii) verifying a signature
can be estimated in multiplication operations in the field GF (p) and
in exponentiation operations in the used FNAA (see Table 3) taking
into account that i) one exponentiation in the FNAA used as algebraic
support equals on the average to 384 multiplications ◦, ii) computation
of the value U−1 for some invertible vector U is performed as solving
the vector equation U ◦ X = E, and iii) the local units RN and LN

are computed with the use of formulas (8) and (12) for the case of the
first 4-dimensional algebra and (15) and (16) for the case of the second
4-dimensional algebra.

The obtained estimate results show that the proposed signature
scheme is sufficiently fast. For example, computational complexity of
the signature generation (signature verification for the case of 64-bit
public exponent) in the 2048-bit RSA cryptoscheme can be evaluated
as ≈ 3 · 216 ( ≈ 3 · 211) multiplications in GF (p) with 256-bit prime p.
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Table 3. A rough estimate of the implementation complexity.

Procedure # multiplications in GF (p) # exponentia-
for for the first (second) FNAA tions in FNAA

generating keys < 3 · 211 (< 3 · 210) < 2

computing signature 3 · 210 (3 · 29) 1

verifying signature 3 · 211 (3 · 210) 2

alternative
computing signature 3 · 211 (3 · 210) 2

5 Discussion and conclusion

The expected PQ security of the proposed signature scheme is con-
nected with the fact that a periodic function constructed on the basis
of public parameters of the scheme takes on the values from many dif-
ferent groups contained in the FNAA used as algebraic support. For
example, the function f(i, j) = Y i ◦ T ◦ Zj contains a period with the
length depending on the value x, however, the values of f(i, j) are not
limited to the values of any one group. Indeed, this function can be
represented in the following form:

f(i, j) = Q ◦N ix+j ◦G−1 = F (i, j) ◦ V,

where F (i, j) = Q ◦ N ix+j ◦ Q−1 is the function taking on the values
in frame of the cyclic group generated by the generator Q ◦ N ◦ Q−1

and the vector V = Q ◦ G−1 is fixed. Due to multiplying different
elements belonging to a fixed cyclic group by a fixed vector that has
value out of this group, the function f(i, j) takes on values belonging to
different groups contained in the FNAA, whereas a quantum computer
effectively finds the period lengths of a function whose values lie within
a given finite group [6], [7].

Two different 4-dimensional FNAA with a global two-sided unit
have been considered as algebraic supports of the proposed signature
scheme. However, the 6-dimensional and 8-dimensional FNAAs repre-
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sent significant interest for implementing other versions of the proposed
signature scheme. Probably, using the FNAAs with dimension m ≥ 6
it is reasonable to invent some other signature schemes such that their
public parameters will not allow one to compose the periodic func-
tions containing a period having the length depending on the private
value x. Such potential signature schemes are particularly interesting
as candidates for PQ PK cryptoschemes.
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Abstract

We investigate several cryptographic properties in 8-bit S-
boxes obtained by quasigroups of order 4 and 16 with several
different algebraic constructions. Additionally, we offer a new
construction of N -bit S-boxes by using different number of two
layers – the layer of bijectional quasigroup string transformations,
and the layer of modular addition with N -bit constants. The
best produced 8-bit S-boxes so far are regular and have algebraic
degree 7, nonlinearity 98 (linearity 60), differential uniformity 8,
and autocorrelation 88. Additionally we obtained 8-bit S-boxes
with nonlinearity 100 (linearity 56), differential uniformity 10,
autocorrelation 88, and minimal algebraic degree 6. Relatively
small set of performed experiments compared with the extremly
large set of possible experiments suggests that these results can
be improved in the future.

Keywords: 8-bit S-boxes, nonlinearity, differential unifor-
mity, autocorrelation.

MSC 2010: 20N05, 94A60.

1 Introduction

The main building blocks for obtaining confusion in all modern block
ciphers are so called substitution boxes, or S-boxes. Usually, they work
with much less data (for example, 4 or 8 bits) than the block size, so
they need to be highly nonlinear. Two of the most successful attacks
against modern block ciphers are linear cryptanalysis (introduced by

©2020 by CSJM; A. Mileva, A. Stojanova, D. Bikov, Y. Xu
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Matsui [21]), which exploits input-output correlation, and differential
cryptanalysis (introduced by Biham and Shamir [2]), which exploits
difference propagation.

Designers of block ciphers very often choose S-boxes with special
cryptographic properties, which means high nonlinearity (or low linear-
ity), low differential uniformity, high algebraic degree, low autocorre-
lation and regularity (balance). AES S-box is the example of the best
found 8x8 S-boxes, which is optimal with respect to most of these cryp-
tographic properties. It has nonlinearity 112 (or linearity 32), algebraic
degree 7, differential uniformity 4, and autocorrelation 32.

Mihajloska and Gligoroski [26] constructed optimal 4x4 S-boxes
from quasigroups of order 4, by using four e quasigroup string transfor-
mations. Motivated by their work, we offer two constructions of the 8x8
S-boxes from quasigroups of order 4 and 16, by using different number
of e quasigroup string transformations. Main contribution of this paper
is a new construction of N -bit S-boxes which uses different number of
two layers – the layer of bijectional quasigroup string transformations,
and the layer of modular addition with N -bit constants. Specifically,
we demonstrated this construction method with quasigroups of order
4 and 16 and modular addition with 8-bit constants. Quasigroups of
order 4 can be seen as 4x2 S-boxes, while quasigroups of order 16 can
be seen as 8x4 S-boxes, so, we offer an algebraic construction of 8x8
S-boxes from smaller ones. We investigate some of the cryptographic
properties of the obtained S-boxes, without looking at the cost of their
implementation in hardware.

This paper has the following structure: Section 2 is about math-
ematical preliminaries for quasigroup string transformations, basics
about n-ary Boolean functions and Boolean maps, and definition of
some cryptographic properties for them. Some existing methods for
the generation of 8-bit S-boxes, together with the best obtained val-
ues of the cryptographic properties of these S-boxes are presented in
Section 3. Section 4 presents the two constructions of 8-bit S-boxes
by using e quasigroup string transformations produced by quasigroups
of order 4 and 16, together with the experimental results. The new
construction of N -bit S-boxes and obtained experimental results are
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presented in the Section 5. Finally, concluding remarks are given in
Section 6.

2 Mathematical Preliminaries

2.1 Quasigroup String Transformations

A quasigroup (Q, ∗) is a groupoid, i.e., a pair of nonempty set Q and a
binary operation ∗, such that for all a, b ∈ Q there exist unique x, y ∈ Q

satisfying the equalities a ∗ x = b and y ∗ a = b [1]. In the case when Q

is finite, the multiplication table of (Q, ∗) is a Latin square of order |Q|,
where all rows and columns are permutations of Q. For the quasigroup
operation ∗ on the set Q, another operation, a right division \ can be
derived by:

x\y = z ⇐⇒ x ∗ z = y.

Given a finite quasigroup (Q, ∗), consider the set Q as an alphabet
with word set Q+ = {x1x2 . . . xt | xi ∈ Q, t ≥ 1}. For the fixed letter
l ∈ Q (called a leader), the transformations el, dl : Q+ → Q+ are
defined in [20], as follows:

el(x1 . . . xt) = (z1 . . . zt) ⇐⇒ zj =

{

l ∗ x1, j = 1
zj−1 ∗ xj, 2 ≤ j ≤ t

, (1)

dl(z1 . . . zt) = (x1 . . . xt) ⇐⇒ xj =

{

l\z1, j = 1
zj−1\zj , 2 ≤ j ≤ t

. (2)

Any combination of these elementary quasigroup string transfor-
mations is a permutation and dl is an inverse to el. Linear quasigroups
produce linear el and dl quasigroup string transformations [25]. Ad-
ditionally, some non-linear quasigroups always produce linear el and
dl transformations. For example, there is a set of 48 non-linear quasi-
groups of order 4 that always produce linear el and dl transforma-
tions [25]. In the rest of the paper we will use e and d instead el and
dl, respectively.
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Definition 1. [14] A finite quasigroup (Q, ∗) of order r is said to be
shapeless if and only if it is non-idempotent, non-commutative, non-
associative, it does not have neither left nor right unit, it does not con-
tain proper sub-quasigroups, and there is no k < 2r such that identities
of the kinds

x ∗ (x · · · ∗ (x
︸ ︷︷ ︸

k

∗y)) = y, y = ((y ∗ x) ∗ · · · x) ∗ x
︸ ︷︷ ︸

k

are satisfied in (Q, ∗).

2.2 Some Cryptographic Properties of n-ary Boolean
Functions and Boolean Maps

Let F2 denote the Galois field with two elements, and let F
n
2 denote

the vector space of binary n-tuples over F2 with respect to addition ⊕
(Boolean function XOR) and scalar multiplication (Boolean function
conjunction). There is a correspondence between F

n
2
and Z2n via

ϕ1 : F
n
2 → Z2n : x = (x1, . . . xn) → x =

n
∑

i=1

xi2
i−1,

and there is a correspondence between F
n
2 and F2n via

ϕ2 : F
n
2 → F2n : x = (x1, . . . xn) → x =

n
∑

i=1

xiβi,

where {β1, . . . , βn} is a basis of F2n over F2.

An n−ary Boolean function is a function f : Fn
2 → F2. A Boolean

map (or vector valued Boolean function or vectorial Boolean function)
is a map S : Fn

2
→ F

m
2
, (m ≥ 1). Every Boolean map S can be repre-

sented by m n−ary Boolean functions fi : F2
n → F2, called coordinate

functions of S, as follows:

S(x1, . . . , xn) = (f1(x1, . . . , xn), f2(x1, . . . xn), . . . , fm(x1, . . . , xn)).
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Each n−ary Boolean function fi can be represented in Algebraic
Normal Form as

fi(x1, x2, . . . , xn) =
⊕

I⊆{1,2,...,n}

αI(
∏

i∈I

xi), (3)

where αI ∈ F2. The right-hand side of (3) can be interpreted as a
polynomial in the field (F2,⊕, ·) and the algebraic degree of fi, deg(fi),
is taken to be the degree of the polynomial.

Definition 2. The (minimal) algebraic degree of a Boolean map S

is defined as the minimum of the algebraic degrees of its non-trivial
coordinate functions (f1, f2, . . . , fm), and it can be expressed as:

deg(S) = min
u∈Fm

2
\{0}

deg(u1f1 ⊕ u2f2 ⊕ . . .⊕ umfm).

If deg(fi) ≤ 1,∀i ∈ {1, 2, . . . ,m}, S is an affine function. A linear
function is a non-constant affine function S for which S(0) = 0.

The (Hamming) weight of a vector x ∈ F
n
2
is equal to the number of

components equal to 1 and is denoted by wt(x). The (Hamming) dis-
tance between two vectors x,y ∈ F

n
2
, denoted by d(x,y) is the number

of positions in which they differ. The (Hamming) weight of a Boolean
function f , wt(f), is the number of function values equal to 1. A
Boolean function f is balanced if and only if wt(f) = 2n−1.

For two vectors x = (x1, . . . , xn),y = (y1, . . . , xy) ∈ F
n
2 , the inner

product or scalar product is defined as x · y =
⊕n

i=1
xiyi. A selection

vector a is a binary vector that selects all components i of a vector that
have ai = 1. By a·x (or aTx) the linear combination of the components
of a vector x selected by a, analogous to vector inner product, can be
represented. A linear Boolean function ϕa = a·x is completely specified
by its corresponding selection vector a.

A bias of an n−ary Boolean function f is defined as

ε(f) =
∑

x∈Fn

2

(−1)f(x) = 2n − 2wt(f).

So, balanced Boolean functions have ε(f) = 0.
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An n−ary Boolean function f on F
n
2 is uniquely determined by its

Walsh-Hadamard transform (WHT). The Walsh-Hadamard transform
Wf : Fn

2
→ R of f is defined for all x ∈ F

n
2
as

Wf (x) =
∑

a∈Fn

2

(−1)f(a)⊕a·x(= ε(f ⊕ ϕa)), (4)

where Wf (x) ∈ [−2n, 2n] and is known as a spectral Walsh coefficient.
The real-valued vector of all spectral Walsh coefficients is known as a
WHT Spectrum. The WHT spectrum of f corresponds to the biases
of all approximations of f by a linear function.

The Walsh transform WS : Fn
2 × F

m
2 → R of a Boolean map S is

defined for all pairs (u,v) ∈ (Fn
2 ,F

m
2 ) as

WS(u,v) =
∑

a∈Fn

2

(−1)u·a⊕v·S(a). (5)

Definition 3. The nonlinearity of an n−ary Boolean function f (in-
troduced in [22]), denoted by NL(f), is defined as the distance to the
nearest affine function on F

n
2
. It can be expressed in terms of the spec-

tral Walsh coefficients by

NL(f) = 2n−1 −
1

2
max
x∈Fn

2

|Wf (x)|. (6)

NL(f) = 0 iff f is affine function.

Definition 4. The linearity of an n−ary Boolean function f , denoted
by L(f), is defined as

L(f) = max
x∈Fn

2

|Wf (x)|. (7)

Linearity and nonlinearity of a given n−ary Boolean function f are
connected by the following equation:

L(f) + 2NL(f) = 2n. (8)

For L(f), the inequality 2
n

2 ≤ L(f) ≤ 2n holds. L(f) = 2n iff f is
affine function. Boolean functions for which L(f) = 2

n

2 are called bent

351



A. Mileva, et al.

functions (introduced by Rothaus [31]), and they exist only for even
n. Because bent functions are highly biased (ε(f) = ±2

n

2 ), they are of
little use in cryptography.

Linear approximation table for Boolean map S is a 2n × 2m table
whose entries are defined for all pairs (u,v) ∈ (Fn

2
,Fm

2
) as

LATS(u,v) = WS(u,v).

Definition 5. The nonlinearity and linearity of a Boolean map S [29]
are defined as

NL(S) = min
v∈Fm

2
\{0}

NL(v · S) = 2n−1 −
1

2
max

a6=0,b∈Fm

2

|WS(a, b)|, (9)

L(S) = max
v∈Fm

2
\{0}

L(v · S), (10)

where v · S =
⊕n

i=1
vifi is the linear combination of the coordinate

functions of S.

L(S) ≥ 2
n

2 , and Nyberg [27] showed that equality can hold only

if n ≥ 2m and n is even. For n = m, L(S) ≥ 2
n+1

2 with equality for
odd n only (Chabaud-Vaudenay theorem [6]) . The functions achieving
this bound are called almost bent functions. Because for even n and

n = m, some n×n S-boxes with L(S) = 2
n+2

2 are known, Dobbertin [12]
conjectured that this value is the minimum.

From linear approximation table, one can easily calculate linear
probability bias εS(u,v), which is amount by which the probability of
a linear expression holding deviates from 1

2
. The formula is εS(u,v) =

LATS(u,v)/2
n − 1

2
.

Difference distribution table for Boolean map S is a 2n × 2m table
whose entries are defined for all pairs (u,v) ∈ (Fn

2
,Fm

2
) as

DDTS(u,v) = ♯{x ∈ F
n
2 |S(x)⊕ S(x⊕ u) = v}.

Definition 6. The differential uniformity of a Boolean map S [28],
denoted by ∆(S), is defined as

∆(S) = max
u∈Fn

2
\{0},v∈Fm

2

DDTS(u, v). (11)
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For differential uniformity, ∆(S) ≥ max{2, 2n−m} holds, and for
n ≥ m, ∆(S) takes only even values in [2n−m, 2n]. Nyberg [27] showed
that for n > m, ∆(S) = 2n−m if and only if n ≥ 2m and n is even. This
kind of functions are known as perfect nonlinear functions and they are
the same as the bent functions. For n ≤ m, ∆(S) = 2, and this kind
of functions are known as almost perfect nonlinear. So, bijective S-
boxes can have the smallest differential uniformity of 2, and there are
examples for odd n.

For the n-ary Boolean function f on F
n
2 one can define an Autocor-

relation transform (ACT) ACTf : Fn
2 → R for all x ∈ F

n
2 as

ACTf (x) =
∑

a∈Fn

2

(−1)f(a)⊕f(a⊕x), (12)

where ACTf (x) ∈ [−2n, 2n] is known as a spectral autocorrelation co-
efficient and ACTf (0) = 2n. The real-valued vector of all spectral
autocorrelation coefficients is known as an ACT Spectrum.

Definition 7. The Absolute indicator of an n-ary Boolean function
f , denoted by AC(f), is defined as the maximal non-trivial absolute
spectral autocorrelation coefficient, or

AC(f) = max
x∈Fn

2
\{0}

|ACTf (x)|. (13)

Definition 8. The Absolute indicator of a Boolean map S is defined
as

AC(S) = max
v∈Fm

2
\{0}

AC(v · S). (14)

Two n-ary Boolean functions f and g belong to the same equivalence
class (or are affine equivalent) if and only if there exist some non-
singular binary matrix D, vectors a,b ∈ F

n
2 and a scalar c ∈ F2, such

that g(x) = f(Dx ⊕ a) ⊕ b · x ⊕ c. (Two n-ary Boolean functions f

and g are affine equivalent if there exists an affine permutation A of Fn
2

such that g(x) = f(A(x).)
The algebraic degree, nonlinearity and absolute indicator are in-

variant under affine equivalence [22], [30]. Any Boolean map S and its
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inverse have same linearity and differential uniformity (Nyberg [29]).
In the same paper, Nyberg proved that differential uniformity is in-
variant under affine permutations onto the input space and the output
space. Two S-boxes S1 and S2 are affinely equivalent if there exist two
affine permutations A1 and A2, such that S2 = A2 ◦ S1 ◦ A1. So, the
affinely equivalent S-boxes have same differential uniformity (and same
algebraic degree, nonlinearity and absolute indicator).

Definition 9. A Boolean map S is regular if and only if all non-zero
its coordinate functions are balanced.

With other words, this means that when n ≥ m, for each output
y ∈ F

m
2 there are exactly 2n−m inputs that are mapped to y. The

well known fact is that the bijective S-boxes (permutations) are always
regular.

S-boxes need to be:

• with high minimal algebraic degree to resist low order approxi-
mation attacks and higher order differential attacks

• with high nonlinearity (low linearity) to resist linear attacks

• with low differential uniformity to resist differential attacks

• with low absolute indicator (autocorrelation) to improve the
avalanche effect of the cipher

• regular to resist trivial statistical attacks.

3 Some Existing Methods for Generation of 8-
bit S-Boxes

Existing methods for generation of S-boxes can be divided mainly in
three groups: algebraic constructions, pseudo-random generation and
heuristic generation.

The first group of S-boxes are constructed by applying some math-
ematical operations and transformations, like finite field inversion
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Table 1. A comparison between some of the cryptographic properties
of the bijective 8x8 S-boxes produced by different generation methods
(− stands for ”missing data”)

Method NL(S) L(S) ∆(S) AC(S) deg(S)

Finite Field Inversion [28] (AES S-

box)

112 32 4 32 7

3-round Feistel [5] 96 64 8 − −

4-uniform permutations method [33] 98 60 4 − −

Finite Field Multiplication [11]
106

108

44

40
6

56

64
7

Hill climbing method [24] 100 56 − − −

Tweaking method [13] 106 44 6 56 7

Simulated annealing method [7] 102 52 − 80 −

GaT [32] 104 48 − − −

Gradient descent method [18] 104 48 8 80 7

Hybrid heuristic method [17]
102

104

52

48
6 96 4

Spectral-linear and

spectral-difference methods [23]
104 48 6 − 7

GA1 [15]
106

108

44

40
6

56

48
6

GA2 [15]
110

112

36

32
6

40

32
7

SpImmAlg [16] 104 48 6 88 7

Quasigroup 4 method [this paper] 98 60 8 88 7

Quasigroup 16 method [this pa-

per]

100

98

56

60

10

8
88

6

7
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method (e.g., AES S-box), or using a smaller S-box as starting point
(e.g., finite field multiplication method [11]). In this group one can find
8-bit S-boxes with the best known cryptographic properties. The sec-
ond group of S-boxes are obtained by pseudo-random generation, and
usually they do not have very good cryptographic properties, because
of the large input space and very small number of strong S-boxes. The
third group of S-boxes are generated by iteratively improving given
S-box with respect to one or more cryptographic properties, with the
help of the heuristic algorithms (e.g., simulated annealing method [7]).
The main advantage of the last generation method is the large number
of S-boxes close to the best known.

Our constructions are algebraic constructions, and Table 1 presents
the comparisons of our results with the results of some existing methods
for generating bijective 8-bit S-boxes. However, our results are based
on the experiments made so far, and there is a big possibility these
results to be improved by more performed experiments. The set of
quasigroups of order 16 is extremly large, and here only one quasigroup
with specific features is used, so the number of performed experiments
is relatively small.

Mihajloska and Gligoroski [26] constructed optimal 4x4 S-boxes
from quasigroups of order 4, by using four e quasigroup string trans-
formations alternating in normal and reverse mode (in a sense that
they apply the string in reverse order), on 4 bits. They obtained 9216
optimal Q-S-boxes - with nonlinearity 4 (linearity 8), differential uni-
formity 4, autocorrelation of 16, maximal algebraic degree of 3 and
minimal algebraic degree of 2.

4 Constructions of 8-bit S-boxes with Quasi-
groups of order 4 and 16

We investigate several cryptographic properties of the 8x8 S-boxes ob-
tained by constructions similar to the one presented in [26], by using
quasigroup string transformations, produced by quasigroups of order 4
and 16. The reverse mode of e and d quasigroup string transformations
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we will denote here as oe and od, respectively (Figure 1). The argu-
ment of the quasigroup string transformations is the 8-bit string of 4
elements for quasigroups of order 4 and of 2 elements for quasigroups
of order 16.

Figure 1. Application of e and d transformations in normal and reverse
mode on 8-bit string of 4 elements

4.1 Construction with Quasigroups of order 4

For experiments with quasigroups of order 4, we use only 384 quasi-
groups out of the total 576. We excluded all linear quasigroups and 48
other non-linear quasigroups that always produce linear e and d trans-
formations. In the representation of the type of used quasigroup string
transformations, neoe type means that there are total of n e quasi-
group string transformations, used alternately in normal and reverse
mode, while ndod type means that there are total of n d quasigroup
string transformations, used alternately in normal and reverse mode.
For each used type and used n, we generated all 8-bit S-boxes and cal-
culated their cryptographic properties. The best obtained results are
written in the tables given below, and the best S-boxes are memorized
by the lexicographic order of the used quasigroup and the leaders.

Method 1 – In the first method we use different number of e

transformations generated by quasigroups of order 4, alternately in
normal and reverse mode, on the 8-bit string of 4 2-bit elements, as
follows (see Algorithm 1):
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Algorithm 1. Construction of 8-bit S-box by Method 1

Input: Q - quasigroup of order 4, neoe type and

vector of leaders L = (l1, l2, . . . ln)

Output: S

For all possible input blocks x1, x2, x3, x4 in lexicographic ordering

(p1, p2, p3, p4) = (x1, x2, x3, x4)

For i = 1 to n

If i is odd

(t1, t2, t3, t4) = el
i
(p1, p2, p3, p4)

else

(p4, p3, p2, p1) = el
i
(t4, t3, t2, t1)

Use all output blocks from the last round to generate S

Taking into account that block ciphers that use S-boxes, need their
inversions for decryption process, the construction of S−1 is given below
(see Algorithm 2):

Algorithm 2. Construction of S−1

Input: Q - quasigroup of order 4, neoe type and

vector of leaders L = (l1, l2, . . . ln)

Output: S−1

For all possible input blocks x1, x2, x3, x4 in lexicographic ordering

(p1, p2, p3, p4) = (x1, x2, x3, x4)

For i = n down to 1

If n is even

If i is even

(t4, t3, t2, t1) = dl
i
(p4, p3, p2, p1)

else

(p1, p2, p3, p4) = dl
i
(t1, t2, t3, t4)

else

If i is odd

(t1, t2, t3, t4) = dl
i
(p1, p2, p3, p4)

else

(p4, p3, p2, p1) = dl
i
(t4, t3, t2, t1)

Use all output blocks from the last round to generate S−1

The results for 8-bit S-boxes with best examined cryptographic
properties for each n = {1, . . . , 13} are given in Table 2, while the
graphical visualisation of 4eoe type is given on Figure 2.

The best produced 8x8 S-boxes are obtained by 13 e quasigroup
transformations, alternating in normal and reverse mode, and they have
differential uniformity 8, nonlinearity 98 (linearity 60), autocorrelation
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Figure 2. 4eoe type – four e transformations, alternating in normal
and reverse mode, on 8-bit string of 4 2-bit elements

Table 2. The best results for S-boxes obtained by Method 1

Type NL(S) L(S) ∆(S) AC(S) max{deg(fi)} deg(S) No. of S

1e 0 256 256 256 4 1 1152

2eoe 0 256 128 256 6 1 768

3eoe 64 128 64 256 6 3 9216

4eoe 64 128 24 256 7 4 192

5eoe 92 72 16 128 7 6 192

6eoe 96 64 10 104 7 6 96

7eoe 98 60 10 96 7 7 192

8eoe 98 60 10 88 7 6 288

9eoe 98 60 10 88 7 7 480

10eoe 98 60 10 88 7 7 8352

11eoe 98 60 8 112 7 6 96

12eoe 98 60 8
88

96
7

6

7

768

1632

13eoe 98 60 8 88 7 7 96
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88 and maximal and minimal algebraic degree 7. There are 96 such
S-boxes, obtained by 24 different quasigroups of order 4. One example
is the S-box S1 (Table 4) obtained from the quasigroup 34 of order 4,
with consecutive leaders (0, 3, 2, 3, 3, 3, 1, 1, 0, 2, 0, 0, 0).

4.2 Construction with quasigroups of order 16

All the experiments with quasigroups of order 16 are done with one,
specifically chosen quasigroup of order 16. The requirements for choos-
ing were quasigroup to be shapeless and with highest nonlinearity and
lowest differential uniformity if you represent it as 8×4 S-box in a ran-
domly generated set. From 1,000 different randomly tested quasigroups
of order 16, we have chosen the best obtained, such as the quasigroup,
presented in Figure 3, with differential uniformity 38, nonlinearity 100
(linearity 56), autocorrelation 64 and maximal and minimal algebraic
degree 6. The best S-boxes are memorized by the used leaders.

Figure 3. Shapeless quasigroup of order 16

Method 2 – The second method is like Method 1, but with the
randomly generated shapeless quasigroup of order 16 (Figure 3) and
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using 8-bit string of 2 4-bit elements, as follows (see Algorithm 3):

Algorithm 3. Construction of 8-bit S-box by Method 2

Input: Q - quasigroup of order 16, neoe type and

vector of leaders L = (l1, l2, . . . ln)

Output: S

For all possible input blocks x1, x2 in lexicographic ordering

(p1, p2) = (x1, x2)

For i = 1 to n

If i is odd

(t1, t2) = el
i
(p1, p2)

else

(p2, p1) = el
i
(t2, t1)

Use all output blocks from the last round to generate S

The construction of S−1 is given below (see Algorithm 4):

Algorithm 4. Construction of S−1

Input: Q - quasigroup of order 16, neoe type and

vector of leaders L = (l1, l2, . . . ln)

Output: S−1

For all possible input blocks x1, x2 in lexicographic ordering

(p1, p2) = (x1, x2)

For i = n down to 1

If n is even

If i is even

(t2, t1) = dl
i
(p2, p1)

else

(p1, p2) = dl
i
(t1, t2)

else

If i is odd

(t1, t2) = dl
i
(p1, p2)

else

(p2, p1) = dl
i
(t2, t1)

Use all output blocks from the last round to generate S−1

The results for 8-bit S-boxes with best examined cryptographic
properties for each n = {1, . . . , 7} are presented in Table 3, while one of
the best produced 8x8 S-boxes is S2 (Table 4), obtained by 5 e quasi-
group transformations, alternating in normal and reverse mode, with
consecutive leaders (3, 2, 0, 10, 9). This S-box is with differential uni-
formity 8, nonlinearity 98 (linearity 60), autocorrelation 88, maximal
and minimal algebraic degree 7, and without fixed points.
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Table 3. The best results for S-boxes obtained by Method 3

Type NL(S) L(S) ∆(S) AC(S) max{deg(fi)} deg(S) No. of S

1e 32 192 34 256 6
3

2

5

11

1oe 32 192 34 256 6
3

2

5

11

2eoe
96

94

64

68
10

96

88
7 6

2

1

3eoe
98

96

60

64
10

96

88
7 7 (6)

0 (2)

2 (12)

4eoe 98 60 10 88 7
7

6

1

5

5eoe 98 60 8 88 7 7 1

6eoe 98 60
8

10

96

80
7 7 (6)

1 (3)

2 (0)

7eoe 98 60 8 88 7
7

6

2

5

Table 4. Some best S-boxes obtained by Method 1 and Method 2

S-box S1 S-box S2

Q34, 13eoe,

L = (0, 3, 2, 3, 3, 3, 1, 1, 0, 2, 0, 0, 0)

NL (L) = 98 (60),

∆ = 8, AC = 88, deg = 7

5eoe,

L = (3, 2, 0, 10, 9)

NL (L) = 98 (60),

∆ = 8, AC = 88, deg = 7
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5 New Construction

Our new construction of N -bit S-boxes is a generalization of the con-
structions with e quasigroup string transformations (and d quasigroup
string transformations used for the inverse S-boxes) (see Algorithm
5). We mixed two different layers – the layer of bijectional quasigroup
string transformations, and the layer of modular addition with N -bit
constants. We choose a quasigroup of order q, such thatN = w·log2(q).
In any other case, we have q = N and w = 1. We choose a vector of n
bijectional quasigroup string transformations T = (qst1, qst2, . . . , qstn),
which has a corresponding vector of inverse quasigroup string transfor-
mations T−1 = (qst−1

1
, qst−1

2
, . . . , qst−1

n ).

Algorithm 5. New construction of N-bit S-box

Input: Q - quasigroup of order q, vector of n bijectional quasigroup

string transformations T = (qst1, qst2, . . . , qstn), vector of leaders

L = (l1, l2, . . . ln) and vector of n-bit constants C = (c0, c1, c2, . . . cn)

Output: S

For all possible input blocks x1, x2, . . . , xw in lexicographic ordering

(p1, p2, . . . , pw) = (x1, x2, . . . , xw) + c0(mod 2N )

For i = 1 to n

If i is odd

(t1, t2, . . . , tw) = (qsti)l
i
(p1, p2, . . . , pw) + ci(mod 2N )

else

(pw, . . . , p2, p1) = (qsti)l
i
(tw, . . . , t2, t1)

(p1, p2, . . . , pw) = (p1, p2, . . . , pw) + ci(mod 2N )

Use all output blocks from the last round to generate S

The construction of the S−1 is given below (Algorithm 6):
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Algorithm 6. Construction of S−1

Input: Q - quasigroup of order q, vector of n bijectional quasigroup

string transformations T = (qst1, qst2, . . . , qstn), vector of leaders

L = (l1, l2, . . . ln) and vector of n-bit constants C = (c0, c1, c2, . . . cn)

Output: S−1

For all possible input blocks x1, x2, . . . , xw in lexicographic ordering

(p1, p2, . . . , pw) = (x1, x2, . . . , xw)− cn(mod 2N )

For i = n down to 1

If n is even

If i is even

(tw, . . . , t2, t1) = (qst−1

i
)l

i
(pw, . . . , p2, p1)− ci−1(mod 2N )

else

(p1, p2, . . . , pw) = (qst−1

i
)l

i
(t1, t2, . . . , tw)− ci−1(mod 2N )

else

If i is odd

(t1, t2, . . . , tw) = (qst−1

i
)l

i
(p1, p2, . . . , pw)− ci−1(mod 2N )

else

(pw, . . . , p2, p1) = (qst−1

i
)l

i
(tw, . . . , t2, t1)− ci−1(mod 2N )

Use all output blocks from the last round to generate S−1

Method 3 – The third method generates 8-bit S-boxes by using our
new construction with parameters N = 8, q = 4, w = 4 and by using
only e quasigroup string transformations generated by quasigroups of
order 4. Method 1 can be seen as a special case of the Method 3, where
all used constants are zeros. The results for 8-bit S-boxes with best
examined crypographic properties for each n = {1, . . . , 4} and several
different constant vectors, are presented in Table 5.

Method 4 – The fourth method generates 8-bit S-boxes by using
our new construction with parameters N = 8, q = 16, w = 2 and
by using only e quasigroup string transformations generated by the
quasigroup of order 16 (Figure 2). Method 2 can be seen as a spe-
cial case of Method 4, where all used constants are zeros. The results
for 8-bit S-boxes with best examined crypographic properties for each
n = {1, . . . , 5} and several different constant vectors, are presented
in Table 6. The best produced 8x8 S-boxes are obtained by only 3 e

quasigroup transformations, alternating in normal and reverse mode.
There are two different best groups. One group has differential unifor-
mity 8, nonlinearity 98 (linearity 60), autocorrelation 88, and minimal
algebraic degree 7. One representative of this group is S3 (Table 7), ob-
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tained by using leaders (5, 1, 5) and constants (0, 1, 90, 9). The second
group has differential uniformity 10, nonlinearity 100 (linearity 56),
autocorrelation 88, minimal algebraic degree 6, and maximal algebraic
degree 7. One representative of this group is S4 (Table 7), obtained by
using leaders (13, 3, 7) and constants (0, 8, 136, 70).

6 Conclusion

The main contribution of this paper is a new generic construction of N -
bit S-boxes, presented with mixed layers of bijective quasigroup string
transformations and modular addition with N -bit constants. Special
case of 8-bit S-boxes are investigated, together with their main cryp-
tographic properties. The results are very promising, and further ex-
periments are needed to obtain 8-bit S-boxes with even better crypto-
graphic properties. This can be done, because only a very small subset
of S-boxes produced by only one specially selected quasigroup of order
16, and also, very small subset of S-boxes produced by quasigroups of
order 4 with several constant vectors are investigated.
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2-rainbow domination in graphs with minimum

degree at least two
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Abstract

An independent 2-rainbow dominating function (I2-RDF) on
a graph G is a function f from the vertex set V (G) to the set of
all subsets of the set {1, 2} such that {x ∈ V | f(x) 6= ∅} is an
independent set of G and for any vertex v ∈ V (G) with f(v) = ∅
we have

⋃

u∈N(v) f(u) = {1, 2}. The weight of an I2-RDF f is

the value ω(f) =
∑

v∈V
|f(v)|, and the independent 2-rainbow

domination number ir2(G) is the minimum weight of an I2-RDF
on G. In this paper, we prove that if G is a graph of order n ≥ 3
with minimum degree at least two such that the set of vertices of
degree at least 3 is independent, then ir2(G) ≤ 4n

5 .
Keywords: independent k-rainbow dominating function, in-

dependent k-rainbow domination number.
MSC 2010: 05C69.

1 Introduction

In this paper, G is a simple graph with vertex set V (G) and edge set
E(G) (briefly V and E). For every vertex v ∈ V , the open neighborhood

N(v) is the set {u ∈ V (G) | uv ∈ E(G)} and the closed neighborhood

of v is the set N [v] = N(v) ∪ {v}. Similarly, the open neighborhood of
a set S ⊆ V is the set N(S) = ∪v∈SN(v), and the closed neighborhood

∗ Seyed Mahmoud Sheikholeslami: s.m.sheikholeslami@azaruniv.ac.ir
©2020 by CSJM; R. Khoeilar, M. Kheibari, M. Chellali, S.M.

Sheikholeslami
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of S is the set N [S] = N(S) ∪ S. The degree of a vertex v ∈ V is
degG(v) = deg(v) = |N(v)| and the minimum degree of a graph G is
denoted by δ = δ(G).

For a positive integer k, a k-rainbow dominating function (k-RDF)
of a graph G is a function f from V (G) to the set of all subsets of the
set {1, 2, . . . , k} such that for every vertex v ∈ V (G) with f(v) = ∅
the condition

⋃

u∈N(v) f(u) = {1, 2, . . . , k} is fulfilled. The weight of a
k-RDF f is the value ω(f) =

∑

v∈V |f(v)|. The k-rainbow domination

number of a graph G, denoted by γrk(G), is the minimum weight of
a k-RDF of G. Note that γr1(G) is the classical domination number
γ(G). The k-rainbow domination number was introduced by Brešar,
Henning, and Rall [4] and has been studied by several authors (see for
example [1], [5], [6], [8], [12], [13], [15], [16]).

If we additionally require that the set of vertices x ∈ V (G) with
f(x) 6= ∅ induces an independent set of G, then the situation is very
different. Let k ≥ 1 be an integer, and let G be a graph. A k-RDF
f of G is an independent k-rainbow dominating function (Ik-RDF)
if {x ∈ V (G) | f(x) 6= ∅} is an independent set of G. The mini-
mum weight w(f) of an Ik-RDF f of G is called the independent k-

rainbow domination number of G, and is denoted by irk(G). Clearly,
γrk(G) ≤ irk(G) holds for every graph G. Moreover, independent
k-rainbow domination can be seen as a generalization of independent
domination, since the number ir1(G) is precisely the independent dom-

ination number i(G) of G which has been widely studied (see a sur-
vey [10]). The independent rainbow domination number was studied
in, for example, [3], [7], [9], [14]. Recently, Shao et al. [14] have shown
that the independent k-rainbow domination problem is NP-complete.
Therefore, it is natural to look for good bounds on the independent
k-rainbow domination number of graphs, especially for the case k = 2
which is the most studied. Our main contribution in this paper is
the following upper bound on the independent 2-rainbow domination
number for a class of graphs with minimum degree at least two.

Theorem 1. Let G be a connected graph of order n with δ(G) ≥ 2
such that the set of vertices with degree at least three is an independent
set. Then ir2(G) ≤ 4

5
n. This bound is sharp for the cycle C5.
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We recall that for trees, Amjadi et al. [2] showed that if T is a tree
of order n ≥ 3, then ir2 ≤ 3n

4
. This result has recently been extended

to connected bipartite graphs by Fujita et al. [9] who also gave other
results on irk(G) when k ≥ 3. Moreover, it has been noticed in [7], that
for any graph G, ir2(G) ≤ 2i(G). Therefore, the 4

5
n upper bound on

the independent 2-rainbow domination number holds for any connected
graph G of order n with i(G) ≤ 2

5
n.

2 Proof of Theorem 1

For the proof of Theorem 1, we need three preparatory results.

Proposition 1. For n ≥ 5, the path Pn has an I2-RDF f that assigns
∅ to the end-vertices of Pn and ω(f) ≤ 4n

5
.

Proof. Let Pn = v1v2 . . . vn and define f : V (Pn) → P({1, 2}) as
follows. If n ≡ 0 (mod 3), then f(v3i+2) = {1, 2} for 0 ≤ i ≤ n

3
− 1,

and f(x) = ∅ otherwise; if n ≡ 2 (mod 3), then f(vn−1) = {1, 2},
f(v3i+2) = {1, 2} for 0 ≤ i ≤ n−5

3
, and f(x) = ∅ otherwise, and if

n ≡ 1 (mod 3), then f(v2) = {1, 2}, f(v4) = {1}, f(v3i+6) = {1, 2} for
0 ≤ i ≤ n−4

3
, and f(x) = ∅ otherwise. Clearly, ω(f) ≤ 4n

5
and f is an

I2-RDF of Pn assigning ∅ to the end-vertices of Pn. �

For integers r ≥ 3 and s ≥ 1, let Cr,s be the connected graph
obtained from a cycle Cr = (u1u2 . . . ur) and a path Ps = v1v2 . . . vs by
adding the edge u1v1.

Proposition 2. For integers r ≥ 3 and s ≥ 1 with r+s ≥ 4, the graph
Cr,s has an I2-RDF f that assigns ∅ to vs and ω(f) ≤ 4(r+s)

5
.

Proof. Define f : V (Cr,s) → P({1, 2}) by:

f(u3i+1) = f(v3j+2) = {1, 2} for 0 ≤ i ≤ r−3

3
, 0 ≤ j ≤ s−3

3
, and

f(x) = ∅ otherwise, when r ≡ 0 (mod 3) and s ≡ 0 (mod 3),

f(u3i+1) = f(v3j+3) = {1, 2} for 0 ≤ i ≤ r−3

3
, 0 ≤ j ≤ s−4

3
, and

f(x) = ∅ otherwise, when r ≡ 0 (mod 3) and s ≡ 1 (mod 3),
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f(vs) = {1, 2}, f(u3i+2) = f(v3j+2) = {1, 2} for 0 ≤ i ≤ r−3

3
,

0 ≤ j ≤ s−5

3
, and f(x) = ∅ otherwise, when r ≡ 0 (mod 3) and s ≡ 2

(mod 3),
f(u1) = {1}, f(u3i+3) = f(v3j+2) = {1, 2} for 0 ≤ i ≤ r−4

3
, 0 ≤ j ≤

s−3

3
, and f(x) = ∅ otherwise, when r ≡ 1 (mod 3) and s ≡ 0 (mod 3),
f(u1) = {1, 2}, f(u3i+3) = f(v3j+3) = {1, 2} for 0 ≤ i ≤ r−4

3
,

0 ≤ j ≤ s−4

3
, and f(x) = ∅ otherwise, when r ≡ 1 (mod 3) and s ≡ 1

(mod 3),
f(u3i+3) = f(v3j+1) = {1, 2} for 0 ≤ i ≤ r−4

3
, 0 ≤ j ≤ s−2

3
, and

f(x) = ∅ otherwise, when r ≡ 1 (mod 3) and s ≡ 2 (mod 3),
f(u3i+1) = f(v3j+2) = {1, 2} for 0 ≤ i ≤ r−2

3
, 0 ≤ j ≤ s−3

3
, and

f(x) = ∅ otherwise, when r ≡ 2 (mod 3) and s ≡ 0 (mod 3),
f(u3i+1) = f(v3j+3) = {1, 2} for 0 ≤ i ≤ r−2

3
, 0 ≤ j ≤ s−4

3
, and

f(x) = ∅ otherwise, when r ≡ 2 (mod 3) and s ≡ 1 (mod 3),
f(ur) = {1}, f(u3i+3) = f(v3j+1) = {1, 2} for 0 ≤ i ≤ r−5

3
, 0 ≤ j ≤

s−2

3
, and f(x) = ∅ otherwise, when r ≡ 2 (mod 3) and s ≡ 2 (mod 3).

In either case, f is an I2-RDF of Cr,s of weight at most 4(r+s)
5

with
the desired property. �

Let F be the family of all simple graphs obtained from some con-
nected multigraph H without loops with δ(H) ≥ 3 by subdividing
every edge of H at least once and at most four times. By definition,
the smallest graph of F has order at least 5. Also, we note that if
G ∈ F , then the set {x ∈ V (G) | deg(x) ≥ 3} is an independent set of
G.

Proposition 3. If G ∈ F , then G has an I2-RDF f that assigns a
non-empty set to every vertex of degree at least 3 and ω(f) ≤ 4n(G)

5
.

Proof. Let G ∈ F be a graph of order n. We proceed by induction
on n. Clearly, the result is immediate for n = 5. Let n ≥ 6 and
assume that the result holds for all graphs in F of order less than n.
Let G ∈ F be a graph of order n. Set A = {x ∈ V (G) | deg(x) ≥ 3}
and B = V (G) − A. Since G ∈ F , A is independent. In the sequel,
we will call an induced path P of G an A-ear path if V (P ) ⊂ B and
P is connected to A by either its unique vertex (if |V (P )| = 1) or by
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each of its two end-vertices. For each i ∈ {1, 2, 3, 4}, let Qi be the set
of all A-ear paths P of G of order i and let Q =

⋃

4

i=1
Qi. Clearly, B =

⋃

P∈Q V (P ). Moreover, for each A-ear path P , let XP = {u ∈ A | u is
adjacent to a vertex of P}. Hence, A =

⋃

P∈QXP and since G ∈ F ,
we have |XP | = 2 for each P ∈ Q. Therefore, |A| ≥ 2.

Assume first that |A| = 2 and let A = {u, v}. Note that n =
|A|+m1+2m2+3m3+4m4 andm1+m2+m3+m4 ≥ 3, wheremi = |Qi|
for i ∈ {1, 2, 3, 4}. Let Q4 = {vi1v

i
2v

i
3v

i
4 | 1 ≤ i ≤ m4} if Q4 6= ∅,

Q3 = {mj
1
m

j
2
m

j
3
| 1 ≤ j ≤ m3} if Q3 6= ∅, Q2 = {wk

1w
k
2 | 1 ≤ k ≤ m2}

if Q2 6= ∅ and Q1 = {zl1 | 1 ≤ l ≤ m1} if Q1 6= ∅. Suppose that
uvi

1
, um

j
1
, uwk

1
, uzl

1
, vi

4
v,m

j
3
v,wk

2
v, zl

1
v ∈ E(G) for each i, j, k, l. Define

g : V (G) → P({1, 2}) by g(u) = g(v) = {1, 2}, g(vi
2
) = {1, 2} for

1 ≤ i ≤ m4 and g(mj
2
) = {2} for 1 ≤ j ≤ m3, and g(x) = ∅ otherwise.

Obviously, g is an I2-RDF of G that assigns a non-empty set to every
vertex in A. In addition, we have

ir2(G) ≤ 4 + 2m4 +m3 ≤
4(2 + 4m4 + 3m3 + 2m2 +m1)

5
=

4n

5
.

Next, we assume that |A| ≥ 3. Suppose first, there are two vertices
u, v ∈ A such that deg(u), deg(v) ≥ 4 and there is an A-ear path
P = v1 . . . vk with k ≥ 3 connecting u and v. Let G′ = G − V (P ).
Since G′ ∈ F , by the induction hypothesis G′ has an I2-RDF f such
that |f(u)|, |f(v)| ≥ 1 and ω(f) ≤ 4(n−k)

5
. Assume, without loss of

generality, that 1 ∈ f(u). Then f can be extended to an I2-RDF g

of G as follows: assign {1, 2} to v3i+2 for 0 ≤ i ≤ k
3
− 1 and ∅ to

other vertices, when k ≡ 0 (mod 3); assign {2} to v2, {1, 2} to v3i+1

for 1 ≤ i ≤ k−2

3
and ∅ to other vertices, when k ≡ 2 (mod 3); assign

{1, 2} to u, v3i for 1 ≤ i ≤ k−1

3
and ∅ to other vertices, when k ≡ 1

(mod 3). Clearly, g is an I2-RDF of G of weight at most 4n(G)

5
with the

desired property. Hence, we can assume that there is no two vertices of
degree at least four connected by A-ear path P of order at least three.
Consider the following cases.

Case 1. Q4 6= ∅.
Let P1 = x11x

1
2x

1
3x

1
4 ∈ Q4 and let ux11, x

1
4v1 ∈ E(G), where u, v1 ∈ A.
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By assumption, u or v1 has degree three, say deg(u) = 3. Consider also
the following situations.

(I) u is adjacent to two A-ear paths in Q4.
Let P2 = x21x

2
2x

2
3x

2
4 ∈ Q4 − {P1} such that ux21, v2x

2
4 ∈ E(G). Let G′

be the graph obtained from G by removing vertices {x11, x
1
2, x

1
3, x

2
1, x

2
2}

and adding edges ux14, ux
2
3. Clearly, G′ ∈ F , and by the induction

hypothesis, there exists an I2-RDF f of G′ of weight at most 4(n−5)

5

assigning a non-empty set to every vertex of degree at least 3. It follows
that f(x23) = ∅ and f(x24) = ∅, and, thus, f(u) = f(v2) = {1, 2} (to
2-rainbow dominate x23, x

2
4). Define g : V (G) → P({1, 2}) by g(x13) =

g(x23) = {1, 2}, g(x11) = g(x12) = g(x21) = g(x22) = ∅, and g(x) = f(x)
otherwise. Clearly, g is an I2-RDF of G that assigns a non-empty set
to all vertices of A and has weight ω(g) = ω(f) + 4 ≤ 4(n−5)

5
+ 4 = 4n

5
.

According to the previous situation, we may assume that P1 is the
unique A-ear path in Q4 adjacent to u.

(II) u is adjacent to an A-ear path in Q2.
Let P2 = x21x

2
2 be an A-ear path in Q2 such that ux21, v2x

2
2 ∈ E(G). Let

G′ be the graph obtained from G by removing vertices x11, x
1
2, x

1
3 and

adding the edge ux14. Clearly, G
′ ∈ F , and by the induction hypothesis,

there exists an I2-RDF f of G′ of weight at most 4(n−3)

5
assigning a

non-empty set to every vertex of degree at least 3. Likewise to situation
(I), one can see that f(u) = f(v2) = {1, 2}. Now define g : V (G) →
P({1, 2}) by g(x13) = {1, 2}, g(x11) = g(x12) = ∅, and g(x) = f(x)
otherwise. Clearly, g is an I2-RDF of G that assigns a non-empty set
to every vertex of A and has weight ω(g) = ω(f)+3 ≤ 4(n−3)

5
+2 < 4n

5
.

(III) u is adjacent to an A-ear path in Q3.
Let P2 = x21x

2
2x

2
3 be an A-ear path in Q3 such that ux21, v2x

2
3 ∈ E(G).

Let G′ be the graph obtained from G by removing x11, x
1
2, x

1
3, x

2
1 and

adding edges ux14, ux
2
2. Since G

′ ∈ F , by the induction hypothesis there

is an I2-RDF f of G′ of weight at most 4(n−4)

5
that assigns non-empty

sets to every vertex of degree at least 3. As above, f(u) = f(v2) =
{1, 2}. Define g : V (G) → P({1, 2}) by g(x21) = {1}, g(x13) = {1, 2},
g(x11) = g(x12) = g(x21) = ∅, and g(x) = f(x) otherwise. Clearly, g is an
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I2-RDF of G of weight ω(g) = ω(f) + 3 ≤ 4(n−4)

5
+ 3 < 4n

5
having the

desired property.

(IV) u is adjacent to two A-ear paths in Q1.
Let P2 = x21 and P3 = x31 be A-ear paths in Q1 such that
ux21, ux

3
1, v2x

2
1, v3x

3
1 ∈ E(G), where v2, v3 ∈ A.

• v1 6∈ {v2, v3}.
Let G′ be the graph obtained from G by removing x11, x

1
2, x

1
3, x

1
4, u

and adding the edges v1x
2
1 and v1x

3
1. Since G′ ∈ F , by the in-

duction hypothesis there is an I2-RDF f of G′ of weight at most
4(n−5)

5
assigning non-empty sets to every vertex of degree at least

3. Since |f(v2)|, |f(v3)| ≥ 1, we must have f(x2
1
) = f(x3

1
) = ∅.

Now the function g : V (G) → P({1, 2}) defined by g(u) =
g(x1

3
) = {1, 2}, g(x1

1
) = g(x1

2
) = g(x1

4
) = ∅, and g(x) = f(x)

otherwise, is an I2-IRDF of G with the desired property and
weight ω(g) = ω(f) + 4 ≤ 4(n−5)

5
+ 4 ≤ 4n

5
.

• v1 ∈ {v2, v3}.
Without loss of generality, assume that v1 = v2. Suppose first
that v1 6= v3 and let G′ be the graph obtained fromG by removing
x11, x

1
2, x

3
1, u and adding the edges v3x

2
1, v3x

1
3. Clearly, G

′ ∈ F and,
thus, by the induction hypothesis, there is an I2-RDF f of G′ of
weight at most ω(f) ≤ 4(n−4)

5
that assigns a non-empty set to

every vertex of degree at least 3. As above, one can easily see that
f(v1) = f(v3) = {1, 2} and, thus, f(x1

3
) = f(x1

4
) = f(x2

1
) = ∅.

Now define the function g : V (G) → P({1, 2}) by g(x1
2
) = {1, 2},

g(x11) = g(x31) = ∅, g(u) = {1}, and g(x) = f(x) otherwise.
Clearly, g is an I2-RDF of G with the desired property and weight
ω(g) = ω(f) + 3 ≤ 4(n−4)

5
+ 3 < 4n

5
.

Now assume that v1 = v2 = v3. Since |A| ≥ 3 and G is connected,
we have deg(v1) ≥ 4. Let w ∈ A − {u, v1} and let G′ be the
graph obtained from G by removing x11, x

1
2, u, x

3
1 and adding the

edges wx1
3
, wx2

1
. Since G′ ∈ F , by the induction hypothesis,

there is an I2-RDF f of G′ of weight at most ω(f) ≤ 4(n−4)

5
such

that f assigns a non-empty set to every vertex of degree at least
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3. As above, we must have f(v1) = {1, 2}. Now the function
g : V (G) → P({1, 2}) defined by f(x1

2
) = {1, 2}, g(u) = {1},

g(x1
1
) = g(x3

1
) = ∅, and g(x) = f(x) otherwise, is an I2-RDF of

G such that g assigns a non-empty set to every vertex in A and
ω(g) = ω(f) + 3 ≤ 4(n−4)

5
+ 3 < 4n

5
.

Seeing Case 1, we can assume from now on that Q4 = ∅.

Case 2. Q3 6= ∅.
Let P = x1

1
x1
2
x1
3
∈ Q3 and let ux1

1
, x1

3
v1 ∈ E(G), where u, v1 ∈ A. By

assumption, we may assume, without loss generality, that deg(u) = 3.
Consider the following situations.

(V) u is adjacent to three A-ear-paths in Q3.
Let P2 = x2

1
x2
2
x2
3
and P3 = x3

1
x3
2
x3
3
be two A-ear-paths in Q3−{P} such

that ux3
1
, ux2

1
, v2x

2
3
, v3x

3
3
∈ E(G). Let G′ be the graph obtained from

G by removing x1
1
, x1

2
, x2

1
, x2

2
, x3

1
, x3

2
and by adding edges ux1

3
, ux2

3
, ux3

3
.

Then G′ ∈ F , and by the induction hypothesis, there is an I2-RDF f

of G′ of weight at most 4(n−6)

5
that assigns non-empty sets to vertices

of degree at least 3. Without loss of generality, assume that 1 ∈ f(u).
Define g : V (G) → P({1, 2}) by g(u) = {1, 2}, g(xi1) = ∅ for i ∈
{1, 2, 3}, g(xi2) = {1} if f(vi) = {1, 2}, g(xi2) = {1, 2}−f(vi) if |f(vi)| =
1 for i ∈ {1, 2, 3}, and g(x) = f(x) otherwise. Clearly, g is an I2-RDF of

G with the desired property and weight ω(g) = ω(f)+4 ≤ 4(n−6)

5
+4 <

4n
5
.

(VI) u is adjacent to an A-ear path in Q2.
Let P2 = x21x

2
2 ∈ Q2 such that ux21, v2x

2
1 ∈ E(G). Let G′ be the

graph obtained from G by removing x11, x
1
2 and adding the edge ux13.

Then G′ ∈ F and by the induction hypothesis, there is an I2-RDF f

of G′ of weight at most 4(n−2)

5
such that f(x) 6= ∅ for every x ∈ A.

Since f(x2
1
) = f(x2

2
) = ∅, we deduce that f(u) = {1, 2}. Define now

the function g : V (G) → P({1, 2}) by g(x1
1
) = ∅, g(x1

2
) = {1} if

f(v1) = {1, 2} or g(x12) = {1, 2} − f(v1) if |f(v1)| = 1, and g(x) = f(x)
otherwise. Clearly, g is an I2-RDF of G of weight ω(g) = ω(f) + 1 ≤
4(n−2)

5
+ 1 < 2n

3
and such that g(x) 6= ∅ for every x ∈ A.
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(VII) u is adjacent to two A-ear paths in Q3 and to an A-ear path
in Q1.
Let P2 = x2

1
x2
2
x2
3
∈ Q3 and P3 = x3

1
∈ Q1 such that ux3

1
, ux2

1
, v2x

2
3
,

v3x
3
1
∈ E(G). Let G′ be the graph obtained from G by removing

x1
1
, x1

2
, x2

1
, x2

2
and adding edges ux1

3
, ux2

3
. Clearly, G′ ∈ F and by the

induction hypothesis, there is an I2-RDF f of G′ of weight at most
4(n−4)

5
such that f(x) 6= ∅ for every x ∈ A. Define the function g :

V (G) → P({1, 2}) by g(u) = {1, 2}, g(xi1) = ∅ for i ∈ {1, 2}, g(xi2) =
{1} if f(vi) = {1, 2}, g(xi2) = {1, 2} − f(vi) if |f(vi)| = 1, and g(x) =
f(x) otherwise. Note that |g(u)| − |f(u)| ≤ 1. Clearly, g is an I2-RDF

of G of weight ω(g) = ω(f) + 3 ≤ 4(n−4)

5
+ 3 < 4n

5
such that g(x) 6= ∅

for every x ∈ A.

(VIII) u is adjacent to an A-ear-path in Q3 and to two A-ear paths
in Q1.
Let P2 = x21 and P3 = x31 be A-ear paths in Q1 such that ux21, ux

3
1 ∈

E(G). Suppose v2x
2
1, v3x

3
1 ∈ E(G), where v2, v3 ∈ A.

• v1 6∈ {v2, v3}.
Let G′ be the graph obtained from G by removing x11, x

1
2, x

1
3, u

and adding the edges v1x
2
1 and v2x

3
1. Clearly, G′ ∈ F and by

the induction hypothesis, there is an I2-RDF f of G′ of weight
at most ω(f) ≤ 4(n−4)

5
such that f(x) 6= ∅ for every x ∈ A−{u}.

Without loss of generality, we assume that 1 ∈ f(v1) and define
the function g on V (G) by g(u) = {1, 2}, g(x1

1
) = g(x1

3
) = ∅,

g(x1
2
) = {2}, and g(x) = f(x) otherwise. Clearly, g is an I2-RDF

of G of weight ω(g) = ω(f) + 3 ≤ 4(n−4)

5
+ 3 < 2n

3
. In addition,

g(x) 6= ∅ for every x ∈ A.

• v1 ∈ {v2, v3} and v1 = v2 = v3.
Since |A| ≥ 3, we have deg(v1) ≥ 4. First, let there exist a path
v3zv4 in G, where v4 ∈ A and z 6∈ {x31, x

2
1}. Since deg(v4) ≥ 3,

we deduce that A − {u, v3, v4} 6= ∅. Let w ∈ A − {u, v3, v4}.
Assume that deg(v1) ≥ 5, and let G′ be the graph resulting from
the deletion of vertices u, x11, x

2
1, x

3
1 and the addition of the edge

wx12. Then G′ ∈ F and by the induction hypothesis, there is an
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I2-RDF f of G′ of weight at most 4(n−4)

5
such that f(x) 6= ∅ for

every x ∈ A−{u}. We also have f(v3) = f(w) = {1, 2}. But then
the function g defined on V (G) by f(u) = {1, 2}, f(x12) = {1},
f(x21) = f(x31) = ∅, and g(x) = f(x) otherwise is an I2-RDF of

G of weight ω(f) + 3 ≤ 4(n−4)

5
+ 3 < 2n

3
and such that g(x) 6= ∅

for every x ∈ A. Now assume that deg(v1) = 4, and let G′ be
the graph obtained from G by removing u, x11, x

1
2, x

1
3, x

2
1, x

3
1 and

by adding the edge wv3. Note that v3 has degree two in G′ and,
thus, belongs to an A′-ear path joining v4 and w. Since G′ ∈ F ,
by the induction hypothesis, there is an I2-RDF f of G′ of weight
at most 4(n−6)

5
such that f(x) 6= ∅ for every x ∈ A − {u, v3}.

Clearly, f(v4) = f(w) = {1, 2} and f(z) = f(v3) = ∅. Now f

can be extended to an 2-IRDF of G with the desired property by
assigning {1} to u, {2} to v3, {1, 2} to x12 and ∅ to x11, x

1
3, x

2
1, x

3
1

and, thus, ω(g) = ω(f) + 4 < 4n
5
.

Now let there exist a path v3zyv4 in G, where v4 ∈ A and
z 6∈ {x13}. As above, we have A − {u, v3, v4} 6= ∅, and so pick
a vertex w ∈ A − {u, v3, v4}. If deg(v1) ≥ 5, then the result fol-
lows, as above, by considering the same graph G′ obtained from
the removal of vertices u, x1

1
, x2

1
, x3

1
and the addition of the edge

wx1
2
. Hence, we assume that deg(v1) = 4. Then delete vertices

u, x11, x
1
2, x

1
3, v3, x

2
1, x

3
1 and add the edge zw, and let G′ be the re-

sulting graph. Clearly, G′ ∈ F and by the induction hypothesis,
there is an I2-RDF f of G′ of weight at most 4(n−7)

5
such that

f(x) 6= ∅ for every x ∈ A− {u, v3}. Since f(v4) = f(w) = {1, 2}
and f(z) = f(y) = ∅, function f can be extended to an I2-RDF of
G by assigning {1, 2} to u, v3, {1} to x12 and ∅ to other vertices. It
follows that ω(g) = ω(f) + 5 < 4n

5
and g(x) 6= ∅ for every x ∈ A.

• v1 ∈ {v2, v3} and |{v1, v2, v3}| = 2.
Suppose, without loss of generality, that v1 = v2 and v1 6= v3.
Let G′ be the graph obtained from G by removing x11, x

1
3, u and

by adding the edges v3x
2
1, v3x

1
2. Then G′ ∈ F and by the induc-

tion hypothesis, there is an I2-RDF f of G′ of weight at most
4(n−3)

5
such that g(x) 6= ∅ for every x ∈ A − {u}. As above, we
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must have f(v1) = f(v3) = {1, 2} and so f(x12) = f(x13) = ∅. In
this case, the function g defined by g(u) = {1}, = g(x1

2
) = {2},

g(x1
1
) = g(x3

1
) = ∅, and g(x) = f(x) otherwise, is an I2-RDF of G

of weight ω(g) = ω(f)+2 ≤ 4(n−3)

5
+2 < 4n

5
. Moreover, g(x) 6= ∅

for every x ∈ A− {u}.

Considering Case 2, we may assume that Q3 = ∅.

Case 3. Q2 6= ∅.
Let P1 = x11x

1
2 ∈ Q2 with ux11, x

1
2v1 ∈ E(G). Without loss of generality,

we assume that deg(u) ≤ deg(v1). Consider the following situations.

(IX) deg(u) ≥ 4 and u is adjacent to at least two A-ear paths in
Q2.
By assumption we have deg(v1) ≥ 4. Let P2 = x2

1
x2
2
be a second A-

ear path in Q2 such that ux2
1
∈ E(G) and let v2x

2
2
∈ E(G) for some

v2 ∈ A. Remove vertices x11, x
1
2 and let G′ be the resulting graph.

Then G′ ∈ F and by the induction hypothesis, there is an I2-RD-
function f of G′ of weight at most 4(n−2)

5
such that f(x) 6= ∅ for every

x ∈ A. Clearly, f(u) = {1, 2} and |f(v1)| ≥ 1. Define the function g by
g(x11) = g(x12) = ∅, g(v1) = {1, 2}, and g(x) = f(x) otherwise. Then

g is an 2-IRDF of G of weight ω(f) + 1 ≤ 4(n−2)

5
+ 1 < 4n

5
having the

property that g(x) 6= ∅ for every x ∈ A.

(X) deg(u) = 3 and u is adjacent to at least two A-ear paths in Q2.
Let P2 = x21x

2
2 ∈ Q2 be an A-ear path in G such that ux21 ∈ E(G) and

v2x
2
2 ∈ E(G), where v2 ∈ A.

• v1 = v2.
Let G′ be the graph obtained from G by removing x11 and adding
the edge ux12. Then G′ ∈ F and by the induction hypothesis,

there is an I2-RD-function f of G′ of weight 4(n−1)

5
with the

desired property, in particular f(u) = f(v1) = {1, 2}. In this
case, f can be extended to an I2-IRDF of G by assigning ∅ to x11
such that f satisfies the conditions.
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• v1 6= v2.
Since deg(u) = 3, let uPv3 be a path in G such that P ∈ (Q1 ∪
Q2) − {P1, P2}. Let z ∈ V (P ) be the vertex adjacent to u. We
may assume that v1 6∈ {v2, v3}. Let G′ be the resulting graph
after removing vertices x1

1
, x1

2
, u and adding edges v1x

2
1
and v1z.

Then G′ ∈ F and by the induction hypothesis, there exists an
I2-RDF f of G′ satisfying our conditions. Since f(v1) = {1, 2},
we can define the function g on V (G) by g(u) = {1, 2}, g(x11) =
g(x21) = ∅, and g(x) = f(x) otherwise. Then g is an I2-RDF of

G of weight ω(f) + 2 ≤ 4(n−3)

5
+ 2 < 4n

5
such that g(x) 6= ∅ for

every x ∈ A.

(XI) The other neighbors of u belong to ear-paths in Q1.
Considering the above cases and subcases, we may assume that Q =
Q1 ∪ Q2 and that each vertex in A is adjacent to at most one A-ear
path in Q2. In that case, since G ∈ F , it is obtained from connected
multigraph H without loops with δ(H) ≥ 3 by subdividing any edge at
most twice so that the set of edges ofH subdivided twice is independent
(in H). Hence, let u1v1, . . . , ukvk be the edges of H subdivided twice
and let A′′ be the set of all vertices in H for which all edges that are
incident are subdivided once. Therefore, we have |V (H)| = 2k + |A′′|
and |E(H)| = 1

2

∑

v∈V (H)
deg(v) ≥ 3

2
|V (H)| = 3k + 3

2
|A′′| (because

δ(H) ≥ 3, k edges of H are subdivided twice and the remaining edges
are subdivided once). Hence, the order of G is

n = |V (H)| + |E(H)|+ k ≥ 6k +
5

2
|A′′|.

It is easy to see that the function g defined on V (G) by g(x) = {1, 2}
for x ∈ V (H), and g(x) = ∅ otherwise, is an I2-RDF of G that assigns
non-empty sets to vertices of A and ω(g) = 2|V (H)| = 4k + 2|A′′| <
4(6k+ 5

2
|A′′|)

5
≤ 4n

5
. This completes the proof. �

Now, we can proceed to the proof of Theorem 1.

Proof of Theorem 1. We use an induction on the order n. If n ≤ 5,
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then, clearly, G is connected having at most two vertices of degree at
least three. More precisely, G ∈ {C3, C4, C5} or G is either obtained
from two cycles C3 sharing the same vertex or G is the complete bipar-
tite graph K2,3. In this case, it can be easily checked that ir2(Cn) ≤

4

5
n,

establishing the base case. Let n ≥ 6, and assume that the result holds
for all graphs G′ of order less than n with minimum degree at least two
such that the set of vertices with degree at least three is independent.
Let G be a graph of order n such that δ(G) ≥ 2 and the set of vertices
with degree at least three is independent. We can assume that G is
connected for otherwise the result follows by applying the induction
hypothesis on each component of G.

If ∆(G) = 2, then G = Cn. Since for the cycle Cn, i(Cn) = ⌈n/3⌉,
we obtain that ir2(Cn) ≤ 2 ⌈n/3⌉ and, clearly, 2 ⌈n/3⌉ ≤ 4

5
n for all

n ≥ 8. Since ir2(C7) = 5 < 4

5
n, we deduce that ir2(Cn) ≤

4

5
n. Hence,

assume that ∆(G) ≥ 3, and let A = {v ∈ V (G) | deg(v) ≥ 3} and
B = V (G)−A. Consider the A-ear paths and keep the same notations
as defined in the proof of Proposition 3. Note that A =

⋃

P∈QXP ,
V (G) = A ∪

⋃

P∈Q V (P ) and 1 ≤ |XP | ≤ 2 for each P ∈ Q. Assume
first that there exists an A-ear path P such that δ(G−V (P )) = 1. Since
G is simple, this means that |V (P )| ≥ 2 and some vertex of G of degree
three is adjacent to the end-vertices of P . Thus, |XP | = 1. In that
case, let XP = {a} and NG(a)−V (P ) = {b}. Clearly, b ∈ B (since A is
independent) and, thus, there is a unique A-ear path P ′ in which b is an
end-vertex of P ′. Let c be the other end-vertex of P ′ (possibly b = c).
Let G′ be the graph resulting from the deletion of vertex a and all
vertices of P and P ′. Then δ(G′) ≥ 2 and by the induction hypothesis,

ir2(G
′) ≤ 4|V (G′)|

5
. On the other hand, sinceG′′ = G[V (P )∪V (P ′)∪{a}]

is isomorphic to C|V (P )|+1,|V (P ′)|, by Proposition 2, G′′ has an I2-RDF g

such that ω(g) ≤ 4n(G′′)

5
and g(c) = ∅. Now, for any ir2(G

′)−function,
the function h defined on V (G) by h(x) = f(x) for all x ∈ V (G′) and
h(x) = g(x) for all x ∈ V (G′′) is an I2-RDF of G. Therefore,
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ir2(G) ≤ ir2(G
′) + ir2(G

′′)

≤
4|V (G′)|

5
+

4|V (P ) ∪ V (P ′) ∪ {a}|

5
=

4n

5
.

In the next, we can assume that δ(G − V (P )) ≥ 2 for each A-
ear path P ∈ Q. It follows that |XP | = 2 for each A-ear path P ∈ Q.
Assume thatQ−(Q1∪Q2∪Q3∪Q4) 6= ∅, and let P ∈ Q−(Q1∪Q2∪Q3∪

Q4). By Proposition 1, P has an I2-RDF g such that ω(g) ≤ 4|V (P )|
5

and g assigns ∅ to the end-vertices of the path P . Now, let G′ be
the graph obtained from G′ by removing all vertices of P . By the

induction hypothesis, we have ir2(G
′) ≤ 4|V (G′)|

5
. Clearly, for every

ir2(G
′)-function f , the function h defined on V (G) by h(x) = f(x)

for all x ∈ V (G′) and h(x) = g(x) for all x ∈ V (P ), is an I2-RDF
of G and, thus, ir2(G) ≤ ir2(G

′) + ir2(P ) ≤ 4

5
n. Assume now that

Q = Q1 ∪ Q2 ∪ Q3 ∪ Q4. Then G ∈ F and the result follows from
Proposition 3. �
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