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Abstract

The devices of the Internet of Things (IoT) are facing various
types of attacks, and IoT applications present unique and new
protection challenges. These security challenges in IoT must be
addressed to avoid any potential attacks. Malicious intrusions in
IoT devices are considered one of the most aspects required for
IoT users in modern applications. Machine learning techniques
are widely used for intelligent detection of malicious intrusions
in IoT. This paper proposes an intelligent detection method of
malicious intrusions in IoT systems that leverages effective classi-
fication of benign and malicious attacks. An ensemble approach
combined with various machine learning algorithms and a deep
learning technique, is used to detect anomalies and other mali-
cious activities in IoT. For the consideration of the detection of
malicious intrusions and anomalies in IoT devices, UNSW-NB15
dataset is used as one of the latest IoT datasets. In this research,
malicious and normal intrusions in IoT devices are classified with
the use of various models.

Keywords: Malicious Intrusions, Anomaly detection, Ma-
chine Learning, Deep Learning, Classification, IoT dataset.

1 Introduction

The practice of integrating technologies such as sensors and software in
everyday objects is on the rise. The idea is to enhance automation and
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enable the transfer of data without the need for computer-human in-
teraction. Devices such as coffee machines, stoves, dryers, washers, and
refrigerators contain smart capabilities, which stretch their functional-
ity and user experience. In 2023, more than 18 million IoT devices will
be connected to the Internet [1] (as shown in Fig. 1).
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Figure 1. IoT devices installations [1]

At the same time, cybersecurity threats associated with IoT devices
are on the increase. Top IoT threats are ranked according to their
proportion rate (as shown in Fig. 2).

The occurrence of successful attacks targeting IoT systems can
present dire consequences considering that these devices collect and
store sensitive information. In addition to personal information, these
devices contain sensors that take private images. From a legal and reg-
ulatory perspective, the need to ensure data privacy and confidentiality
is paramount [3]. Machine learning, which encompasses machines, per-
forms tasks without explicit programming, offers a promising way of
detecting malware. Anomaly-based methods model the typical net-
work behavior and identify abnormalities as plausible malware. This
approach is advantageous as it offers a fairly effective method for deal-
ing with both known and novel attacks [2]. The final hybrid approach
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Figure 2. IoT Cybersecurity Threats [1]

combines both signature-based and anomaly-based methods. Machine
learning techniques are routinely utilized to model the network behav-
ior and identify anomalies. However, due to the high false positives,
they often adopt the hybrid approach. By combining known malware
signatures and network behavior, the ability of the intrusion detection
system to detect malware accurately increases.

The application of deep learning in diverse big data fields has been
successful due to the enhancement of computer processing power. Ad-
ditionally, it offers an effective way of detecting attacks because of its
high-level feature extraction capability. Essentially, deep learning uses
a cascade of layers of processing units for extracting features from data,
and each layer makes use of the output obtained from the prior layer
as the input. Deep learning algorithms can adopt either supervised or
unsupervised approaches. There seems to be an increasing adoption of
deep learning methods as they can identify patterns and trends eas-
ily, can handle multi-variety and multi-dimensional data, and support
continuous improvement. This paper intends to present an intelligent
detection method for IoT systems that leverages effective classification,
combined with various machine learning algorithms and a deep learning
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algorithm, to detect benign and malicious activities.

The remainder of this paper is structured as follows: Section 2
presents the overview of related work. Dataset, Problem Statement and
Proposed Framework is presented in Section 3. Subsections in Section
3 present more details of all the ML and DL algorithms that are used in
this research. Section 4 presents the results of the proposed technique
for intelligent detection of malicious activities in IoT networks. Section
5 details the conclusion of this research.

2 Related works

Different machine learning algorithms have been applied to anomaly
detection in IoT systems and achieved positive outcomes [8], [9], [10],
[11], [15], [16], [17], [19, 20, 21]. One of the most common approaches
is the deep learning algorithm [8], [9].

Various datasets are available for examining the effectiveness of ma-
chine learning algorithms for detecting IoT-related intrusions [4], [5],
[6], [22]. Koroniotis et al. developed one such dataset for the purposes
of training and validating system credibility. The authors created a
dataset called Bot-IoT, which integrated both simulated and legiti-
mate internet of things traffic, including the different types of attacks.
The study also encompassed presenting a test-bed environment for ex-
amining the current drawbacks of datasets, including capturing com-
plete information about the network, accurate labeling, and emerging
complex attacks. An evaluation of the BoT-IoT dataset using diverse
machine learning and statistical methods compared with other datasets
established adequate reliability [4].

Ullah and Mahmoud exploited a Botnet dataset from an existing
one for detecting anomalous activity in IoT networks. The dataset
had broader network and flow-based features, which were tested using
diverse machine learning approaches, such as feature correlation, and
recursive feature elimination. In addition to possessing the required ac-
curacy levels, the dataset offers a good ground for analyzing anomalous
activity detection models for IoT systems [5].

Sharafaldin et al. worked with an intrusion detection dataset. Ac-
cording to the researchers, most of the current datasets lack reliabil-
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ity, especially in the face of emerging threats. After evaluating their
dataset, the authors found that it exhibits reliability and accuracy when
used together with machine learning algorithms to detect diverse at-
tack categories [6]. However, this study did not focus on IoT-based
systems, which is a key weakness as IoT networks tend to face unique
attack threats. Nevertheless, the public availability of such datasets is
imperative as it supports the creation and evaluation of IoT malicious
detection models.

Shafiq et al. provided a specific detection method for malicious
traffic in IoT systems. Despite the success of this study, the authors
established that their approach did not detect some attacks accurately,
especially keylogging. The performance of their approach for some
machine learning algorithms such as decision trees and the random
forest was also inadequate [1].

Dutta et al. followed the principle of stacked generalization to cre-
ate an ensemble method that leverages deep learning models and a
meta-classifier, which is the logistic regression [12]. The deep learning
methods adopted encompassed the long short-term memory (LSTM)
and the deep neural network (DNN) [12]. The approach utilized, en-
compassed two stages: the utilization of a Deep Sparse Auto-Encoder
(DSAE) for feature engineering and a stacking ensemble for classifica-
tion [12]. The evaluation of this approach showed that it is accurate in
detecting network anomalies as compared to other state-of-the-art ap-
proaches. Abdullah et al. also illustrated the application of an ensem-
ble method in the detection of network anomalies [13]. The system was
based on dividing the input into different subsets based on the attack
in question. Liu et al. presented a semi-supervised dynamic ensemble
for detecting anomalies in IoT environments [14]. The algorithm com-
bined mutual information criteria and semi-supervised extreme learn-
ing machine [14]. Experiments conducted on practical datasets showed
that the proposed algorithm outperformed selected state-of-the-art ap-
proaches in terms of classification accuracy [14]. Evidently, ensemble
approaches appear to be a promising direction of research mainly be-
cause of their ability to minimize biases and increase accuracy.

Tian et al. developed a distributed deep learning system for detect-
ing web attacks on edge devices [8]. Based on the findings, the authors

292



An Intelligent Detection of Malicious Intrusions in IoT . . .

established that deep learning is more effective in attack detection as
compared to other approaches, especially when implemented in a dis-
tributed environment. Meidan et al. implemented deep encoders to
detect IoT Botnet attacks [9]. The method entailed creating an al-
gorithm that extracts behavior snapshots of the network and utilizes
deep auto-encoders to detect abnormal traffic. The evaluation results
showed that the method was effective in detecting attacks deployed
using two widely known IoT-based Botnets. Thamilarasu and Chawla
utilized a deep-learning algorithm to detect malicious traffic in IoT
networks [11]. The system comprised network connection, anomaly de-
tection, and mitigation modules. According to the authors, this system
provided security as it served and facilitated interoperability between
diverse network communication protocols utilized in IoT. The evalua-
tion of the system demonstrated effectiveness and efficiency in detecting
practical intrusions. Dutta et al. also illustrated the application of deep
learning algorithms in the detection of anomalies in IoT systems [12].
Alhakami et al. implemented a non-parametric Bayesian approach to
detect anomalies and identify intrusions [18]. This algorithm learned
patterns of activities through a Bayesian-based MCMC inference for
infinite bounded generalized Gaussian mixture models. The algorithm
was tested and the outcomes showed that it was accurate in detecting
diverse attacks.

More importantly, after detecting traffic anomalies, a system for
classifying the attack is required. This classification is essential as it
enables the implementation of the right controls. As a result, a more
effective method is needed, which is the focus of this research. The idea
is to adopt the ensemble approach of combining two or more machine
learning methods to improve the accuracy for IoT attack detection.

3 Proposed Methodology

The application of machine learning algorithms to the detection of net-
work anomalies and help in identifying and dealing with attacks is a re-
current topic in research literature [3]. Machine learning techniques de-
veloped often comprise two steps: training and testing [3]. Accordingly,
the initial step encompasses identifying features or class attributes from
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the training data. Afterwards, one has to identify a subset of attributed
required to classify traffic either as normal or abnormal. This process is
referred to as dimensionality reduction [3]. Once this is done, the model
is trained using the training data and, thereafter, utilized in the classi-
fication of unknown data. During anomaly detection, the normal traffic
pattern must be defined during the training process. Accordingly, when
testing, the trained model is applied to new data, and every exemplar
is classified as either anomalous or normal [3]. The same methodology
has been followed to propose the ensemble approach in this paper and
a step-by-step process is given below. According to Hasan et al., some
of the attack and anomaly detection algorithms applied in IoT systems
are logistic regression, decision trees, support vector machines, random
forest, and artificial neural networks [7].

The growing research direction in developing machine learning sys-
tems for attack detection entails the utilization of ensemble algorithms
[12, 13, 14]. The rationale behind ensemble learning is that a com-
bination of two or more algorithms can produce better outcomes as
compared to utilizing one algorithm alone. Stacking, bagging, and
boosting are some of the common ensemble methods. Ensemble algo-
rithms are ideal for classification as they minimize variance and biases
hence boosting the accuracy of detection. In addition to whether it is
supervised, semi-supervised, or unsupervised, the selection of an algo-
rithm should also be based on its accuracy, recall, and precision.

3.1 Dataset to be used

The dataset used in the proposed study is known as UNSW-NB15 [4].
It is comprised of nine distinct types of attacks named as Fuzzers,
Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shell-
code and Worms. It contains 11 attributes named as start time, last
time, attack category, attack subcategory, protocol, source address,
source port, a destination address, destination port, attack name, and
attack reference. Training set of the data includes 175, 341 records
while the testing set contains 82, 332 records. The dataset is also com-
prised of various network attributes such as protocol (proto), state, sent
packets (spkts), discarded packets (dpkts) and attack category (attack
cat), etc. The labeling of the dataset is done based on the attack cat-
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egories (attack cat). The target label attack category depicts either 0
or 1 depending on whether the record is normal or attacked.

3.2 Problem Statement

The problem is to identify which network, network nodes, protocols,
services and states are prone to intruder attacks. It’s a general classi-
fication problem where different feature variables are classified on the
basis of attacks faced by the network, and upon accurate classification,
future attacks can be prevented by making that particular feature node
category more secure.

3.3 Proposed Framework

First of all, the training and testing sets are read into the workspace.
To make the data ready for model implementation, it is passed through
several preprocessing steps. Algorithm 1 given below describes all the
steps involved in the proposed framework. The architecture of the
proposed framework is shown in Fig. 3.

Algorithm 1.

Input: (proto), (spkts), (dpkts), (attack cat) ∈ F = FeatureSet

Output: classification of normal or malicious intrusions
Initialisation:
step 1: training set and testing set are concatenated
step 2: missing values from the dataset are removed or replaced
step 3: categorical feature (attack cat) selected
step 4: (attack cat) is passed through “hot encoding” and “one hot
encoding”
step 5: all data values are normalized
step 6: dataset is split into training and testing data
step 7: parameter tuninigs are done as given below:
Logistic Regression (Log. Reg.): c is a set equal to 0.1. c = array of c

that maps to the best scores across every class. If refit is set to false,
then for each class, the best c is the average of the c′s that correspond to
the best scores for each fold. C is of shape(n classes) when the problem
is binary. Passive Aggressive Classifier (PAC): max iterations are set
to 50
K-Nearest Neighbor (KNN): n neighbors are set to 3
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Figure 3. Architecture of Proposed Framework
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Decision Tree Classifier (DT): random state is set to 1
Random Forest Classifier (Gini) (RF Gini): n estimators is set to 10
Random Forest (Information Gain) (RF IFG): n estimators is set to
10 and criterion = entropy

Other algorithms are applied as default
end of algorithm

3.4 Preprocessing and Data Preparation

Various preprocessing steps are applied so that the model can perform
correctly on the dataset. Firstly, the missing values from the dataset
are eliminated, then the dataset insights are taken in order to eliminate
features that are not required or does not make any impact on the
training of the model. Secondly, both the training and testing sets
are concatenated for preprocessing process. Preprocessing can be done
separately on training and testing partitions but it will have to be
done twice which is why both the sets are concatenated. Finally, data
normalization is performed to avoid overfitting.

3.5 Missing values

After the data have been concatenated, exploration is done to discover
any missing values and then those values are replaced. The vast major-
ity of the machine learning models that you want to employ will give
you an error when you feed them NaN numbers. The best way is to
avoid that and simply fill them with 0s.

3.6 Data insights and tuning

Although, the dataset is clean but it still needs further processing in
terms of One-hot-encoding for categorical data. E.g., “service” consists
of different types, we have ftp, http, and ‘-’ denoting not available or
None. So we will need to treat it as a missing value as we will change it
from ‘-’ to ‘None’ instead of dropping the whole column. Unnecessary
features, e.g., “id” need to be removed as well.

3.7 Categorical features selection and encoding

The attack categories also known as attack cats in the dataset, are
considered as a categorical feature in the proposed study because these
attack categories contain all kinds of attacks that are experienced by
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the network traffic. One hot encoding is applied on the feature attack
category values so that these values can be inputted into the model as
target values.

3.8 Data Normalization

The dataset normalization is done in order to avoid overfitting. Min-
MaxScaler function is used to make sure that all the data values are
between 0 and 1. As dataset size is large, so the MinMaxScaler func-
tion fits best in the scenario to normalize data. The normalization of
the dataset will help machine learning algorithms to perform better or
come to a conclusion faster. This is the reason, why it is a good prac-
tice to be followed before inputting such kind of data to the machine
learning models.

3.9 Train and test splitting

The dataset is split into training and testing partitions in this case
because our aim is to care for precision. For experimentation test data
size is 30%. Parameter tunings are done and details about the use
of various machine learning algorithms are given in Algorithm 1 given
above. Some other machine learning algorithms such as Multi Nominal
Naive Bayes (MNB), Gaussian Naive Bayes (GNB), Gradient Boosting
(GB), Support Vector Machine (SVM) and deep learning algorithm
(LSTM) are applied as default. The parameters’ configuration of the
ML and DL models is discussed below.

In the ML model MNB, alpha is set to 1.0, fit prior is set to true
and class prior is set to none. Alpha is the parameter for additive
smoothing of the data, and fit prior is used to whether learn or not
learn about the prior class probabilities. We set class prior to none so
that data prior class probabilities cannot be changed.

In the ML model GNB, the parameter prior is set to none. Variable
smoothing parameter is also set so that zero probability can be handled.
In the GB classifier, the parameters loss, learning rate equal to 0.1, and
the number of estimators equal to 100 are set.

In the ML model SVM, the following parameters are set: parameter
C equal to 1.0, kernel equal to rbf, gamma equal to scale, coefficient
equal to 0.0, and shrinking equal to true. C is the parameter for regu-
larization. The strength of the regularization goes down as C goes up.
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The kernel is used to tell the algorithm what kind of kernel to use.
In the DL algorithm LSTM, batch size is set to 10, number of epochs

are set to 100 with a validation split of 10 percent.

4 Results and Discussion

Finally, results are achieved through various machine learning models
such as Logistic Regression, K-Nearest Neighbor (Lazy Algorithm), De-
cision Trees, Random Forest (Gini), Passive aggressive classifier, Multi-
nominal naive bayes, Gaussian Naive Bayes, Gradient Boosting, SVM,
Random Forest (Entropy or Information-gain), and a deep learning
model such as LSTM.

The classification phase focuses on achieving best accuracy. Two
types of accuracies are considered here, training accuracy and Cross-
Validation (CV) accuracy. Table 1 shows training accuracies achieved
by implementing the above-mentioned ML algorithm and LSTM that
is a deep learning algorithm. The table also shows the execution time
taken by each algorithm, validation accuracies, precision, recall, and
F1 score.

It can be seen above that for our proposed method “Random For-
est (Information Gain)” and “Passive Aggressive Classifier” provides
the best cross-validation accuracies. These two machine learning al-
gorithms have outperformed in the intelligent detection of benign and
malicious attacks in the concerned IoT dataset used in our proposed
detection method. Validation accuracies, precision, recall and F1 score
for each algorithm used for classification of anomalies are explained in
(equation 1, 2, 3, and 4) respectively.

K-fold cross validation accuracy is utilized to compute the accura-
cies of the models used in this study. 10 folds of the dataset are used
to avoid overfitting.

Accuracy =
[TN ] + [TP ]

[FN ] + [FP ] + [TN ] + [TP ]
, (1)

where TP , TN , FP and FN stands for true positive, true negative,
false positive, and false negative, respectively. TP is originally True as
well as predicted True, TN is originally True, but predicted negatively
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Table 1. Performance measures of the models

Model Accura-
cy %

Execu-
tion
Time

CV
Accu-
racy

Preci-
sion

Recalls F1–
score

Logistic
Regres-
sion

90.1 93.89 8.72 0.90 0.90 0.89

Decision
Tree

99.74 93.89 91.1 0.99 0.99 0.99

Random
Forest
(Gini)

99.74 325.76 92.15 0.99 0.99 0.99

Random
Forest
(Informa-
tion Gain)

99.74 388.32 92.2 0.99 0.99 0.99

Passive
Aggres-
sive
Classifier

85.77 28.48 87.11 0.87 0.85 0.85

KNN 95.92 4040.04 89.71 0.95 0.95 0.95

Multi
Nominal
Näıve
Bayes

74.45 15.24 74.33 0.80 0.74 0.74

Gaussian
Näıve
Bayes

50.5 12.12 50.46 0.79 0.50 0.44

Gradient
Boosting

93.38 1234.75 91.57 0.93 0.93 0.93

SVM 90.28 367.53 88.78 0.90 0.90 0.90

LSTM 93
on 20
epochs

139.39 0.9359 0.9664 – –
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by the classifier. Figure 4 shows the k-fold accuracy of DL and ML
models.

Figure 4. Validation Accuracies of various algorithms applied in the
proposed study

Precision is percentage of correct predictions of a class among all
predictions for that class.

Precision =
[TP ]

[FP ] + [TP ]
, (2)

where TP stands for true positive and FP stands for false positive. FP
depicts the record which is originally false but predicted positive by the
classifier. Figure 5 depicts precision score achieved by various machine
and deep learning algorithms.

Recall is proportion of correct predictions of a class and the total
number of occurrences of that class.

Recall =
[TP ]

[FN ] + [TP ]
, (3)

where TP stands for true positive and FN stands for false negative. FN
depicts the record which is originally false and predicted false by the
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classifier. In Fig. 6, precisions of various machine and deep learning
algorithms are shown.

Figure 5. Precision of various algorithms applied in the proposed study

Figure 6. Recall of various algorithms applied in the proposed study
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F1-score is a single metric combination of precision and recall.

F1− score = 2 ∗
[Recall] ∗ [Precision]

[Recall] + [Precision]
. (4)

Figure 7 depicts the F1-score achieved by machine and deep learning
algorithms.

Figure 7. F1-score of various algorithms applied in the proposed study

For the evaluation, our proposed approach has compared with the
state-of-art technique provided in [1] for training accuracy, execution
time, Cross-Validation (CV) accuracy, precision, recall, and F1 score.
Results are outstanding in the case of our proposed detection method
and are shown in Fig. 8.

5 Conclusions

To classify benign and malicious intrusions in IoT devices is the big
issue in this age of internet. In this research, Machine Learning algo-
rithms and a Deep Learning method are being utilized for the intelligent
detection of anomalies or malicious activities in IoT. Among many fea-
tures being controlled during IoT network traffic, only some of them
are responsible for the activation of malicious activities. This paper has
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Figure 8. Comparative Analysis of CorrrAuc [1] and Proposed Ap-
proach

proposed an intelligent malicious detection technique that is basically
an ensemble approach combined with various machine learning algo-
rithms and deep learning algorithms. Apart from various algorithms
being used in the experimentation, “Random Forest Information Gain”
and “Passive aggressive classifier” provided the best cross-validation
accuracies for anomaly detection. Moreover, after the evaluation, our
proposed detection method has shown the best accuracies around 99%,
which is more than any other state-of-art techniques developed in the
literature.
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Abstract

Residual neural network (ResNet) is a Deep Learning model
introduced by He et al. in 2015 to enhance traditional convolu-
tional neural networks proposed to solve computer vision prob-
lems. It uses skip connections over some layer blocks to avoid
vanishing gradient problem. Currently, many researches are fo-
cused to test and prove the efficiency of the ResNet on different
domains such as genomics. In fact, the study of human genomes
provides important information on the detection of diseases and
their best treatments. Therefore, most of the scientists opted for
bioinformatics solutions to get results in a reasonable time.

In this paper, our interest is to show the effectiveness of the
ResNet model on genomics. For that, we propose two new ResNet
models to enhance the results of two genomic problems previ-
ously resolved by CNN models. The obtained results are very
promising and they proved the performance of our ResNet mod-
els compared to the CNN models.

Keywords: Deep Learning, genomics, convolutional neural
network, companion, Residual neural network, super-enhancers,
viral genomes.

1 Introduction
Machine Learning (ML) is one of the artificial intelligence fields, which
is interested in the design and development of intelligent algorithms
that learn and evolve with experiences to discover knowledge or make
decisions (predictions) without being humanly guided or explicitly pro-
grammed to handle particular data. Indeed, the learning process begins
with observations of data, experience, instructions, or examples to find
the best model which can be able to make the best decisions in the
future.
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Deep Learning (DL) is the emerging technique of Machine Learn-
ing. Its basic concepts and models have derived from the Artificial
Neural Network which mimics the activity of the nervous system of
the human brain to intelligentize algorithms and avoid tedious human
labor. DL has several computational models such as Deep fully con-
nected neural networks (DNN), Convolutional Neural Network (CNN),
Recurrent Neural Network (RNN), Auto-encoder, Generative adver-
sarial networks (GAN), Graph convolutional neural networks (GCN),
Residual Neural Network (ResNet), etc. Most of them have provided
their effectiveness in specific research areas such as computer vision
[51, 52], natural language processing [53, 54, 55], and signal processing
[56].

Currently, Deep Learning is an extremely active research area in
bioinformatics [7, 15, 24, 26, 27, 37] due to the massive evolution of bi-
ological data. Its algorithms proved their efficiency in many critical life
situations. They allow predicting many diseases, treatments, and bio-
logical phenomena from the analysis and interpretation of various types
of data [1, 9, 10, 22, 24, 41]. In fact, most of the bioinformatics research
is focused on Molecular biology which usually is called genomic. It is
mainly interested in studying the cell at the molecular level, i.e., un-
derstanding the interactions between the different molecular systems of
a cell, including the interactions between these macromolecules (DNA,
RNA, and protein biosynthesis), as well as learning how these interac-
tions are regulated.

In fact, many bioinformatics frameworks based on Deep Learning
were developed in the literature to solve genomics problems. Xu et al.
[37] proposed DeepEnhancer framework for predicting enhancers us-
ing convolutional neural networks (CNN). They used the FANTOM5
permissive enhancer dataset, JASPAR database and ENCODE cell
type-specific enhancer datasets to train and test their model. Zhou
et al. [40] developed a Deep Learning-based algorithmic framework,
called DeepSEA to predict the noncoding-variant effects de novo from
sequence. The proposed model is trained and tested on a regulatory se-
quence code from large-scale chromatin-profiling data. Alipanahi et al.
[3] used also deep convolutional neural networks to develop DeepBind
approach for predicting the sequence specificities of DNA- and RNA-
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binding proteins. This approach is trained and tested on in vitro data,
and it addressed many challenges we cite: (i) it can be applied to both
microarray and sequencing data; (ii) it can tolerate a moderate degree
of noise and mislabeled training data and (iii) it can train predictive
models fully automatically, alleviating the need for careful and time-
consuming hand-tuning. Likewise, SpliceFinder [34] and Splice2Deep
[2] were designed to predict splice sites of human genomic using CNN
model. The both works are trained and validated on some genomic
sequences such us Homo sapiens, Oryza sativa japonica, Musmusculus,
Drosophila melanogaster, and Daniorerio. In fact, there are so many
critical frameworks worthy of our interest that we cannot cite them all.

Most of the genomic Deep Learning solutions are based on the CNN
models. As is already known, CNNs are very useful in solving image
classification and visual recognition problems. However, studies have
shown that if the network has too many layers, we can observe the
degradation of performance due to the vanishing or exploding gradient
problem [57]. Accordingly, ResNet was introduced [42] to solve this
problem by using skip connections (identity connections) or shortcuts
(that create residual blocs) to jump over some layers which allow the
network to retain what it has previously learned.

Recently, researchers are motivated to implement new genomic so-
lutions using ResNet models we cite: Li et al. [44] developed ResPRE
method to predict residue-level protein contacts using inverse covari-
ance matrix of multiple sequence alignments. Sun et al. [45] pro-
posed RNAcontact algorithm for predicting RNA inter-nucleotide 3D
closeness. Shuvo et al. [46] introduced QDeep method to present new
distance-based single-model quality estimation by harnessing the power
of stacked deep ResNets. Zhang et al. [47] predicted Gene Expression
from DNA Sequence. Zhang and Shen [49] proposed ThreaderAI to im-
prove protein tertiary structure prediction. Kandel at al. [50] presented
PUResNet model for predicting protein-ligand binding sites. Li and Xu
[48] developed a new model of convolutional residual neural network
for predicting protein structure using Inter-residue distance prediction.
Wang et al. [43] proposed RPRes to predict RNA secondary struc-
ture profile. However, the number of these proposals remains modest
compared to the CNN ones.
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In this paper, we propose two new residual neural network models
for two genomic problems. The first proposition aims for predicting
super-enhancers on a genome scale, and the second aims for predicting
viral genomes. Our purpose is to improve the results obtained by previ-
ous solutions based on CNN models [5, 59] and prove the effectiveness
of ResNet models in genomic science. Moreover, there are three reasons
behind this motivation: (i) first, ResNet was created to optimize the
performance of CNN for avoiding the vanishing gradient problem, (ii)
second, to the best of our knowledge, none of the literature research on
super-enhancers or vital genome prediction is utilizing ResNet-based
approach, and (iii) third, the obtained results proved the performance
of our proposals compared to the CNN models.

2 Related works

2.1 Super-enhancers prediction

The prediction of super-enhancers (SEs) has prominent roles in biolog-
ical and pathological processes. They play critical roles in the control
of cell-type-specific genes programs, especially that related to the de-
tection and progression of tumors [8, 14, 18, 32, 36]. SEs are defined
as clusters of transcriptional enhancers. They are formed by binding of
high levels of enhancer-associated chromatin features that drive high-
level expression of genes encoding key regulators of cell identity [16,
26, 30].

The identification of SEs is based on the differences in their abil-
ity to bind markers of promoter transcriptional activity [32], including
cofactors such as mediators (MED1, MED12) and cohesions (Nipbl,
Smc1), histone modification markers (H3K27ac, H3K4me1, H3K4me3,
H3K9me3), chromatin regulators (Brg1, Brd4, Chd7), and chromatin
molecules (p300, CBP). Furthermore, Whyte et al. [35] indicated
five embryonic stem cell (ESC) transcription factors to occupy super-
enhancers (Oct4, Sox2, Nanog, Klf4, and Esrrb). However, there are
many additional transcription factors that contribute to the control of
ESCs [27, 29, 39]. In [14], authors tested ChIP-Seq data for fifteen
additional transcription factors in ESCs and explored whether they oc-
cupy enhancers defined by Oct4, Sox2, and Nanog (OSN) co-occupancy.
Their experiment results showed that six additional transcription fac-
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tors (Nr5a2, Prdm14, Tcfcp2l1, Smad3, Stat3, and Tcf3) occupy both
typical enhancers and super-enhancers and that all of them are enriched
in super-enhancers.

Recently, many studies [23, 31, 32] proved that gene transcriptional
dysregulation is one of the core tenets of cancer development that in-
volves in noncoding regulatory elements, such as TFs, promoters, en-
hancers, SEs, and RNA polymerase II (Pol II). In particular, SEs play
core roles in promoting oncogenic transcription to accelerate cancer de-
velopment [4, 7, 32]. Recent research showed that cancer cells acquire
super-enhancers at the oncogene, and cancerous phenotype relies on
these abnormal transcription propelled by SEs [13, 25]. Accordingly,
it is important to understand super-enhancers and their components
since they control much disease-associated sequence variation that oc-
curs in these regulatory elements [12, 14, 21] in large amounts of data
in order to better understand biological processes. This knowledge can
lead to discoveries that improve quality of life (i.e., designing more ef-
fective medical treatments or discovering certain severe illness in its
early stages).

There are few bioinformatics works based on Machine Learning pro-
posed to predict super-enhancers of the genomes. Authors of [19] imple-
mented and compared six different Machine Learning models to iden-
tify key features of SEs and to investigate their relative contribution
to the prediction. The six models include: Random Forest, Support
Vector Machine, k-Nearest Neighbor, Adaptive Boosting, Naive Bayes,
and Decision Tree. To validate their idea, they used 10-fold stratified
cross-validation, independent datasets in four human cell-types and a
set of publicly available data. Authors of [5] proposed a new computa-
tional method called DEEPSEN for predicting super-enhancers based
on a convolutional neural network. The proposed method is trained
and tested on 36 SEs features, where 32 ones are used in [19], and 4
others are selected from ChIP-seq and DNase-seq datasets.

2.2 Viral genomes prediction

Viral metagenomics is the science that studies human, animal, and
plant viral diseases. It consists of describing the total viral genome, or
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virome for the discovery of new viruses. The results of metagenomics
have allowed advances in diagnosis, molecular epidemiology, and viral
evolution, and these studies have great relevance for re-evaluating con-
cepts in pathology and, in particular, the biological role of viruses in
an organism [60, 61, 62].

The detection of potential viral genomes in human biological sam-
ples is a crucial step in the viral metagenomics process. It currently
represents an interesting problem in the field of bioinformatics. It aims
to identify a human virome in DNA sequences extracted by a previous
phase of metagenomics. Indeed, viruses are reservoirs and carriers of
genes, suggesting that the human virome may have played a central
role in human adaptation and evolution [64]. This importance reveals
the need to update the methods used by this science.

In fact, there are some bioinformatics works based on Machine
Learning proposed to identify viral DNA sequences. Ren et al. [64]
implemented VirFinder based on the k-mers approach. Ren et al. [65]
proposed a new computational method called DeepVirFinder based on
a convolutional neural network. Tampuu et al. [59] enhanced the pre-
vious approach by proposing a parallel model called ViraMiner which
is based on two CNN branches configured differently.

3 Proposed models

This section is devided into two parts. The first one presents the ResNet
model proposed to predict super-enhancers, and the second part de-
scribes the ResNet model proposed to identify viral genomes.

3.1 ResSEN: Residual Neural Network for predicting

super-enhancers

3.1.1 Datasets

The public database used to train and test our approach is used in [19]
and [5] published previously. In fact, there are 36 features (see Table
1) incorporated in publicly available ChIP-seq and DNase-seq datasets
of mouse embryonic stem cells (mESC) taken from Gene Expression
Omnibus (GEO).
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Table 1. Features of datasets used by [5] and our approach.

Super-enhancers data type Features

Histone modifications H3K27ac, H3K4me1, H3K4me3,
H3K9me3

DNA hypersensitive site DNaseI

RNA polymeraseII Pol II

Transcriptional co-activating
proteins

p300, CBP

P-TFEb subunit Cdk9

Sub-units of Mediator complex Med12, Cdk8

Chromatin regulators Brg1, Brd4 and Chd7

Cohesin Smc1, Nipbl

Subunits of Lsd1-NuRD com-
plex

Lsd1, Mi2b

Histone deacetylase H-DAC2, HDAC

Transcription factors Oct4, Sox2, Nanog, Esrrb, Klf4,
Tcfcp2l1,
Prdm14, Nr5a2, Smad3, Stat3,
Tcf3

Sequence signatures AT content, GC content, phast-
Cons,
phastConsP, repeat fraction
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The datasets contain 11100 samples. Among them, 1119 are posi-
tive and 9981 are negative. To train, test, and compare our ResSEN
approach, we divided those samples into training datasets and test
datasets, where 90% (i.e., 9990) are used for training and 10% (i.e.,
1110) are used for performance testing (see Table 2).

Table 2. Division of samples.

Datasets Samples size Positive
samples

Negative
samples

Training datasets 9990 1006 8984
Test datasets 1110 113 997

Notice that the samples used in the validation phase are the same
used in the test phase because the total number of samples is insufficient
to be devised into three sub datasets.

3.1.2 ResSEN model

ResSEN model is composed of an input layer, a convolution layer, a
pooling layer, two residual blocks and a fully connected layer.

a. Input layer

Thirty six (36) characteristics are used to predict the super-
enhancers (see Table 1). So, there are 36 nodes in the input layer. The
values of these nodes are normalized (using Eq. (1)) and standardized
(using Eq. (2)) before they are transmitted to the next network layers.

y = (x−min) + (max−min), (1)

where x is the input node value, and max,min are the maximum,
minimum values between input nodes.

z = (y–mean)/standard deviation, (2)

where y is the normalized node value, mean is calculated using Eq.
(3), and standard deviation is calculated using Eq. (4):

mean = sum(y)/count(y), (3)
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standard deviation =
√

(sum((y −mean)2)/count(x)). (4)

b. Convolutional layers

ResSEN is composed of five convolutional layers: i) a convolutional
layer before the first residual block, and ii) two convolutional layers for
each residual block (2× 2= 4).

In the first convolutional layer we applied 64 filters of size 1 × 7,
followed by Max-pooling with pool-size 1 × 3 and stride 1. The first
residual block has two convolutional layers, we applied 128 filters of
size 1 × 3 in the first one, and 256 filters of the same size 1 × 3 in
the second one. The second residual block has also two convolutional
layers. In the first layer, we applied 256 filters of size 1 × 3, while in
the second layer, we applied 512 filters of the same size 1× 3.

Figure 3 illustrates the filters’ parameters of the five convolutional
layers.

Each convolutional layer is followed by a Batch Normalization (BN)
layer (see Fig. 1) which is used to improve the speed, performance, and
stability of deep neural networks [11], [17].

c. Activation layer

Deep learning usually employs a multilayer network and the gradi-
ent algorithm to train models, therefore it requires heavy computing,
and the learning is often trapped into local minima. Currently, studies
propose the rectified linear unit (ReLU) as the activation function to
address this problem because its gradient is simple to compute, which
allows the model to train easier, faster, and perform better [7].

Consequently, ResSEN uses ReLU as an activation function:

ReLU(x) = max(0, x). (5)

d. Add identity

For each residual block, ResSEN uses convolution block strategy to
add the block’s input to the block’s output. This type of design requires
that the block’s output and its input have the same shape (size), so
they can be added together. The output of the first block will be the

316



Residual Neural Network in Genomics

Figure 1. ResSEN model
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Figure 2. Residual Block of ResSEN

input of the second block and the output of the second block will be
the input of the fully connected layer. The structure of each residual
block is shown in Fig. 2.

To transform the block’s input into the desired shape, we introduced
256 convolutions (256 filters) of size 1×3 for the first residual block and
512 convolutions (512 filters) of size 1×3 for the second residual block
(see Fig. 3).

e. Fully connected layer

The fully connected (FC) layer of the ResSEN is structured as fol-
lows:

• The number of input neurons is 17408.

• The activation function is ReLU.

• The number of output layer is 2 neurons.

• The function used to calculate the probability of the output
classes is: Softmax (see Eq. (6)).

Softmax(xj) = max
exi

∑

j e
xi

, j ∈ {1, 2, ....k}, (6)
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Figure 3. ResSEN convolutional layers parameters

where, k is the number of classes. Moreover, to obtain the predicted
class A, we applied the argmax function to the Softmax function
output:

A = argmax(Softmax(xj)). (7)

• So, if A = 1, the predicted class is positive, which means the
presence of the super-enhancers in the genome;

• if A = 0, the predicted class is negative, which means the absence
of super-amplifiers in the genome.

3.1.3 ResSEN training

ResSEN training is based on supervised learning, which consists of
calculating the optimal weights using the input matrix D (the data
samples) and the output matrix A (the desired outputs or the class
labels) corresponding to D. D is a matrix of size N × 36, and A is
a binary matrix of size N × 1, where N is the number of samples,
which is set to 9900. A[i] = 1 if the corresponding sample represents
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the super-enhancer class, otherwise, A[i] = 0. During the training
phase, ResSEN uses the cross entropy loss function that measures the
difference between the calculated output and the desired output (see
Eq. (8)).

J(Θ) =
1

n

n
∑

i=1

ailog(hΘ(x
i)) + (1− ai)log(1 − hΘ(x

i)), (8)

where, Θ is the set of parameters, n is the number of samples, ai is the
label of xi, hΘ(x

i) is the predicted label of xi.

To update ResSEN weights, we used Backpropagation model and
Adam method [20]. The latter is an adaptive learning rate optimization
algorithm that is designed to improve the classical method of stochastic
gradient descent (SGD) aiming at accelerating deep neural network
learning. It automatically adapts the learning rate for each parameter
by calculating adaptive estimates of moments.

3.2 ResVG: Residual Neural Network for predicting vi-

ral genomes

3.2.1 Datasets

The datasets used to train, validate, and test our approach are used
in the work of Tampuu et al. [59] published previously. There is a set
of metagenomic sequences taken from different samples such as skin,
serum, and condyloma, obtained by merging and mixing 19 experi-
ments. These last are divided into medium-sized ones (of 300 bp). The
datasets contain 264049 samples. Among them, 5551 are positive (vi-
ral sequences) and 258498 are negative (non-viral sequences). To train,
test, and compare our ResVG approach, we divided those samples into
training, validation, and test datasets, where 80% (i.e., 211239) are
used for training, 10% (i.e., 26405) are used for validation, and 10%
(i.e., 26405) are used for performance testing (see Table 3).

3.2.2 ResVG model

ResVG model is composed of an input vector, convolutional layers,
batch normalization layers, ReLU activation layers, a Max pooling
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Table 3. Division of viral genome samples

Datasets Samples size Positive
samples

Negative
samples

Training datasets 211239 4466 206773

Test datasets 26405 551 25854

Validation datasets 26405 534 25871

layer, a residual block, a Global Average Pooling layer, and a fully
connected layer.

a. Input data

ResVG uses DNA sequences of length 300 bp, each one is coded
in binary on 4 bits. Indeed, there are 4 possible values (ACGT): A
= 1000, C = 0100, G= 0010, and T = 0001. So, each input vector
corresponds to a 1D sequence (an array) of length 300 with 4 channels
(as shown in Fig. 4). This means that there are 1200 input neurons
for the network.

b. Convolutional layers

ResVG is composed of three convolutional layers: i) a convolutional
layer before the first residual block; ii) two convolutional layers for the
residual block.

In the first convolutional layer, we applied 64 filters of size 1 × 7,
followed by Max-pooling with pool-size 1×4 and stride 1. The residual
block has two convolutional layers; for both, we applied 1000 filters of
size 1× 11.

As the first proposal, each convolutional layer is followed by a Batch
Normalization layer (BN) and ReLU (rectified linear unit) activation
layer.

c. Add identity

For a residual block, ResVG uses also convolution block strategy to
add the block’s input to the block’s output. Therefore, to transform
the ResVG block’s input into the desired shape, we introduced 1000
convolutions (1000 filters) of size 1× 11 (see Fig. 4).

d. Fully connected layer
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Figure 4. ResVG model
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The fully connected (FC) layer of the ResVG is structured as fol-
lows:

• The number of input neurons is 1001.

• The activation function is ReLU.

• The number of output layer is 2 neurons.

• The function used to calculate the probability of the output
classes is: Softmax (see Eq. (6)).

3.2.3 ResVG training

ResVG training is based on supervised learning, which consists of calcu-
lating the optimal weights using the input matrix D (the data samples)
and the output matrix A (the desired outputs or the class labels) cor-
responding to D. D is a matrix of size N × 1200 (300× 4), and A is a
binary matrix of size N × 1, where N is the number of samples which
is set to 211239. A[i] = 1 if the corresponding sample represents the
viral class, otherwise, A[i] = 0.

During the training phase, ResVG uses the cross entropy loss func-
tion to measure the difference between the calculated output and the
desired output, and Backpropagation model and Adam method [22] to
update network weight’s.

4 Experimental results and comparison
In the context of binary classification, the evaluation of models is based
on some performance measures that are computed from the confusion
matrix (see Table 4). Thus, to evaluate and compare our model’s per-
formance with those published by DeepSEN [5] and ViraMiner [59], we
calculated accuracy, recall, precision, and F1-score for ResSEN model
and accuracy, precision, and AUROC (TPR vs FPR) for ResVG model.

Accuracy =
TP + TN

TP + TN + FP + FN
, (9)

TPR(TruePositiveRate)/Recall =
TP

TP + FN
, (10)

Precision =
TP

TP + FN
, (11)
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Table 4. Confusion matrix

Actual class

+ -

Predicted class + True Positives True Negatives
- False Positives False Negatives

F1Score =
2 ∗ Precision ∗Recall

Precision+Recall
, (12)

FPR(FalsePositiveRate) =
FP

TN + FP
. (13)

Notice that the TPR and FPR are used by the AUROC curve to
represent the separability degree between classes.

The best results obtained by testing the best models of ResSEN
and ResVG are compared respectively with those of DeepSEN and
ViraMiner. Those comparisons are shown in Figs. 5 and 6.

Figure 5. Performance comparison graph of ResSEN and DeepSEN in
the validation and the test phases

In the DeepSEN paper, the authors proposed a model with three
convolutional layers (followed each one by a pooling layer) and a fully
connected layer. They mentioned that their model achieved an accu-
racy of 98% [5]. However, by checking the DeepSEN code published
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Figure 6. ResVG results

in [6], we found that they used 80% of samples in the training phase
and all datasets (100% of samples) in the testing phase, which is wrong
according to the learning strategy [33], [38]. Ideally, the model should
be tested on samples that were not used in the training phase.

So, to ensure a fair comparison with our ResSEN model, we re-
executed the DeepSEN using 90% of samples for training and 10% of
samples for testing. The obtained results (see Fig. 8), show that the
best model of the DeepSEN achieves an accuracy of 93,64% and a pre-
cision of 90%. However, in both cases (validation with all the datasets
or with 10% of samples), we noticed the presence of the overfitting
problem. The latter is clearly modeled in the accuracy and loss curves
that we generated after re-executed DeepSEN (see Fig. 7). Know-
ing that, the blue and the orange curves represent the development of
accuracy/loss in the training phase and in the validation phase, respec-
tively.

Figure 8 shows the accuracy and loss curves of ResSEN model. In
this case, there is no overfitting problem. We noticed a harmonization
between the curves generated in training and test phases. Finally, the
results shown in Figs. 5, 7, and 8 prove that our proposed model
outperforms that of DeepSEN for the prediction of super-enhancers.

Furthermore, in ViraMiner paper, authors proposed a model with
two branches. The first uses a single convolutional layer of 1000 fil-
ters followed by GlobalMaxPooling layer. The second branch also uses
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a single convolutional layer of 1200 filters followed by GlobalAverage-
Pooling layer. The results of the two branches are concatenated to find
the inputs of the last FC layer.

Figure 7. (a) DeepSEN accuracy curve, (b) DeepSEN loss curve

Figure 8. The feature vector set

To ensure a fair comparison with our ResVG model, we re-executed
the ViraMiner model published in [66] using 80% of the samples for
training, 10% for validation, and 10% for testing. The obtained results
are shown in Figs. 6, 9, and 10.

Comparing the results of ViraMiner with our results, we noticed
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that the AUROC curve of ViraMiner is the best; however, there is a
big difference in the precision performance. Moreover, by analyzing the
loss curves, we noticed that the ViraMiner model has a big overfitting
problem compared to our Model. Finally, we can say that our ResVG
model has optimized the prediction performance of viral genomes com-
pared to the ViraMiner model, especially in the validation phase.

Figure 9. (a) The AUROC curve of ViraMiner, (b) The AUROC curve
of ResVG

Figure 10. (a) The loss curve of ViraMiner, (b) The loss curve of ResVG

5 Conclusion
This paper is proposed to prove the performance of the ResNet model
to solve genomic problems and to tackle the overfitting problem pre-
sented in the CNN models. Therefore, we proposed two ResNet models
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called ResSEN and ResVG. The first model aims to predict the presence
of super-enhancers on genome scale, it was tested and evaluated using
11100 samples composed each one of 36 features of mESC datasets
taken from Gene Expression Ominibus (GEO). The second model aims
to identify viral genomes, it was evaluated using 264049 metagenomic
sequences of the size of 300 bp. The obtained results were compared
respectively with those of two CNN models called DeepSEN [5] and
ViraMiner [59] models. Comparisons showed that the overfitting prob-
lem is clearly disappeared in the ResSEN model and improved in the
ResVG model. The final results showed also that the ResSEN is better
than the DeepSEN for predicting super-enhancers and ResVG is better
than the ViraMiner for identifying viral genomes but it can be more
enhanced in the future by testing another optimized model of a CNN,
like DenseNet or SENet. Finally, we conclude that the ResNet model
can be a best solution for some genomic problems and it deserves to
be tested in this domain.
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Abstract

Privacy and mutual authentication under corruption with
temporary state disclosure are two significant requirements for
real-life applications of RFID schemes. This paper proposes two
practical RFID schemes that meet these requirements. They dif-
fer from other similar schemes in that they provide reader-first
authentication. Regarding privacy, our first scheme achieves de-
structive privacy, while the second one – narrow destructive pri-
vacy in Vaudenay’s model with temporary state disclosure. To
achieve these privacy levels, we use Physically Unclonable Func-
tions (PUFs) to assure that the internal secret of the tag remains
hidden from an adversary with invasive capabilities. Both of our
schemes avoid the use of random generators on tags. Detailed
security and privacy proofs are provided.

Keywords: Computer security, authentication, privacy,
cryptography, PUF, RFID system.
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1 Introduction

Radio Frequency Identification (RFID) refers to a technology whereby
digital data encoded in RFID tags is transmitted to a reader via radio
waves. A back-end system, which has an online database, is securely
connected to the reader to collect, filter, process, and manage RFID
data. It also stores complete information associated with the RFID
tags in order to be able to authenticate them.
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The RFID technology has been implemented in many significant
areas such as toll collection systems, identification and tracking of var-
ious kinds of objects, consumer products, or access control. With the
increasing usages to healthcare, electronic passports, and personal ID
cards, the potential security threats and compliance risks have become
enormous. In such a context, the need for secure and private commu-
nication protocols between reader and tags becomes crucial. Moreover,
when developing such protocols, account must be taken of the adver-
sary model to which they should resist. A widely accepted adversary
model was proposed in [1],[2], now called Vaudenay’s RFID model. Ac-
cording to it, an adversary can create legitimate or illegitimate tags,
draw one or more tags according to some chosen probability distribu-
tion, release drawn tags, launch protocol instances with drawn tags,
send messages to reader or drawn tags, corrupt drawn tags to retrieve
their internal states, or get the result of a completed protocol instance.

Vaudenay’s model classifies adversaries into eight classes and pro-
vides, consequently, eight levels of RFID privacy. Among these, de-
structive privacy (corruption destroys the tag) together with reader-
first authentication under corruption with temporary state disclosure
plays an important role in practice. For instance, tag destruction under
corruption is an important requirement when the tag is used for access
control. Likewise, the disclosure of temporary state under tag cor-
ruption is a serious threat in practice. Reader-first authentication [3]
assures that the tag will give its private data only when it authenticates
the reader. Therefore, tag tracking and data theft are prevented when
the reader is fake. All these together mean that we need RFID schemes
that provide destructive privacy and reader-first authentication under
corruption with temporary state disclosure.

Contribution. When Vaudenay’s model was proposed, it was not
very clear whether the tag corruption reveals the permanent state or
the full (permanent and temporary) state of the tag. Later, this aspect
was clarified and it was shown that the mutual authentication protocols
proposed in [2] do not achieve the claimed privacy level under corrup-
tion with temporary state disclosure. Additionally, this does not even
happen [4] with newer protocols like those in [5], [6].

In this paper, we provide two mutual authentication RFID schemes
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that achieve destructive and narrow destructive privacy in Vaudenay’s
model with temporary state disclosure. Moreover, in our schemes, the
tag authenticates first the reader (this is the reader-first approach [3]),
which guarantees the information goes from tag to a trusted reader.

It is known that no privacy level can be achieved with ordinary tags
(tags that only run cryptographic primitives) under mutual authenti-
cation and corruption with temporary state disclosure [7]. Therefore,
the schemes we propose are based on PUF tags, that is tags endowed
with physically unclonable functions (PUFs), a novel class of hardware
security primitives that are in use for a while. The security proofs we
provide to our schemes are very detailed. We also elaborate on the
tag-reader desynchronization problem.

Related work. The pseudo-random function (PRF) based RFID
scheme in [2] achieves weak privacy and mutual authentication in Vau-
denay’s model. It is straightforward to see that the proof in [2] works
even in the case of corruption with temporary state disclosure. The first
PUF-based RFID scheme that achieves destructive privacy and mutual
authentication in Vaudenay’s model (where corruption does not disclose
the temporary state of tags) was proposed in [4], as an extension of the
scheme in [8], [9] (that only achieves unilateral authentication).

In [5], [6], two PUF-based RFID schemes have been proposed and
claimed that they achieve (narrow) destructive privacy and mutual
authentication in Vaudenay’s model with temporary state disclosure.
Unfortunately, neither of them reaches even narrow forward privacy [4].

Paper structure. The paper consists of six sections, the first one
being the introduction. The basic terminology and notation used
throughout this paper is introduced in Sections 2 and 3. Our first RFID
scheme, that achieves destructive privacy and mutual authentication in
Vaudenay’s model with temporary state disclosure, is presented in Sec-
tion 4. In the fifth section, we introduce our second RFID scheme that
achieves narrow destructive privacy and mutual authentication in the
same model. The last section concludes the paper.

2 Basic definitions and notation

We fix here the basic terminology and notation for our paper.
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Probabilistic polynomial time algorithms and negligible func-

tions. We use probabilistic polynomial time (PPT) algorithms A as
defined in [10]. If O is an oracle, then AO denotes that A has oracle
access to O. When the oracle O implements some function f , we sim-
ply write Af to denote that A has oracle access to f . This means that
whenever A sends a value x to the oracle, it gets back f(x).

If A is a set, then a ← A means that a is uniformly at random
chosen from A. If A is a probabilistic algorithm, then a ← A means
that a is an output of A for some given input.

The asymptotic approach to security makes use of security param-
eters, denoted by λ in our paper. A positive function f(λ) is called
negligible if, for any positive polynomial poly(λ), there exists n0 such
that f(λ) < 1/poly(λ), for any λ ≥ n0.

Pseudo-random functions. Let ℓ1 and ℓ2 be two polynomials with
positive values. Given a set K of keys and λ ∈ N, define Kλ = {K ∈
K | |K| = λ}. A family of functions indexed by K is a construction
F = (FK)K∈K, where FK is a function from {0, 1}ℓ1(|K|) to {0, 1}ℓ2(|K|).
We also define Uλ = {f | f : {0, 1}ℓ1(λ) → {0, 1}ℓ2(λ)} and U = (Uλ)λ.

We say that F is computationally indistinguishable from U if, for
any PPT algorithm A with oracle access to functions, its advantage
Adv

prf
A,F (λ) = |P (1← AFK (1λ) : K ← Kλ)−P (1← Ag(1λ) : g ← Uλ)|

is negligible (as a function of λ).
F = (FK)K∈K is called a pseudo-random function (PRF) if it is

efficiently computable and computationally indistinguishable from U .

Physically unclonable functions. A physically unclonable function
(PUF) can be seen as a physical object that, when queried with a
challenge x, generates a response y that depends on both x and the
specific physical properties of the object. PUFs are typically assumed
to be physically unclonable (it is infeasible to produce two PUFs that
cannot be distinguished based on their challenge/response behavior),
unpredictable (it is infeasible to predict the response to an unknown
challenge), and tamper-evident (any attempt to physically access the
PUF irreversible changes the challenge/response behavior).

From a theoretical point of view, a PUF (sometimes called ideal
PUF) is a physical object with a challenge/response behavior that im-
plements a function P : {0, 1}p → {0, 1}k, where p and k are of polyno-
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mial size in λ, such that P is computationally indistinguishable from
U , and any attempt to physically tamper with the object implementing
P results in the destruction of P (P cannot be evaluated any more).

3 RFID schemes

From an informal point of view, an RFID system [11], [12] consists of a
reader, a set of tags, and a communication protocol between reader and
tags. The reader is a transceiver that has associated a database that
stores information about tags. Its task is to identify legitimate tags
(that is, tags with information stored in its database) and to reject
all the other incoming communication. The reader and its database
are trusted entities, and the communication between them is secure.
A tag is a transponder device with much more limited computation
capabilities than the reader. Depending on tag, it can perform simple
logic operations, symmetric key, or even public key cryptography. Each
tag has a permanent (or internal) memory that stores the state values,
and a temporary (or volatile) memory that can be viewed as a set of
volatile variables used to carry out the necessary computations.

RFID schemes. Let R be a reader identifier and T be a set
of tag identifiers whose cardinal is polynomial in some security pa-
rameter λ. An RFID scheme over (R,T ) [1], [2] is a triple S =
(SetupR, SetupT, Ident) of PPT algorithms, where:

1. SetupR(λ) inputs a security parameter λ and outputs a triple
(pk, sk,DB) consisting of a key pair (pk, sk) and an empty
database DB. pk is public, while sk is kept secret by reader;

2. SetupT (pk, ID) initializes the tag identified by ID. It outputs an
initial tag state S and a secret key K. A triple (ID, f(S),K) is
stored in the reader’s database DB, where f is a public function
that extracts some information from tag’s initial state S;

3. Ident(pk; R(sk,DB); ID(S)) is an interactive protocol between
the reader identified by R (with its private key sk and database
DB) and a tag identified by ID (with its state S) in which the
reader ends with an output consisting of ID or ⊥. The tag may
end with no output (unilateral authentication), or it may end with
an output consisting of OK or ⊥ (mutual authentication).
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SetupR(λ) “creates” a reader R and initializes it, SetupT (pk, ID)
“creates” a tag TID, initializes it with an initial tag state, and also
registers this tag with the reader by storing some information about it
in the reader’s database.

The correctness of an RFID scheme means that, regardless of how
the system is set up, after each complete execution of the interactive
protocol between the reader and a legitimate tag, the reader outputs
tag’s identity with overwhelming probability. For mutual authentica-
tion of RFID schemes, correctness means that the reader outputs the
tag’s identity, and the tag outputs OK with overwhelming probability.

An RFID system is an instantiation of an RFID scheme.

Adversaries. The two most basic security requirements for RFID
schemes are authentication and untraceability. To formalize them, the
concept of an adversary model is needed. There have been several
proposals for this, such as [1], [2], [13]–[18]. One of the most influential,
which we follow in this paper, is Vaudenay’s model [1], [2]. We recall
below this model as in [4]. Thus, we assume first that some oracles
the adversary may query share and manage a common list of tags
ListTags, which is initially empty. This list includes exactly one entry
for each tag created and active in the system. A tag entry consists of
several fields with information about the tag, such as: the (permanent)
identity of the tag (which is an element from T ), the temporary identity
of the tag (this field may be empty saying that the tag is free), a bit
value saying whether the tag is legitimate (the bit is one) or illegitimate
(the bit is zero). When the temporary identity field is non-empty, its
value uniquely identifies the tag, which is called drawn in this case.
The adversary may only interact with drawn tags by means of their
temporary identities.

The oracles an adversary may query are:

1. CreateTagb(ID): Creates a free tag TID with the identifier ID by
calling the algorithm SetupT (pk, ID) to generate a pair (K,S).
If b = 1, (ID, f(S),K) is added to DB, and the tag is considered
legitimate; otherwise (b = 0), the tag is considered illegitimate.
Moreover, a corresponding entry is added to ListTags;

2. DrawTag(δ): This oracle chooses a number of free tags accord-
ing to the distribution δ, let us say n, and draws them. That is, n
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temporary identities vtag1, . . . , vtagn are generated, and the cor-
responding tag entries in ListTags are filled with them. The or-
acle outputs (vtag1, b1, . . . , vtagn, bn), where bi specifies whether
the tag vtagi is legitimate or not;

3. Free(vtag): Removes the temporary identity vtag in the cor-
responding entry in ListTags, and the tag becomes free. The
identifier vtag will no longer be used. We assume that when a
tag is freed, its temporary state is erased;

4. Launch(): Launches a new protocol instance and assigns a unique
identifier to it. The oracle outputs the identifier;

5. SendReader(m,π): Outputs the reader’s answer when the mes-
sage m is sent to it as part of the protocol instance π. When m

is the empty message, abusively but suggestively denoted by ∅,
this oracle outputs the first message of the protocol instance π,
assuming that the reader does the first step in the protocol;

6. SendTag(m, vtag): outputs the tag’s answer when the message
m is sent to the tag referred to by vtag. When m is the empty
message, this oracle outputs the first message of the protocol in-
stance π, assuming that the tag does the first step in the protocol;

7. Result(π): Outputs ⊥ if in session π the reader has not yet made
a decision on tag authentication (this also includes the case when
the session π does not exist), 1 if in session π the reader authen-
ticated the tag, and 0 otherwise (this oracle is both for unilateral
and mutual authentication);

8. Corrupt(vtag): Outputs the current permanent (internal) state
of the tag referred to by vtag, when the tag is not involved in any
computation of any protocol step (that is, the permanent state
before or after a protocol step).

We emphasize that Corrupt does not return snapshots of the tag’s
memory during its computations. When the Corrupt oracle returns
the full state, we will refer to this model as being Vaudenay’s model
with temporary state disclosure.

Now, the adversaries are classified into the following classes, ac-
cording to the access they get to these oracles:

• Weak adversaries: they do not have access to the Corrupt oracle;
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• Forward adversaries: once they access the Corrupt oracle, they
can only access the Corrupt oracle;

• Destructive adversaries: after querying Corrupt(vtag) and ob-
taining the corresponding information, the tag identified by vtag

is destroyed (marked as destroyed in ListTags), and the tempo-
rary identifier vtag will no longer be available. The database DB

will still keep the record associated to this tag (the reader does
not know the tag was destroyed). As a consequence, a new tag
with the same identifier cannot be created;

• Strong adversaries: there are no restrictions on the use of oracles.

Orthogonal to these classes, there is the class of narrow adversaries
that do not have access to the Result oracle. We may now combine
the narrow constraint with any of the previous constraints in order to
get another four classes of adversaries, narrow weak, narrow forward,
narrow destructive, and narrow strong.

Security. Now we are ready to introduce the tag and reader authen-
tication properties as proposed in [1], [2], simply called the security of
RFID schemes. First of all, we say that a tag TID and a protocol ses-
sion π had a matching conversation if they exchanged well interleaved
and faithfully (but maybe with some time delay) messages according
to the protocol, starting with the first protocol message but not nec-
essarily completing the protocol session. If the matching conversation
leads to tag authentication, then it will be called a tag authentication
matching conversation; if it leads to reader authentication, it will be
called a reader authentication matching conversation.

Now, the tag authentication property is defined by means of an
experiment that a challenger sets up for a strong adversary A (after the
security parameter λ is fixed). In the experiment, the adversary is given
the public parameters of the scheme and is allowed to query the oracles.
If there has been a session in which the reader has authenticated an
uncorrupted tag without a tag authentication matching conversation,
then the experiment returns 1 (or 0 otherwise).

The advantage of A in the experiment RFIDt auth
A,S (λ) is defined as

Advt auth
A,S (λ) = Pr(RFIDt auth

A,S (λ) = 1).
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An RFID scheme S achieves tag authentication if Advt auth
A,S is negligible,

for any strong adversary A.

The experiment for reader authentication, denoted RFIDr auth
A,S (λ),

is quite similar to that above. The main difference compared to the
previous experiment is that the adversary A tries to make some legiti-
mate tag to authenticate the reader. As π and TID have no matching
conversation, A computes at least one message that makes the tag to
authenticate the reader.

An RFID scheme S achieves reader authentication if the advantage
of A, Advr auth

A,S , is negligible, for any strong adversary A (Advr auth
A,S is

defined as above, by using RFIDr auth
A,S (λ) instead of RFIDt auth

A,S (λ)).

Privacy. Privacy for RFID systems [2] captures anonymity and un-
traceability. It basically means that an adversary cannot learn any-
thing new from intercepting the communication between a tag and the
reader. To model this, the concept of a blinder was introduced in [2].

A blinder for an adversary A that belongs to some class V of adver-
saries is a PPT algorithm B that simulates the Launch, SendReader,
SendTag, and Result oracles for A, without having access to the cor-
responding secrets. Moreover, it looks passively at the communication
between A and the other oracles allowed to it by the class V (that is, B
gets exactly the same information as A when querying these oracles).

When the adversary A interacts with the RFID scheme by means
of a blinder B, we say that A is blinded by B and denote this by AB.

Given an adversary A, define the experiment (privacy game):

Experiment RFID
prv−0
A,S (λ)

1: Set up the reader;

2: A gets the public key pk;

3: A queries the oracles;

4: A gets the secret table of the DrawTag oracle;

5: A outputs a bit b′;

6: Return b′.

In the same way, by replacing “A” with “AB”, we define the ex-
periment RFID

prv−1
A,S,B (λ). Now, the advantage of A blinded by B is

Adv
prv
A,S,B(λ) =| P (RFID

prv−0
A,S (λ) = 1)− P (RFID

prv−1
A,S,B (λ) = 1) | .
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An RFID scheme is private for a class V of adversaries if, for any
A ∈ V , there exists a blinder B such that Advprv

A,S,B(λ) is negligible.

We thus obtain eight concepts of privacy: strong privacy, narrow
strong privacy, destructive privacy, and so on.

4 Destructive privacy and reader-first authen-

tication

An interesting question that arises when designing mutual authentica-
tion RFID schemes is whether the tag or the reader should be authen-
ticated first. We have thus two approaches: tag-first and reader-first
authentication, respectively [3]. The tag-first authentication has some
advantage with respect to desynchronization: the tag computes its new
state and sends information about it to the reader. However, the tag
state is updated only when the reader authenticates the tag and con-
firms the new state to the tag. The disadvantage of this approach is
that the tag should provide some information to the reader before it is
confident of the reader’s identity.

The reader-first authentication might enhance the tag privacy be-
cause the tag gives private information to the reader when it is confi-
dent of its identity. This also might help preventing adversaries from
tracking tags. Another advantage is when the tag is designed only for
a limited number of authentications. In such a case, the reader-first
approach prevents a form of the denial of service attack that would
“consume” all the tag’s authentication answers.

In this section, we address the problem to construct a destructive
private and mutual authentication RFID scheme in Vaudenay’s model
with temporary state disclosure. For mutual authentication, we follow
the reader-first approach and endow all tags with PUFs.

To describe our scheme, let us assume that λ is a security parameter,
ℓ1(λ) and ℓ2(λ) are two polynomials, and F = (FK)K∈K is a pseudo-
random function, where FK : {0, 1}2ℓ1(λ)+1

→ {0, 1}ℓ1(λ) for all K ∈
Kλ. Each tag is equipped with a (unique) PUF P : {0, 1}p(λ) → Kλ

and has the capacity to compute F , where p(λ) is a polynomial. The
internal state of the tag consists of a pair (s, x), where s ∈ {0, 1}p(λ)

is randomly chosen as a seed to evaluate P , and x ∈ {0, 1}ℓ1(λ) is a
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random string that gets incremented after each protocol instance. The
reader maintains a database DB with entries for all legitimate tags.
Each entry is a vector (ID,K), where ID is the tag’s identity and
K = P (s), where P is the tag’s PUF, and (s, x) is its state.

Reader (DB,F ) Tag (P, s, F, x)

1 x = x+ 1 , K = P (s)
u, z
←−−−

u = FK(0, 0, x), z = FK(0, u, 0)

erase K, u, z

2 If ∃(ID,K) ∈ DB

s.t. z = FK(0, u, 0)

then v ← {0, 1}ℓ1(λ),
w = FK(1, v, u)

else v ← {0, 1}ℓ1(λ)

w ← {0, 1}ℓ1(λ) v,w
−−→

3 K = P (s) , u = FK(0, 0, x)
If w = FK(1, v, u)

then w′ = FK(1, v, u + 1)
w′

←−−
else w′ = FK(1, v + 1, u)

erase K, v, w, w′

4 If w′ = FK(1, v, u + 1)
then output ID
else output ⊥

Figure 1. Destructive private and reader-first authentication

The mutual authentication protocol is given in Figure 1. As we
can see, the tag initially increments x and computes K = P (s),
u = FK(0, 0, x), z = FK(0, u, 0). The tuple (u, z) is then sent to the
reader. The reader checks its database for a tuple (ID,K) such that
z = FK(0, u, 0). When the reader finds out the right value, it prepares
the answer for the tag by generating a random v ← {0, 1}ℓ1(λ) and
computes w = FK(1, v, u). If no such entry is found, then the reader
chooses both v and w as random values. The tag evaluates the PUF,
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checks the value w received from the reader, takes a decision, and pre-
pares the answer for the reader. On receiving the tag’s answer, the
reader checks it and takes a decision.

Theorem 4.1. The RFID scheme in Figure 1 is correct.

Proof. Assuming that a tag TID is legitimate, the reader’s database
contains an entry (ID,K), where K = P (s), (s, x) is the tag’s state,
and P is its PUF.

When the reader receives (u, z) from the tag TID, exactly the equal-
ity z = FK(0, u, 0) holds with overwhelming probability (we use the
same notation as in Figure 1).

If the reader has found the tag in its database (i.e., identified it),
the equality w = FK(1, v, u)′ on tag’s side holds with overwhelming
probability. This means that the tag authenticates the reader. In
such a case, the equality w′ = FK(1, v, u+1) holds with overwhelming
probability, meaning that the reader authenticates the tag.

As a final remark, if the tag does not authenticate the reader, then
the reader will authenticate the tag with negligible probability.

We will focus now on the security of our RFID scheme.

Theorem 4.2. The RFID scheme in Figure 1 achieves tag authenti-
cation in Vaudenay’s model with temporary state disclosure, provided
that F is a PRF and the tags are endowed with ideal PUFs.

Proof. Assume that the scheme does not achieve tag authentication,
and let A be an adversary that has non-negligible advantage over
the scheme, with respect to the tag authentication property. We will
show that there exists a PPT algorithm A′ that can break the pseudo-
randomness property of the function F .

The main idea is the next one. Let C be a challenger for the pseudo-
randomness security game of the function F . The adversary A′ will
play the role of challenger for A. Thus, A′ guesses the identity ID∗

of an uncorrupted legitimate tag that has no matching conversation
with the reader, but A can make the reader authenticate it with a non-
negligible probability (recall that there is a polynomial number t(λ) of
tags). Then, it creates the tag TID∗ with the help of C. Specifically, A′
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will not associate any key with the identity ID∗. However, the function
chosen by C will be the one used to do all the calculations of this tag.
This function is either FK∗ ← F for some K∗, or a random function.
TID∗ will be regarded by A as a legitimate tag. The adversary A′ does
not know this function but, with the help of A, he will try to distinguish
between the two cases with non-negligible probability.

The details on A′ are as follows (λ is a security parameter):

1. The challenger C chooses uniformly at random FK∗ ← F for some
K∗, or a random function. Let us denote it by f ;

2. A′ plays the role of challenger for A. It will run the reader and
all tags created by A, answering all A’s oracle queries. There-
fore, using SetupR(λ), it generates a triple (pk, sk,DB), gives
the public key pk to A, and keeps the private key sk.

A
′ will maintain a list of tag entries A′

ListTags similar to ListTags

(see Section 3) but with the difference that each entry in this list
also includes the current state of the tag as well as a special
field designated to store the “key generated by the tag’s inter-
nal PUF”. The legitimate entries in this list define the reader’s
database DB. Initially, A′

ListTags is empty;

3. A′ guesses the tag identity ID∗ that A will authenticate to reader
(please see the discussion above);

4. A′ will simulate for A all the corresponding oracles in a straight-
forward manner, but with the following modifications:

(a) CreateTagb(ID) : If TID was already created, then A′ does
nothing. If TID was not created and ID 6= ID∗, then A′ ran-
domly chooses K ∈ {0, 1}λ and x ∈ {0, 1}ℓ1(λ) and records a
corresponding entry into A′

ListTags (K plays the role of the
key generated by the tag’s internal PUF). Thus, TID has just
been created. If TID was not created and ID = ID∗, then
A

′ records (ID∗, ?, x) into A′

ListTags, where x← {0, 1}ℓ1(λ).
The meaning of “?” is that this field should have contained
a key for F . However, A′ does not even know if C chose a
function from F (so a key) or a random function. However,
A

′ does not need to know this because it can answer all A’s
queries regarding ID∗ with the help of C.
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As the tags are endowed with ideal PUFs and the keys are
uniformly at random chosen by A′, including the function
chosen by C, A′ implements correctly the functionality of all
tags (including TID∗);

(b) DrawTag and Free : A′ knows the list of all tags created
by A, and updates it correspondingly whenever A draws or
frees some tag;

(c) Launch() : A′ launches a new protocol instance whenever
A asks for it;

(d) SendTag(∅, vtag) : This is the first message vtag sends in a
protocol instance. If the tag referred by vtag is ID∗, then
A

′ will increment x and then query C for (0, 0, x), which will
become u, and for (0, u, 0), which will become z. If u, z are
C’s responses, then A′ answers with (u, z).

If vtag refers to some ID 6= ID∗, then A′ can prepare the
answer because it knows the corresponding key for ID;

(e) SendReader((u, z), π) : Assume the reader (run by A′) has
received (u, z) in the protocol instance π from a tag identified
by vtag (in other words, (u, z)← SendTag(∅, vtag)).

If vtag refers to some tag ID such that (ID,K) ∈ DB for
someK, then the reader (run byA′) can compute the answer
according to the protocol.

If vtag refers to ID∗, then the reader (run by A′) can com-
pute the answer according to the protocol by querying C
(recall that TID∗ is regarded by A as a legitimate tag).

If vtag refers to some ID for which no entry can be found
in DB, then the answer (v,w) is randomly chosen;

(f) SendTag((v,w), vtag) : If the tag referred by vtag is ID∗,
then A′ queries C for (1, v, u) and then compares the answer
with w. If they match, the tag outputs OK; otherwise, it
outputs ⊥. In the first case, A′ queries C for (1, v, u + 1)
to get w′; in the second case, it queries C for (1, v + 1, u).
If vtag refers to some ID 6= ID∗ that has associated a pair
(K,x), then A′ can compute by itself w′ (according to the
protocol). In all cases, the oracle returns w′;
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(g) Result(π) : A′ can infer the decision of the reader in the last
step of π because it can obtain the value FK(1, v, u) for all
tags (either it can compute it or query C for it). Therefore,
A

′ can simulate Result(π) according to its definition;

(h) Corupt(vtag) : If the tag referred by vtag is different from
ID∗, then A′ returns its current state; otherwise, it aborts.

If A′ sees that A could make the reader authenticate TID∗ without
corrupting it and without any matching conversation between tag and
reader, it answers to C that f is PRF; otherwise, f is random. In the
first case,

P (1← (A′)FK (1λ) : K ← Kλ) = P (RFIDt auth
A,S (λ) = 1).

In the second case,

P (1← Af (1λ) : f ← Uλ) = η(λ)

for some negligible function η(λ). That is because A does not play
the real tag authentication game, the function implemented by TID∗

is random, and the tag does not have any matching conversation with
the reader. So, the reader (simulated by A′) should authenticate the
tag on behalf of a random message (u, z) sent by A to reader, message
that is verified for correctness by C.

Therefore,

Adv
prf
A,F (λ) = |P (RFIDt auth

A,S (λ) = 1)− η(λ)|.

If we assume now that A has a non-negligible probability to make
the reader authenticate the tag TID∗, then A′ will have a non-negligible
advantage against F ; this contradicts the fact that F is a pseudo-
random function.

As with respect to the reader authentication property, we have the
following result.

Theorem 4.3. The RFID scheme in Figure 1 achieves reader authen-
tication in Vaudenay’s model with temporary state disclosure, provided
that F is a PRF and the tags are endowed with ideal PUFs.
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Proof. Assume that our scheme does not achieve reader authentication,
and let A be an adversary that has a non-negligible advantage over the
scheme, with respect to the reader authentication property. We will
show that there exists a PPT algorithm A′ that can break the pseudo-
randomness property of the function F .

The main idea is somewhat similar to the one in the Theorem 4.2.
Let C be a challenger for the pseudo-randomness property of the func-
tion F . The adversary A′ will play the role of a challenger for A. First,
A

′ guesses the identity ID∗ of an uncorrupted legitimate tag that has
no matching conversation with the reader, but A can make the tag
authenticate the reader with a non-negligible probability (recall that
there is a polynomial number t(λ) of tags). Then, it creates the tag
TID∗ with the help of C, exactly as in the proof of Theorem 4.2. This
tag will be regarded by A as a legitimate one.

The description of A′ is very similar to the one in the proof of The-
orem 4.2, so we will focus on the differences between them (λ denotes
a security parameter):

1. The challenger C chooses uniformly at random FK∗ ← F for some
K∗, or a random function. Let us denote it by f ;

2. A′ plays the role of a challenger for A. It will run the reader and
all tags created by A, answering all A’s oracle queries. There-
fore, using SetupR(λ) it generates a triple (pk, sk,DB), gives the
public key pk to A, and keeps the private key sk.

A
′ will maintain a list of tag entries A′

ListTags exactly as in the
proof of Theorem 4.2;

3. A′ guesses the tag identity ID∗ that authenticates A as a valid
reader;

4. A′ will simulate for A all the corresponding oracles exactly as in
the proof of Theorem 4.2.

The advantage of A′ against the PRF F is computed as in the proof
of Theorem 4.2. Therefore, the assumption that A has a non-negligible
probability to make TID∗ authenticate it as a valid reader contradicts
the pseudo-randomness of the function F .
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By using the sequence-of-games approach [19], we will prove that
our protocol reaches destructive privacy. With this approach, a se-
quence of games (probabilistic experiments) is defined. The initial
game is the original privacy game with respect to a given adversary.
The transition from one game Gi to another one Gi+1 is done by indis-
tinguishability in our case. This means that a probability distribution
in Gi is replaced by another one that is indistinguishable from the pre-
vious one. In this way, the difference between the probabilities the
adversary wins Gi and Gi+1, is negligible.

Theorem 4.4. The RFID scheme in Figure 1 achieves destructive
privacy in Vaudenay’s model with temporary state disclosure, provided
that F is a PRF and the tags are endowed with ideal PUFs.

Proof. Let A be a destructive adversary against our RFID scheme de-
noted S. We will show that there is a blinder B such that Advprv

A,S,B(λ)
is negligible. The blinder B that we construct, which has to answer to
the oracles Launch, SendReader, SendTag, and Result without knowing
any secret information, works as follows:

• Launch(): returns a unique identifier π for a new protocol in-
stance;

• SendTag(∅, vtag): returns (u, z), where u, z ← {0, 1}ℓ1(λ);

• SendReader((u, z), π): returns (v,w), where v,w ← {0, 1}ℓ1(λ);

• SendTag((v,w), vtag): returns w′
← {0, 1}ℓ1(λ);

• SendReader(w′, π): the blinder does not do anything because, in
this case, the reader does not answer;

• Result(π): if the session π does not exist or exists but is
not completed, the blinder outputs ⊥. If π has been is-
sued by the Launch() oracle and a protocol transcript trπ =
((u, z), (v,w), w′) has been generated by

– (u, z)← SendTag(∅, vtag),

– (v,w)← SendReader((u, z), π),

– w′
← SendTag((v,w), vtag), and

– SendReader(w′, π),
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where vtag refers to some legitimate tag, the blinder outputs 1;
otherwise, outputs 0 (remark that the blinder sees what A sees
and, therefore, it knows whether vtag refers to some legitimate
tag or not).

We further prove that Advprv
A,S,B(λ) is negligible. To this we define a

sequence of games G0, . . . , G7, where G0 is the experiment RFID
prv−0
A,S

and Gi+1 is obtained from Gi as described below, for all 0 ≤ i < 7. By
P (Gi) we denote the probability the adversary A wins the game Gi.

Game G1: This is identical to G0 except that the game challenger will
not use the PRF keys generated by PUFs to answer the adversary’s
oracle queries, but randomly generated keys, one for each tag created by
adversary. Of course, the game challenger must maintain a secret table
with the association between each tag and this new secret key. From the
adversary’s point of view, this means that the probability distribution
given by each tag’s PUF (in G0) is replaced by the uniform probability
distribution (in G1). As the PUFs are ideal, the two distributions are
indistinguishable. Taking into account that there are a polynomial
number of tags, it must be the case that |P (G0)−P (G1)| is negligible.

Game G2: We replace in G1 the oracle Result by ResultB, which is
the simulation of Result by the blinder B (please, see the definition B).
Denote by G2 the game such obtained. We prove that P (G1) = P (G2).

Recall first that in game G1 the tags are still endowed with PUFs,
but their secret PRF keys are not computed by PUFs. They are ran-
domly generated by the game challenger that maintains a secret table
with the key associated to each tag. In this way, the Corrupt oracle
will never reveal the secret key, but it destroys the tag when queried.

If A queries Result or ResultB for a protocol session that does not
exist or is incomplete, both oracles return ⊥. Therefore, let us assume
that these oracles are queried on a complete protocol session π. In this
case, we will show that Result(π) = 1 if and only if ResultB(π) = 1.

Assume Result(π) = 1. Then, there is a transcript trπ =
((u, z), (v,w), w′) defined by a sequence of oracle queries

• (u, z)← SendTag(∅, vtag)

• (v,w)← SendReader((u, z), π)
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• w′
← SendTag((v,w), vtag)

• and SendReader(w′, π)

such that vtag refers to some tag TID whose state is (s, x) and secret
key is K, u = FK(0, 0, x), z = FK(0, 0, u), and (ID,K) is in the
reader’s database (that is, TID is legitimate). All these facts show
that ResultB(π) = 1 (recall that the blinder B sees what A sees and,
therefore, it knows whether vtag refers to some legitimate tag or not).

The inverse implication is a bit more elaborate. Assume that
ResultB(π) = 1. This means that there is a transcript trπ =
((u, z), (v,w), w′) defined by a sequence of oracle queries as those above
and the tag TID referred by vtag is legitimate. Assume that the
tag’s key is K and its state is (s, x), and in DB there is a record
(ID,K). Because the oracles SendReader and SendTag are the real
ones (and not simulated by blinder), the reader finds a record such that
z = FK(0, 0, u). Therefore, w must be of the form FK(0, v, u), and this
value will match FK(0, v, u) computed by tag. Therefore, the tag au-
thenticates the reader and replies by w′ = FK(1, v, u). But then, the
reader will successfully check the equality between w and FK(1, v, u)
(computed by itself) and, therefore, authenticates the tag. As a con-
clusion, Result(π) = 1.

This shows that P (G1) = P (G2).

Game G3: This game is identical to G2, except that the Launch()
oracle is simulated according to the blinder description. No difference
is encountered between the two games and, therefore, P (G2) = P (G3).

Game G4: This is identical to G3 except that the SendTag(∅, vtag)
oracle is simulated according to the blinder description. By doing this,
the probability distribution {(u, z) | u = FK(0, 0, x), z = FK(0, u, 0)}
is replaced by {(u, z) | u, z ← {0, 1}ℓ1(λ)}.

As F is a PRF, |P (G3) − P (G4)| is negligible. The proof is quite
straightforward. The main idea is as follows. Assume that an adversary
A can distinguish with a non-negligible probability between G3 and G4.
Define an adversary A′ for PRF that uses A as a subroutine and send
(0, u, 0) as a challenge. When the PRF challenger returns, with equal
probability, either z = FK(0, u, 0) or z ← {0, 1}ℓ1(λ), A′ sends this
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value to A. The probability A′ guesses between the two possibilities
for z is exactly the probability A distinguishes between the two games.

Game G5: This game is identical to G4, except that the oracle
SendReader((u, z), π) is simulated according to the blinder descrip-
tion. That is, for each tag TID whose secret key is K and current state
is (s, x), one of the two probability distributions

{

{(u, z, v, w) | u, v, z ← {0, 1}ℓ1(λ), w = FK(1, v, u)},

{(u, z, v, w) | u, v, z, w ← {0, 1}ℓ1(λ)},

is replaced by {(u, z, v, w) | u, v, z, w ← {0, 1}ℓ1(λ)}.
As F is a PRF, and the key K was chosen at random, it must be the

case that |P (G4)−P (G5)| is negligible. The proof is by contradiction,
and it is quite similar to the proof that establishes the transition from
G3 to G4.

Game G6: This game is identical to G5, except that the oracle
SendTag((v,w), vtag) is simulated by blinder. That is, for each tag
TID, one of the two probability distributions
{

{(u, z, v, w,w′) | u, v, z, w ← {0, 1}ℓ1(λ), w′ = FK(1, v, u + 1)},

{(u, z, v, w,w′) | u, v, z, w ← {0, 1}ℓ1(λ), w′ = FK(1, v + 1, u)},

is replaced by {(u, z, v, w,w′) | u, v, z, w,w′
← {0, 1}ℓ1(λ)}.

As F is a PRF, and the key K was chosen at random, it must be the
case that |P (G5)−P (G6)| is negligible. The proof is by contradiction,
and it is quite similar to the proof in Game G5. Therefore, it is omitted.

Game G7: This is identical to G6, except that SendReader(w′, π) is
simulated by blinder. However, this does not change the probability
distribution from G6. Therefore, P (G6) = P (G7).

Now, we show that G7 is in fact RFID
prv−1
A,S,B . The blinded adver-

sary AB sees each tag as a standard PUF tag, although random secret
keys are used instead of the keys generated by PUFs. The oracles
CreateTag, Draw, Free, and Corrupt that can be queried directly by
A do not use the keys generated by PUFs in order to answer the adver-
sary’s queries (in fact, they do not use any secret key). The answer to
the other oracles is simulated by a blinder that does not use the secret
keys either. Therefore, G7 is indeed RFID

prv−1
A,S,B .

354



Privacy and Reader-first Authentication of RFID Systems

Now, remark that PA(G0) = P (RFID
prv−0
A,S (λ) = 1) and PA(G7) =

P (RFID
prv−1
A,S,B (λ) = 1). Combining all the probabilities P (Gi) to-

gether, we obtain that Adv
prv
A,S,B(λ) is negligible and, therefore, our

protocol achieves destructive privacy.

5 Narrow destructive privacy and reader-first

authentication

With little effort, we can design a similar scheme that achieves narrow
destructive privacy and reader-first authentication RFID in Vaudenay’s
model with temporary state disclosure. The mutual authentication
protocol of this new RFID scheme is presented in Figure 2; all the
other elements are as in Section 4, except that FK is a function from
{0, 1}ℓ1(λ)+2 to {0, 1}ℓ2(λ) and t is polynomial in the security parameter.

As one can see, there is no random generator on tag. Because of
this, the synchronization between tag and reader can be lost. The
only thing we can do is to check (on the reader side) for a polynomial
bounded desynchronization. Due to this, the scheme can be at most
narrow destructive private: if an adversary desynchronizes the tag and
reader sufficiently enough (for more than t steps), then it will be able
to distinguish the real privacy game from the blinded one by means
of the Result oracle. Roughly speaking, this is because, in the real
privacy game, the Result oracle returns 0 (when the tag and reader
are desynchronized for more than t steps), while in the blinded privacy
game, it returns 1. We, therefore, have the following result.

Theorem 5.1. The RFID scheme in Figure 2 achieves mutual au-
thentication and narrow destructive privacy in Vaudenay’s model with
temporary state disclosure, provided that F is a PRF and the tags are
endowed with ideal PUFs.

Proof. It is straightforward to see that the proof follows a similar line
to the proofs of Theorems 4.2 and 4.3 for mutual authentication, and
Theorem 4.4 for narrow destructive privacy. Remark that for privacy,
the Result oracle is not used.
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Reader (DB,F ) Tag (P, s, F, x)

1 z
←−

K = P (s), z = FK(0, 0, x)

erase K, z
x = x+ 1

2 If ∃(ID,K, x) ∈ DB

and 0 ≤ i < t

s.t. z = FK(0, 0, x + i)
then x = x+ i

w = FK(0, 1, x + 1)

else w ← {0, 1}ℓ2(λ) w
−→

3 K = P (s)
If w 6= FK(0, 1, x)

then w′ = FK(1, 1, x)
w′

←−−
else w′ = FK(1, 0, x)

erase K, w, w′

If w′ = FK(1, 1, x + 1)
then output ID, x = x+ 1
else output ⊥

Figure 2. Narrow destructive private and reader-first authentication

It is good to remark that our RFID scheme in Figure 2 also provides
an appropriate practical solution to the narrow destructive privacy in
the plain Vaudenay’s model, where the existing solution is based on
random oracles [1], [2] .

A few more words on desynchronization are in order. If we look
to the protocol in Figure 2, we remark that the desynchronization is a
result of the fact that the tag and reader share a common variable x

that is updated by tag before authenticating the reader. This allows
an adversary to query a tag for more than t times and, therefore, to
desynchronize the tag and the reader.

To prevent desynchronization between reader and tag in reader-
first authentication RFID schemes, the tag should update the shared
permanent variables after authenticating the reader, and not before.
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6 Conclusions

Modern applications of RFID systems ask for advanced security and
privacy properties. For instance, tag destruction under corruption is
an important requirement when the tag is used for access control. Like-
wise, the disclosure of temporary state under tag corruption is a serious
threat in practice. Reader-first authentication [3] assures that the tag
will give its private data only when it authenticates the reader. There-
fore, tag tracking and data theft is prevented when the reader is fake.
All these together mean that we need RFID schemes that provide de-
structive privacy and reader-first authentication under corruption with
temporary state disclosure.

The aim of this paper is to propose two RFID schemes that fill this
gap. The first one is destructive private and the second one is narrow
destructive private. Both of them assure reader-first authentication,
are practical, and efficient. Also, both schemes avoid random number
generators on tags. As (narrow) destructive privacy cannot be achieved
with ordinary tags, we have used PUFs as secure hardware containers
for the secret key of tags. Detailed security and privacy proofs are
provided for our schemes.
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Quality Index
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Abstract

Feature selection is vital in data pre-processing in machine
learning, and it is prominent in datasets with many features.
Feature selection analyses the relevant, irrelevant, and redundant
features in the dataset. Feature selection removes the irrelevant
features, which improves both the accuracy and prediction per-
formance. The significant advantages of reducing the number of
features from the dataset are reducing the training time, reducing
overfitting, decreasing the curse of dimensionality, and simplify-
ing the prediction model. The filter feature selection techniques
can handle the issues with the high number of features, and this
paper uses the symmetric uncertainty coefficient to verify the rel-
evance of the independent features. In this paper, a new feature
selection method named as kurtosis-based feature selection has
been proposed to select the relevant features which affect the
air pollution. Kurtosis-based feature selection is compared with
seven filter feature selection techniques on air pollution dataset
and validated the performance of the proposed algorithm. It has
been observed that the kurtosis-based feature selection extracts
only PM2.5 as the key feature and has been compared to the
accuracy of the five existing methods. The experimental results
illustrate that the kurtosis-based feature selection algorithm re-
duces the original feature set up to 91.66%, but the existing filter
feature selection techniques reduce the feature set to only 50%.

Keywords: Air Pollution, Air quality index, Correlation co-
efficient, Feature selection, Filter techniques, Symmetric uncer-
tainty.
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1 Introduction
The features in the dataset may be repeated and noisy, and these
repeated reduce the learning model’s performance.This paper explains
how to choose the relevant features to predict the air quality index and ig-
nore the irrelevant features. The main advantages of feature selection
(FS) are improving the prediction performance by removing the irrele-
vant and redundant features and reducing the computational cost [1].

There are two types of FS techniques: classifier independent (filter)
and classifier dependent (wrapper, embedded) [2]. Filter FS techniques
give the grade for each feature and select the top k features from the
learning model. Some examples of the filter FS techniques are the
symmetric uncertainty [3], Relief, Fisher, Mutual Information [4], re-
cursive feature elimination, minimum redundancy maximum relevance,
Distributed FS [5]. The classifier-dependent techniques are the time
taking approaches as it needs a few learning algorithms to select the
best features, which reduces the accuracy and the performance [6].

We have assessed the performance of the filter FS techniques using
the machine learning techniques like linear regression, decision tree,
random forest, XGBoost, lasso regression, and clustering techniques.
Clustering techniques help to maintain the stability of a filter FS tech-
nique to perform similarity while selecting the subset of features with
the same cardinality. In this paper, we selected the best features by
measuring the stability of a method as its kurtosis of effectiveness across
the features in the dataset, and we compare the stability and the per-
formance of the seven filter FS methods. In this paper, we are using
the target feature to remove the irrelevant features.

The summary of the proposed work is:

• We performed filter FS techniques using the symmetric uncer-
tainty and found the minimal subset of features.

• We applied the threshold and constructed the correlation coeffi-
cient matrix to measure the dependency between the features.

• We have selected the best features by congregating the features
into clusters.

• We reduced the features and hence, the overfitting that improves
the prediction accuracy.
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The structure of the rest of the paper is as follows. Section 2 re-
views the antecedents of the FS techniques in various fields and dis-
cusses some existing FS techniques. Section 3 discusses the novel FS
algorithm that helps find the minimal subset of features to predict the
air quality index. Section 4 describes the experimental results, analyses
the proposed algorithm’s behavior, and presents the obtained results.
Section 5 concludes the paper.

2 Related work

FSs affect the model construction, and the predefined criterion evalu-
ates the optimization of the feature subset. FS approaches consist of
selection, evaluation stopping criterion, and validation. The filter FS
measures the relevance between the features, different metrics used for
this are correlation-based FS algorithms [7], distance-based FS algo-
rithms [8], statistics-based FS algorithm [9], information theory-based
FS algorithms [10]. The FS algorithms are divided into linear [11] and
non-linear FS algorithms [12]. Fran et al. [13] proposed the conditional
mutual information FS technique that is weakly dependent. Bennasar
et al. [14] proposed the joint mutual information, which extends the
conditional mutual information, and used the maximum, minimum
criteria. Zeng et al. [15] proposed interaction weight FS, which dy-
namically influences the mutual information of the features and the
class labels. Hu et al. [16] proposed the dynamic relevance and joint
mutual information to remove the redundant features. Kolli et al. [17]
proposed a granular feature multi-variant clustering-based genetic algo-
rithm for feature subset selection. This technique uses the granularity
of neighborhood-based rough sets and the fitness values as the threshold
to subset features. Sai Prasad et al. [18] proposed a novel left-to-right
and right-to-left framework to reduce the features and generate a finite
number of unique features.

3 Methodology

In this section, we proposed a novel filter FS algorithm, which com-
bines the symmetric uncertainty and the kurtosis to select the features
and obtain the low redundant features. Figure 1 shows the proposed
technique diagram.
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Figure 1. Proposed Block Diagram

In algorithm 1, first, we calculate the symmetric uncertainty values
in step-1. In step-2, we calculated the kurtosis of all these symmetric
uncertainty values and used this kurtosis value as the threshold. In
step-3, we generated the correlation coefficient matrix of the original
dataset, and in step-4, we constructed the binary matrix by applying
the threshold in the correlation matrix. After generating the binary
matrix, step-5 counted the values equal to 1 and stored these values in
the t + 1 column in the binary matrix. Step-6 generates the clusters
based on the binary t + 1 columns values, i.e., cluster all the similar
count areas in the single cluster. In step-7, we remove the redundant
features and maintain the relevant ones as the final subset.
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Algorithm 1.

Input: Data set D, feature set F= f1, ...fk
Output: Selected feature set S

1. Calculate the symmetric uncertainty of each feature and

arrange all the features in descending order based on the

symmetric uncertainty values.

2. Choose the kurtosis value as the threshold.

3. Find the correlation coefficient symmetric matrix for the

original dataset.

4. Apply the threshold value of the generated correlation

coefficient matrix.

(a) If the individual value of the correlation coefficient

matrix is greater than the threshold, place the value

equal to 1; otherwise, the value equal to 0.

(b) Repeat the procedure for all the features in the cor-

relation matrix.

5. Calculate the total number of ones in each row.

6. Combine all the features and form the clusters that have

the same weights.

7. Choose the highest symmetric uncertainty feature in

each cluster.

4 Results
This paper uses the data collected from 270 monitoring stations
from the Indian government website CPCB (Central Pollution Con-
trol Board); these stations automatically collect hourly air quality 24
hours per day. The data are open to the public. We collected signifi-
cant air pollutants, i.e., PM2.5, PM10, CO, NO2, SO2, O3 data, from
January 1, 2015, to September 1, 2019 [26]. We used Keras deep learn-
ing application programming interface with TensorFlow back end, and
we implemented an improved algorithm using the IDE Anaconda.

364



Feature Selection using Kurtosis . . .

We applied the proposed kurtosis-based FS(KBFS) algorithm to
the collected dataset and first calculated the symmetric uncertainty
on the collected air pollution dataset. We considered 12 features (PM
2.5, PM10, CO, NO, NO2, NOx, SO2, O3, NH3, Benzene, Toluene,
Xylene) as the input and AQI as the target feature. Figure 2 shows
the symmetric uncertainty values of the input features concerning the
target feature.

Figure 2. Sorted symmetric uncertainty

After calculating the symmetric uncertainty, we generated the cor-
relation coefficient matrix on the original dataset. Figure 3 shows the
correlation coefficient matrix for the air pollution dataset.

After generating the correlation coefficient matrix, calculate the
kurtosis for the symmetric uncertainty values according to Figure 2.
Set this value as the threshold value. Apply this threshold value to the
correlation coefficient matrix. If the coefficient matrix value is greater
than the threshold, then set value one; otherwise, set value zero. Figure
4 shows the generated binary matrix.

Count the number of ones in the binary matrix and record those
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Figure 3. Correlation matrix

Figure 4. Binary matrix
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counts in the t+1 column in the binary matrix. Figure 5 shows the
count for the binary matrix for each input feature.

Figure 5. Count in the binary matrix using the kurtosis as the threshold

Generate the clusters that have similar counts and select the rele-
vant feature from each cluster. We sorted all the features in the cluster
as per its symmetric uncertainty, and then we selected the best sym-
metric uncertainty as to the relevant feature. Figure 6 shows the final
subset of features.

Figure 6. Subset of features
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Table 1 tabulates different statistical tests used to find the thresh-
old we applied to the correlation matrix. These experimental results
showed that the final subset of features is only one for kurtosis, so it is
the best statistical test measure to set as the threshold.

Table 1. Different statistical tests used for threshold in symmetric
uncertainty

Statistical Tech-

niques

Total Features Selected Fea-

tures

Mean 12 8
Median 12 6
Mode 12 6
Variance 12 6
Standard deviation 12 6
kurtosis 12 1

Table 2 tabulates the comparison of the different filter FS tech-
niques. From the results, we observed that selected features using the
symmetric uncertainty are smaller than the remaining filter FS tech-
niques.

Table 2. Comparison of different filter FS techniques

FS Techniques Total Features Selected Fea-

tures

Anova 12 6
Correlation Feature se-
lector

12 5

mRmR 12 6
Fisher 12 5
Mutual Information 12 2
Information Gain 12 4
Gain ratio 12 3
RelieF 12 3
Variance 12 5
Symmetric Uncertainty 12 1
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We reduced the number of features using the filter FS methods,
keeping the relevant features that help predict the accurate air quality
index. In comparison, the proposed technique selects the most relevant
features, and the remaining FS techniques keep an average of 42% of
the original features, but the kurtosis-based FS technique reduces the
features up to 83.33%, whereas the remaining filter feature selection
reduction rate ranges from 40% to 50%. Figure 7 shows the comparison
of reduced rates of features using various FS techniques.

Figure 7. Comparison of reduction rates of features using various FS
techniques

We analyzed the air quality dataset using machine learning tech-
niques. We also analyzed the complete air pollution dataset, and the
features were selected using the kurtosis-based FS by evaluating the
performance metrics like correlation coefficient, root-mean-square er-
ror, and accuracy. We implemented the proposed kurtosis-based FS
algorithm on different machine learning algorithms and tabulated it in
Table 3.

We discussed the performance comparison of the machine learning
classifiers after performing the FS. Table 4 compares the different FS
techniques using the different classifiers. This paper uses the classifiers
Random Forest(RF), Linear Regression(LR), and Principal Component
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Table 3. Comparison of different machine learning algorithms with
proposed technique

Classifiers
Without FS With FS

r R2 RMSE ACC r R2 RMSE ACC

Decision Tree 0.847 0.717 37.07 76.95 0.894 0.826 29.53 91.76

Linear Regres-

sion

0.827 0.736 35.45 74.53 0.874 0.825 31.42 89.34

Lasso regres-

sion

0.814 0.717 37.83 78.58 0.872 0.838 29.32 89.53

Random Forest 0.864 0.767 36.34 78.56 0.914 0.848 21.57 93.78

XGBoost 0.826 0.762 33.56 72.45 0.893 0.852 27.45 89.74

Support Vector

machine

0.823 0.736 33.53 72.54 0.864 0.857 25.53 88.86

Analysis(PCA).

From the results, we observed that processing time is less for the
proposed technique. We observed that accuracy significantly improved
by applying the proposed technique and accomplished better perfor-
mances for the symmetric uncertainty for the random forest classifier,
and the processing time is 09ms.

We assessed the correlation between the major air pollutants
PM2.5, CO, NO2, O3, SO2, and the air quality index and finally ex-
plored their relationship. Figure 8 shows the correlation between the
major air pollutants and the air quality index.

This research finds the minimal subset of features that helps predict
the accurate air quality index. From the observations, we found that
PM2.5 is a relevant feature to predict the air quality index.

5 Conclusion

The objective of the FS is to select a minimal subset of relevant features.
We proposed a kurtosis-based FS algorithm to reduce the dimension-
ality of the air pollution data by selecting the best features, which
enhances the prediction performance. This paper discusses different
filter FS techniques and various statistical tests to finalize the thresh-
old to find the best fit subset of features. The authors performed the
comparison for different filter FS techniques, the results showed that
the proposed kurtosis-based FS algorithm improves the prediction per-
formance.
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Table 4. Comparison of different FS techniques using different classi-
fiers

Classifier Measure r R2 RSME ACC PT(ms)

RF

Chi-

square [19]

0.825 0.701 36.54 85.78 13

Relief [20] 0.802 0.703 37.73 84.62 14

MultiSurf

[21]

0.826 0.708 36.86 85.34 13

Ensemble

FS [22]

0.904 0.748 31.57 83.78 11

Anova [23] 0.809 0.717 38.45 84.03 14

M-Cluster

FS [24]

0.895 0.826 22.45 91.34 10

SU-

MLP [25]

0.897 0.829 22.13 92.31 10

Proposed 0.914 0.848 21.57 93.78 09

LR

Chi-

square [19]

0.818 0.716 39.69 85.27 13

Relief [20] 0.817 0.701 41.96 84.93 13

MultiSurf

[21]

0.814 0.701 40.51 85.34 12

Ensemble

FS [22]

0.910 0.741 36.54 83.53 11

Anova [23] 0.813 0.704 39.34 85.45 14

M-Cluster

FS [24]

0.862 0.817 32.68 87.68 13

SU-

MLP [25]

0.869 0.821 31.79 88.95 13

Proposed 0.874 0.825 31.42 89.34 12

PCA

Chi-

square [19]

0.834 0.705 25.52 86.19 12

Relief [20] 0.827 0.719 26.34 85.82 12

MultiSurf

[21]

0.829 0.715 25.64 86.45 13

Ensemble

FS [22]

0.918 0.749 22.49 86.57 12

Anova [23] 0.827 0.721 27.54 85.73 12

M-Cluster

FS [24]

0.884 0.815 21.53 90.27 12

SU-

MLP [25]

0.889 0.821 20.84 90.95 12

Proposed 0.894 0.826 20.53 91.76 11
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Figure 8. Correlation between the major air pollutants and the air
quality index
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Wiener Index of Some Brooms

Julian D. Allagan

Abstract

In the field of chemical graph theory, a Wiener (topological)
index is a type of a molecular descriptor that is calculated based
on the molecular graph of alkanes. It gives the sum of geodesic
distances (or shortest paths) between all pairs of vertices of the
graph. We found and prove the Wiener indices of some Brooms,
which are Caterpillars, giving several unknown sequences that are
now added to the collection of the largest Online Encyclopedia
of Integer Sequences.

Keywords: Wiener Index, Brooms, Sequences.

1 Introduction

Suppose G is a simple graph and v ∈ V (G). The distance between two
vertices u, v ∈ V (G), often denoted by dG(u, v), is the length (number
of edges) of their shortest path in G; this is also known as a geodesic
distance. The eccentricity of a vertex v, written as ǫ(v), is the max-
imum of the distance between v and any other vertex u ∈ V , i.e.,
ǫ(v) = max

u∈V
{dG(v, u)}. Further, the diameter d of a graph is the maxi-

mum eccentricity of any vertex in the graph, i.e., d = max
v∈V

ǫ(v). These

parameters are often useful in classifying acyclic (tree-like) graphs. A
topological index, a numerical value, is often used to describe chemi-
cal structures in the areas of chemical graph theory, molecular topol-
ogy, and mathematical chemistry. One of the well-studied indices
is the Wiener topological index (W ), introduced in 1947 by Harry
Wiener [12]. In graph theory, the Wiener index of a graph G, de-
noted by W (G), is the sum of the distances between all unordered
pairs of vertices of G. This index is used to describe and even predict

©2022 by Computer Science Journal of Moldova

doi:10.56415/csjm.v30.20
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several physical and chemical properties of molecules such as density,
viscosity and velocity. Details of some of these reviews can be found
in [4], [6], [8], [9], [11], for instance.

Throughout this article, we denote the nth triangular number by

Tn =
n(n+ 1)

2
= 1 + 2 + 3 + 4 + 5 + 6 + . . .+ n. Moreover, we denote

the kth tetrahedral number by T k
n =

∑

k

Tn, the sum of the first k nth

triangular numbers.

Suppose Pn := v1 − v2 − . . . − vn−1 − vn, denotes a path on n ≥ 3
vertices. By sequentially connecting k leaves to some vertex vi, with
2 ≤ i ≤ n−1, we obtain a Caterpillar. We denote a Caterpillar on n+k

vertices by P k
n , where Pn is referred to as stem or backbone; observe

that the diameter of P k
n is the length of Pn. If every internal vertex is

adjacent to at least one of the k new pendant vertices, then P k
n is said

to be complete. Caterpillars have been used in chemical graph theory
to represent the structure of benzenoid hydrocarbon molecules, eg., [3]
and [5]. Due to their importance, we present the formulae of several
Wiener values for some Caterpillars. In particular, we found that the
Wiener values, as sequences, of these Caterpillars which contain exactly
one vertex of degree greater than 2 do not currently exist in the largest
Online Encyclopedia of Integer Sequences (OEIS) [10]. We hope to
submit these values and their formulae for the record.

It is easy to see that, for any complete graph Kn, W (Kn) =
(

n
2

)

.
Further, it is well-known that the Wiener indices of a star graph Sn

and a path graph Pn are (n − 1)2 and
(n− 1)n(n + 1)

6
, respectively.

See [1] and [5], for instance. Further, it is shown [4] that, for any tree
T on n vertices, W (Sn) < W (T ) < W (Pn).

As an example for finding Wiener indices, we present a proof for
the Wiener index of a path, after the next proposition.

Proposition 1.

n
∑

j=2

(

j

2

)

=

(

n+ 1

3

)

holds for all n ≥ 2

Proof. The case when n = 2 is trivial. Let’s assume for all k ≥ 2,
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k
∑

j=2

(

j

2

)

=

(

k + 1

3

)

. It follows that

k+1
∑

j=2

(

j

2

)

=

k
∑

j =2

(

j

2

)

+

(

k + 1

2

)

=

(

k + 1

3

)

+

(

k + 1

2

)

=

(

k + 2

3

)

.

Hence the result by induction.

Corollary 1. The Wiener index of a path Pn is W (Pn) =
(

n+1
3

)

, n ≥ 2.

Proof. Suppose the vertices of the path are v1, v2, . . . , vn. We proceed
to add the distances between vi, vj , for each i 6= j. As such, we compute
n
∑

j>i

d(vi, vj) which is equal to

(

n− i+ 1

2

)

, for each i, with 1 ≤ i ≤ n.

Now,

W (Pn) =
n−1
∑

i=1

n
∑

j>i

d(vi, vj)

=

n−1
∑

i=1

(

n− i+ 1

2

)

=

n
∑

j=2

(

j

2

)

,

for all n ≥ 2. The result follows from Proposition 1.
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Alternatively, given the nth triangular number Tn, we have

W (Pn) =
n−1
∑

j=1

Tj =
n−1
∑

j=1

j(j + 1)

2

=
1

2

(

n−1
∑

i=1

j2 +
n−1
∑

i=1

j

)

=
1

2

(

n(n− 1)[2(n − 1) + 1]

6
+

n(n− 1)

2

)

=
(n− 1)n(n+ 1)

6

=

(

n+ 1

3

)

.

Remark 1.

Recall that, the nth rising factorial and the nth falling factorial
denoted respectively by xn and xn, are xn = x(x + 1)(x + 2) · · · (x +

n− 1) =
n
∏

k=1

(x+ k− 1) =
n−1
∏

k=0

(x+ k) and xn = x(x− 1)(x− 2) · · · (x−

n + 1) =
n
∏

k=1

(x − k + 1) =
n−1
∏

k=0

(x + k). Although the previous result

(and upcoming ones) can be written in either format, i.e., W (Pn) =

(n− 1)3

3!
=

(n+ 1)3

3!
, it is beyond the interest of this article.

2 Wiener index of Comb graphs

Suppose Pn := v1 − v2 − . . . − vn−1 − vn denotes a path on n ≥ 3
vertices. By sequentially connecting a single leaf to each vertex vi,
with 2 ≤ i ≤ n − 1, we obtain a Complete Caterpillar Pn−2

n which is
commonly known as a Comb or a Centipede. Figure 2 is an example.

For the next result, we define the following: Suppose G = (V,E)
denotes a graph with an ordered list of vertices (v1, v2, . . . , vn). We
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Figure 1. Comb graph on 2n vertices

denote and define the sth partial Wiener (index) of G by W s(G) and

W s(G) =
∑

j>s

d(vs, vj), respectively. Thus, the 1st Partial Wiener (in-

dex) of G is the sum of the distances between v1 and any other vertex
vj ∈ V , j > 1. The special case when G = K2, W

1(G) = 1 = W (G).

Lemma 1. Suppose G is any graph with an ordered list of vertices

(v1, v2, . . . , vn). It follows that W (G) =

n−1
∑

k=1

∑

j>s

d(vs, vj).

Proof. From the definitions of sth partial Wiener and the (full) Wiener

index of G, it follows that W (G) =
n−1
∑

s=1

W s(G), giving the result.

Theorem 2. Suppose Gn denotes a Comb on 2n vertices. Then

W (Gn) =
n(2n2 + 6n − 5)

3
for all n ≥ 1.

Proof. Let G1 := u1 − v1, a path on 2 vertices. We add two pendant
vertices u2, v2, such that u2 is adjacent to v2 and v2 is adjacent to
v1. The resulting graph is a Comb, denoted by G2, which is isomor-
phic to P4. Thus, W 1(G1) = d(u1, v1) = T1 and W 2(G1) = T0 since

W 2(G1) = W 1(G1
\ {u1}). Further, W 1(G2) =

∑

w∈V (G2)

d(u2, w) = T3

and W 2(G2) =
∑

w∈V (G2)

d(u2, w) = T2. So, when G = P4, by definition
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of partial Wieners,

W (G) = W 1(G1) +W 2(G1) +W 1(G2) +W 2(G2)

= T0 + T1 + T2 + T3

= 10.

Iteratively, for each k ≥ 1, we form Gk from a previously formed Comb
Gk−1, by adding the pair of vertices (uk, vk) such that uk is adjacent
to vk and vk is adjacent to vk−1 ∈ V (Gk−1). Thus, the vertices of Gk

can be seen as the ordered list (u1, v1, u2, v2, . . . , uk, vk). With each
such pair (uk, vk) /∈ V (Gk−1) we compute and add the first and second

partial Wieners ofGk, k ≥ 3. So, given uk, W
1(Gk) =

∑

w∈V (Gk)

d(uk, w).

Because d(uk, uk−1) = T3 and d(uk, u1) = Tk+1, for all k ≥ 2, it follows
that

W 1(Gk) = T3 +

k−2
∑

j=1

(T3+j − T1+j)

= (Tk+1 − Tk−1) + (Tk − Tk−2) + . . .+ (T5 − T3) +

+(T4 − T2) + T3

= Tk+1 + Tk − T2, k ≥ 3.

Similarly, given (uk, vk), we compute the second partial Wieners of

Gk, i.e., W 2(Gk) =
∑

w∈V (Gk)

d(vk, w). Because d(vk, uk−1) = T2 and

d(vk, u1) = Tk, for all k ≥ 3, it follows that

W 2(Gk) = T2 +

k−2
∑

j=1

(T2+j − Tj)

= (Tk − Tk−2) + (Tk−1 − Tk−3) + . . .+ (T4 − T2) +

+(T3 − T1) + T2

= Tk + Tk−1 − T1, k ≥ 3.
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Therefore, for all n ≥ 1,

W (G) =
n
∑

k=1

W 1(Gk) +
n
∑

k=1

W 2(Gk)

=
2
∑

k=1

W 1(Gk) +
2
∑

k=1

W 2(Gk) +
n
∑

k=3

W 1(Gk) +
n
∑

k=3

W 2(Gk)

= T1 + T2 + T3 +
n
∑

k=3

W 1(Gk) +
n
∑

k=3

W 2(Gk)

= T1 + T2 + T3 +

n
∑

k=3

(Tk+1 + 2Tk + Tk−1 − T2 − T1)

= T1 + T2 + T3 +

n
∑

k=3

(Tk+1 + 2Tk + Tk−1)−

n
∑

k=3

(T2 + T1) .

Thus, we have

W (G) = T1 + T2 + T3 +

n+1
∑

k=1

Tk + 2

n
∑

k=1

Tk

+

n−1
∑

k=1

Tk −

(

3
∑

k=1

Tk + 2

2
∑

k=1

Tk + T1

)

− (n− 2) (T2 + T1)

= 3Tn + Tn+1 + 4
n−1
∑

k=1

Tk − (4n+ 1)

=
3n(n+ 1)

2
+

(n+ 1)(n + 2)

2
+ 2n(n − 1)− 4n − 1

=
2n3

3
+ 2n2

−
5n

3
,

giving the result for all n ≥ 1.

Here, in Table 2, we present the first ten values of the Wiener of
Combs. We note that Emeric Deutsch had submitted (in 2011) this
formula to OEIS as A192023 [10] and yet, we have no record of the
proof of the result.
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Table 1. The first ten values of the Wiener of a Comb graph on 2n
vertices

n 1 2 3 4 5 6 7 8
2n3

3
+ 2n2

−
5n

3
1 10 31 68 125 206 315 456

3 Wiener Index of Brooms

A Caterpillar that is obtained by adding k ≥ 1 pendant vertices to the
first (or last) internal vertex of Pn is called a Broom. We denote it as
Bk

n. The graphs generated in the special cases when k = 1 and k = 2
are called, respectively, Sling and Tridon. Figure 2 shows a Tridon.

Figure 2. A Tridon B2
n on n+ 2 vertices

Theorem 3. Suppose Bk
n denotes a Broom on n + k vertices. Then

W (Bk
n) = 2Tk + kTn−1 +W (Pn) for all n ≥ 3, k ≥ 1.

Proof. Let Tn denote the nth triangular number and ui, i = 1 . . . , k, the
pendant vertices. Consider a main path Pn, for n ≥ 3, giving W (Pn).
With each additional pendant vertex ui connected to v2 ∈ Pn, we have

d(ui, v) = Tn−1, for each v ∈ Pn and v 6= v1. This gives

k
∑

j=1

Tn−1 for

each ui, i = 1, . . . , k. Finally d(ui, v1) = 2 = d(ui, uj) with i 6= j,
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giving

k
∑

j=1

2j. Together, we have

W (Bk
n) =

k
∑

j=1

2j +
k
∑

j=1

Tn−1 +W (Pn)

= 2
k
∑

j=1

j +
k
∑

j=1

Tn−1 +W (Pn)

= 2Tk + kTn−1 +W (Pn),

giving the result.

Corollary 2. If Bn
n denotes a Broom on 2n vertices of which n+2 are

pendant, then W (Bn
n) =

2n3

3
+

n2

2
+

5n

6
, for all n ≥ 3 vertices.

Proof. From Theorem 3 when k = n, there are exactly n + 2 pendant
vertices and we have

W (B1
n) = 2Tn + nTn−1 +W (Pn)

= n(n+ 1) +
n2(n− 1)

2
+

(n+ 1)n(n− 1)

6

=
2n3

3
+

n2

2
+

5n

6
.

This formula and several of its values are submitted and they are
approved in OEIS [10] as A349416. In Table 3, we list the first ten
values.

Corollary 3. If B1
n denotes a Sling graph, then W (B1

n) =
n3

6
+

n2

2
−

2n

3
+ 2, for all n ≥ 3 vertices.
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Table 2. The first eight values of the Wiener of a Broom graph on 2n
vertices (of which n+ 2 are pendant)

n 3 4 5 6 7 8 9 10
2n3

3
+

n2

2
+

5n

6
25 54 100 167 259 380 534 725

Proof. By definition, a Sling is a Broom on k = 1 pendant vertex. So,
when k = 1, the result in Theorem 3 becomes

W (B1
n) = 2T1 + Tn−1 +W (Pn)

= 2 +
(n− 1)n

2
+W (Pn)

= 2 +
n(n− 1)

2
+

(n+ 1)n(n− 1)

6

=
n3

6
+

n2

2
−

2n

3
+ 2.

This formula is now approved in OIES as A349417. We found
later that such values are also equivalent to the sequence A005581+2
which carries many combinatorics and algebraic meanings. For in-
stance, A005581 gives the number of inscribable triangles within a
(n + 4)-gon sharing with them its vertices but not its sides, according
to Lekraj Beedassy [10].

In Table 3, we present the first ten values of the Wiener index of a
Sling.

Table 3. The first eight values of the Wiener of a Sling graph on n+1
vertices

n 3 4 5 6 7 8 9 10
n3

6
+

n2

2
−

2n

3
+ 2 9 18 32 52 79 114 158 212
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Corollary 4. If B2
n is a Tridon graph, then W (B2

n) =
n3

6
+n2

−
7n

6
+6

for all n ≥ 3.

Proof. By definition, we obtain the Wiener value of a Tridon from
Theorem 3, when k = 2, in which we have

W (B2
n) = 2T2 + 2Tn−1 +W (Pn)

= 6 + 2
(n − 1)n

2
+W (Pn)

= 6 + n(n− 1) +
(n+ 1)n(n− 1)

6

=
n3

6
+ n2

−
7n

6
+ 6

after an expansion.

This formula and several of its values are submitted and they are
approved in OEIS [10] as A349418 .Table 3 shows the first ten values.

Table 4. The first eight values of the Wiener of a Tridon graph on n+2
vertices

n 3 4 5 6 7 8 9 10
n3

6
+ n2

−
7n

6
+ 6 16 28 46 71 104 146 198 261

4 Wiener index of 2-Extended Brooms

Here, we present a generalization of Brooms, by extending the origi-
nal definition from adding pendant vertices to adding paths. Suppose
Pn := v1 − v2 − . . . − vn−1 − vn denotes a path on n ≥ 3 vertices. By
sequentially adding some path graph P ′

m, on m ≥ 1 vertices to some
vi, 2 ≤ i ≤ n − 1, we obtain an m-Extended Broom which we denote
by Bk

n(m). The special case when m = 1 is a (regular) Broom, i.e.,
Bk

n(1) = Bk
n. Here, we present the case when m = 2.
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For the upcoming result, for simplicity, let Gk = Bk
n(2) denote a 2-

Extended Broom obtained by adding k ≥ 1 P ′

k := u1k−u2k to v2 ∈ Pn,
for k ≥ 1. See Figure 3 for the case when k = 2.

Figure 3. A 2-Extended Broom

Theorem 4. The Wiener index of a 2-Extended Broom Gk is given by

W (Gk) =
1

6
n3

−
1

6
n+ n2k + 6k2 − k with n ≥ 3 and k ≥ 1.

Proof. Consider the main path, Pn. Now, we sequentially add P ′

k :=
u1k − u2k to v2 ∈ Pn, for k ≥ 1. Knowing W (Pn), we proceed to add
the values of d(u1k, v) and d(u2k, v), for each v ∈ Pn and k ≥ 1.

Observe that
∑

xk

d(u1k, xk) = Tn and
∑

y

d(u2k, y) = Tn−1 for every

xk ∈ {u2k, v2, v3, . . . , vn} and y ∈ {v2, v3, . . . , vn}. Further, d(u1k, v1) =
3 and d(u2k, v1) = 2.

Thus, when k = 1, we have

W (G1) = W (Pn)+

+
∑

x1

d(u11, x1) +
∑

y

d(u21, y) + d(u11, v1) + d(u21, v1)

= W (Pn) + Tn + Tn−1 + 2(1) + 3(1).
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When k = 2. We have d(u12, v1) = 3 = d(u12, u21), d(u22, v1) =
2 = d(u22, u21), and d(u12, u11) = 4, d(u22, u11) = 3. Together, with
∑

x2

d(u12, x2) +
∑

y

d(u22, y) for every x2 ∈ {u22, v2, v3, . . . , vn} and

y ∈ {v2, v3, . . . , vn}, we have

W (G2) = W (G1)+

+
∑

x2

d(u12, x2) +
∑

y

d(u22, y) + 2(2) + 3(2) + (3 + 4).

Similarly, when k = 3, we obtain

W (G3) = W (G1) +W (G2) +
∑

x3

d(u13, x3) +
∑

y

d(u23, y) + 2(3)+

+ 3(3) + 7(2).

Thus, for all k ≥ 1, we obtain recursively that,

W (Gk) =

k−1
∑

i=1

W (Gi) +
∑

xk

d(u1k, xk) +
∑

y

d(u2k, y) + 2

(

k
∑

i=1

i

)

+ 3

(

k
∑

i=1

i

)

+ 7

(

k−1
∑

i=1

i

)

= W (Pn) + kTn + kTn−1 + 2Tk + 3Tk + 7Tk−1

= W (Pn) + k(Tn + Tn−1) + 5Tk + 7Tk−1.

Since W (Pn) =
(n+ 1)n(n− 1)

6
and Tj =

j(j + 1)

2
, the result follows

after expansion.

In the next two corollaries, we present two extremal cases; when
k = n and when k = 1. Both cases follow directly from the previous
theorem. We present the first ten values for each case and we point
out that neither sequence currently exists in OEIS [10].

Corollary 5. The Wiener index of a 2-Extended Broom Gn on 3n

vertices is given by W (Gn) =
7

6
n3 + 6n2

−
7n

6
with n ≥ 3.
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Table 5. The first eight values of a 2-Extended BroomGn on 3n vertices

n 3 4 5 6 7 8 9 10
7

6
n3 + 6n2

−
7n

6
82 166 290 461 686 972 1326 1755

Table 5 shows some of the values of W (Gn).

Corollary 6. The Wiener index of a 2-Extended Broom G1 on n+ 2

vertices is given by W (G1) =
1

6
n3 + n2

−
1

6
n+ 5 with n ≥ 3.

Table 6 shows some of the values of W (G1).

Table 6. The first eight values of a 2-Extended Broom G1 on n + 2
vertices

n 3 4 5 6 7 8 9 10
1

6
n3 + n2

−
1

6
n+ 5 18 31 50 76 110 153 206 270
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Abstract

In the modern world in various spheres of activity, the number
of problems that need multi-criteria decision-making (MCDM) is
constantly increasing. Researchers and experts offer a number of
approaches to MCDM process in such tasks; in particular, most
of them are based on expert methods. However, in practice, these
methods require significant intellectual effort of experts and or-
ganizational and technical workload during the expert survey,
and also usually take a long time. At the same time, it is not
always possible for experts to use certain characteristics of alter-
natives, which also carries the risk of making decisions based on
unfounded expert opinions. Therefore, such methods and tools
should be clear and informative and at the same time easy to use
to ensure the efficiency and effectiveness of their use.

We offer a graph-based approach to expert decision-making
and information visualization processes that meets these require-
ments and can significantly improve the efficiency of decision-
making in multi-criteria selection tasks.

Keywords: information technologies, MCDM, ontologies,
expert voting, analytic hierarchy process, analytic network pro-
cess, graphs, visualization.

1 Introduction

Solving multi-criteria decision-making (MCDM) tasks is largely related
to expert intelligence in the field of alternatives. There are many ex-
pert methods, but most of them have a number of disadvantages. For
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example, the Delphi method is often proposed, but it produces a sig-
nificant intellectual, organizational and technical burden on the orga-
nizers of the survey, causes a large number of iterations in the work
of experts and usually requires considerable time to process question-
naires. One of the common methods for ranking alternatives according
to certain criteria is the analytic hierarchy process (AHP) mentioned
in many works, but it is also not without its drawbacks. Therefore,
many experts and researchers offer different approaches to modifying
the processes of using common expert methods to overcome existing
shortcomings and increase the effectiveness of decisions.

Keep in mind that solving any complex multifactor problems is
impossible without modeling and data analysis. Whatever methods
are used to evaluate alternatives, in order to support expert decision-
making in today’s complex information space, it is necessary to ensure
the collection, presentation, and analysis at various levels of a signifi-
cant body of heterogeneous data. At the same time, it is emphasized
that the processing of the necessary data is now difficult to imagine
without the appropriate means of visualization of information.

Based on this, a set of methods and tools integrated to achieve
this goal is needed to properly support expert decision-making. In
this approach, we implement a support system that provides a visually
interactive interpretation of the three main stages of decision-making
– problem analysis, development of alternatives, and their comparison
and selection – covering tasks of varying complexity. For each type
of task, our system implements visual access to the model, in-depth
analysis of generated solutions, and comparison of alternative solutions.
Finally, we evaluate the usefulness and ease of use of our system in the
field of security.

2 Literature survey and problem statement

In many cases, MCDM support model-driven computational methods.
Providing intuitive access to these methods is crucial. Widely used
tools to improve understanding of problems and, ultimately, to improve
decisions include graphical and information visualization tools. Many
studies in the social sciences confirm this conclusion [1]. Studies show
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that the data visualized in graphs require less cognitive effort in in-
terpretation, contribute to the effectiveness of communication, clarity,
speed, and understanding of complex concepts. Research also examines
not only how visualizations convey complex information, but also how
to use visualizations in the learning process, for example, in relation to
data structures and algorithms [2].

Visualization began with the development of general recommended
visualization systems in data analysis processes, which usually illus-
trated the design of a data set, but could not recommend target results.
Therefore, researchers have begun to conduct research in the direction
of approaches to visualization, focused on the task of analysis, with
modeling of user needs [3, 4]. In fact, these were the first attempts to
use visualization capabilities to decision support.

The use of visual representations provides the analyst with an ef-
fective method of sifting through a huge amount of information and
making informed decisions on critical issues. The paper [5] investigates
the impact of information complexity on situational awareness, mea-
sured as the density of the graph. The authors claim that the visual
signal of the line thickness is an informational value associated with
improving time savings and reducing the mental load on the analyst.

However, despite the prevalence of visualization in research and
practice, results from different subject areas are rarely shared, although
visualizations and their use may be based on general principles. The
authors of [6] proposed an integrative model to provide inter-domain
support, based on models of understanding visualization and the so-
called dual decision-making process. An interactive visualization tool
to support multi-criteria decision-making tasks based on the mental
model of the user is proposed in [7]. In an environment where the
analysis of “human-loop” data is required, covering not only many at-
tributes of alternatives, but also contextual information (domestic pol-
icy, customer requirements, cost-effectiveness), the authors’ approach
allows users to intuitively explore different criteria and find solutions.

Although data visualization is crucial to help in decision-making,
this tool places high demands on the volume, speed, and veracity of
data. There is a need for qualified database experts. This is espe-
cially important in the case of processing unstructured data from mass
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sources, when decision-makers must be able to observe large graphs
of visualization [8]. In response to these challenges, the article [9] dis-
cusses methods that make data visualization more efficient and effective
by directly engaging users who specify their requirements for creating
visualizations. In the article [10], the proposed prototype in the mode
of comparison of alternatives displays a graph of parallel coordinates,
which demonstrates the advantages of experts. To provide high-level
summaries of large datasets “at a glance”, heat maps are used, arranged
in a grid as tabular histograms with a color mark.

Visualization issues are addressed to support sustainable decision-
making in various areas, including administrative management, where
in-depth analysis of societal issues and possible policy options is needed.
An example of the inclusion of information visualization in the policy
analysis process is provided by [11]. Paper [12] proposed a tool to sup-
port decision-making based on timeline and taxonomies visualization
to manage the capabilities of the defense order portfolio.

In the current trend where information systems are becoming more
intelligent, a variety of representations of formal models of context, in-
cluding graphics, are used in decision-making processes. The aim of the
article [13] is to propose a tree-like view of decision-making practices in
a contextual graph based on the Contextual Graph formalism. At the
same time, ontology-based models occupy a special place among con-
text models. The analysis of the context of the business operation of
employment using the context graph was carried out in [14]. For each
business operation, its contextual ontology is determined, which reflects
the contextual knowledge. Such ontology identifies situation-relevant
entities, relationships, and rules. The ontological scheme consists of a
hierarchical data structure, contains information about the properties,
as well as the relationship between the concepts and objects of the sub-
ject area. It is important that the ontology supports decision-making
through the possibility of program-interpreted computer representation
of knowledge. As a result, it adds intelligence to relevant information
technologies in various fields [15].

Most multi-criteria tasks can be represented by hierarchical sys-
tems. One of the common expert methods that is well suited for hier-
archical data structures and offered in many works is analytic hierarchy
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process (AHP) [16]. At the same time, it should be noted that AHP
does not lack certain shortcomings, in particular in terms of sensitivity
to the clarity of the list of alternatives and limitations. It is also usually
necessary to minimize the shortcoming associated with the relationship
of consistency as an indicator of the quality of expert assessments. Due
to this, the search for the method of multi-criteria analysis that is best
suited to solve the problem is often extended either by modified AHP
or other methods, as well as the use of ontologies [17, 18].

The main conclusion of the analysis is that such approaches al-
low finding acceptable solutions only if the state of the subject area is
clearly defined, and the experts should be sufficiently qualified special-
ists. Many studies do not take into account the specifics of evaluating
alternatives, due to the fact that expert groups usually include offi-
cials who find it difficult to navigate the evaluation methods. At the
same time, building models based on the integration of concepts and
objects in graphical form still remains a confusing problem in determin-
ing the priorities of information support of the decision-making process.
All of this suggests that it is advisable to conduct research on further
improvement of the typical expert decision-making process in multi-
criteria problems of different levels of complexity [19, 20] based on the
representation of models in the form of graphs and their visualization.

3 Research on the use of graphs to decision-

making

3.1 Decision making and complexity of problems

Decision-making is a complex process that takes at least three con-
secutive steps: 1) to analyze the problem to be solved, 2) to develop
alternative solutions and 3) to choose the best solution. Thus, the
problem of decision-making can be formally defined by the scheme
{X → A,Φ} → a∗, where X is the set of data representing the prob-
lem area, A = {a} is the set of alternatives (objects of choice), which
can be discrete and continuous; Φ – the principle (function) of choice,
according to which, using certain criteria, the advantage in the set of
alternatives A is established; and a∗ is the chosen alternative (or sev-
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eral), which is considered the “best”. There are usually three possible
types of decision-making tasks:

1) the problem of optimal choice – if the sets X and A are unam-
biguously defined (fixed), and the principle of choice is formalized;

2) the problem of informal choice – if X and A are defined, but Φ
cannot be formalized;

3) the general problem of decision-making – if X and A do not
have defined boundaries (can be supplemented and modified), and Φ
is informal.

Tasks of the second and third types are unstructured (poorly de-
fined). Such problems are very difficult (and sometimes impossible)
to describe in formal language to give the appearance of the optimal
choice problem and they are usually solved by expert methods. In
terms of complexity, such tasks can also be classified as simple, com-
plex, and very complex. To reflect the differences between these levels
of complexity, it is advisable to use the representation of X and A in
the form of oriented graphs (see Fig. 1).

Figure 1. Classification of unstructured problems in terms of complex-
ity

Simple problems can be represented by a linear scheme of alterna-
tives, which in the process of finding a solution are ranked in order
of preference over each other. For complex problems that differ in a
large number of criteria and characteristics, the search for a solution
according to the previous scheme does not give good results.

396



Graph-based decision making . . .

Usually, such problems are represented by a hierarchical scheme
of “criteria – alternative” and require the use of certain algorithms
for pairwise comparisons of alternatives according to these criteria.
Then, the appropriate calculations are performed on the basis of scalar
convolutions of the obtained estimates, taking into account the weights
of the criteria.

A hierarchical structure is no longer enough to solve more complex
problems. First, for adequate modeling, it is necessary to take into
account more parameters of subject areas – objects, factors, require-
ments, conditions, characteristics, properties, criteria, etc. Second,
these parameters can affect each other, and it is important to consider
the degree of influence. In this case, it is advisable to use network
structures in which the elements of the upper levels may depend on
the elements of the lower levels, as well as elements of one level may
depend on each other. The network structure allows you to more ac-
curately reflect the relationship in such a subject area. In this case,
the elements of the network can be not only simple elements, but also
complex elements (components), which in turn consist of a group of
homogeneous simple elements. This makes it possible to include in the
review almost any knowledge and judgments that may influence the
decision.

As the complexity of the problem {X → A,Φ} → a∗, we can take
the number of connections (relationships) between the elements of the
structure of its model. Denote by C(L)(X1, A) the complexity of the
linear structure, C(I)(X2, A) – the complexity of the hierarchical struc-
ture, and C(N)(X3, A) – the complexity of the network structure. Then,
applying graph theory, these entities can be defined by the following
expressions:

C(L)(X1, A) = 0;

C(I)(X2, A) = N − 1,

where N is the number of vertices in the corresponding oriented tree
of criteria; N − 1 is the number of edges in this tree;

N ≤ C(N)(X3, A) ≤ N2,
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where N is the number of vertices in the network of components; N2 =
2N(N − 1)/2 + N – the maximum possible number of arcs and loops
in such a network (i.e., in a complete Berge graph – oriented graph
without multiple loops and multiple arcs of one direction).

As you can see, the complexity of the network model increases very
quickly as new connections are added between its elements. This must
be taken into account when building a model for solving a multi-criteria
problem.

The procedure of expert formation and evaluation of alternatives is
based on the principle of individual and collective work of experts when
forming a group of experts, and they can choose from different alter-
natives using their informal Φi. That is, the choice usually depends on
the personal preferences of the expert. Thus, overcoming the problem
of complexity of tasks also has a negative impact on the subjective vi-
sion of experts, which often leads to the preparation of unreasonable
decisions.

One of the approaches to solve this problem is a comprehensive in-
formation representation of the subject area using a conceptual scheme
in the form of ontology, consisting of a hierarchical data structure,
containing information about the properties and relationships between
concepts and objects of the subject area. As you know, in the gen-
eral case, computer ontology is formally represented by an ordered trio
O = 〈X,R,F 〉, where X is the set of concepts (concepts, terms) of the
subject area, R is the set of relations and properties between them, F is
the interpretation function (definitions) X and/or R. Finally, as men-
tioned above, one of the popular tools to improve understanding of the
problem and, ultimately, to make effective decisions is to visualize in-
formation. Thus, for unstructured tasks, the cognitive decision-making
process on an information basis can be presented in Fig. 2.

That is, the choice usually depends on the personal preferences of
the expert. At the stage of problem analysis, the collected data is
studied and on their basis the initial list of alternatives – “long list”
(LL), usually with a linear structure – is determined. At the stage of
developing alternatives, it is necessary to select a short list (usually no
more than five) – ”short list” (SL). It is believed that human thinking
is better suited to assessing preferences on multiple objects than on
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multiple sets of characteristics. But the advantage of the first approach
is only when evaluating fairly simple objects.

Figure 2. Cognitive decision-making process on information basis

For complex experts, it is easier to determine which of the alter-
natives is better, given its individual properties (characteristics) – of
course, provided they exist. The information space, which should pro-
vide experts with comprehensive and clear support of their activities
on an objective basis, is formed by the ontological system of the knowl-
edge base. The properties of ontology objects can be used by experts
as criteria against which experts can choose alternatives from a variety
of possible alternatives.

For complex problems (with a hierarchical structure), the evalua-
tion and selection of the best alternative to SL is based on the principle
of direct dominance (greater influence, greater advantage, greater prob-
ability), according to which structural elements are compared in pairs
(usually on a qualitative scale of linguistic variable). After completing
this step, it is necessary to return to the evaluation and comparison of
alternatives in general – that is, to perform a composition of criteria.
This allows you to find the best of the alternatives or rank them. The
ontology of the subject area should clearly define all the characteristics
of the criteria, prevent inconsistencies in the selection results due to
subjective views, lack of knowledge and errors of experts, and the in-
fluence of various factors on them. But such informational support for
solving selection problems is not always enough. For example, when
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using AHP, the number of spreadsheets, which depends on the number
of alternatives, characteristics, and experts, is usually quite significant.
This is especially true for recalculations in the event of significant incon-
sistencies. In addition, the AHP does not check transitive consistency.
In order to prevent matrix inconsistencies, it is necessary to “direct”
experts in a certain direction in order to avoid extreme subjectivism.

As such a tool, it is proposed to visualize the process of pairwise
comparisons in the form of an oriented graph (V,E) with synchronous
control of transitivity. The vertices V of the indicated graph corre-
spond to the alternatives, and the edges E with the arrow indicate the
advantages of the alternatives. For example, an arc (ar, aq) will go from
vertex ar to vertex aq if (ar ≻ aq), where the symbol ≻ means general
superiority. To improve understanding, if necessary, the arcs are loaded
with numerical values that correspond to the expert qualitative values
of the degree of superiority of one alternative over another according
to a certain criterion. Based on their non-formalized Φi, the expert
can adjust the directions and loads of the edges. Because all selected
alternatives are compared in pairs, all vertices will be connected by
arcs at the end of the procedure. The resulting graph will be a com-
plete oriented graph, which in graph theory is called a tournament.
An evaluation option that satisfies the conditions of transitivity is a
must. This stems from the possibility of strict linear ordering vertices
of the transitive tournament in the order of their reachability, as all its
vertices have different input and output degrees of arcs.

3.2 Complexity of problems and methods of decision

making

Practice shows that the most common way of collective decision-making
in expert groups is voting. Voting procedures, even if they seem simple,
are complex and sophisticated ways of deciding on the basis of concili-
ation of interests. Finding such a decision is facilitated by the correct
choice of the voting procedure, which is characterized by the following
stages: a) each participant in the procedure forms his/her opinion on
alternatives and reflects it in accordance with the instructions; b) in
accordance with one or another formal procedure for processing this
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information, a collective decision is determined.

There are numerous voting procedures. Given the above require-
ment of simplification for experts of the process of forming and eval-
uating alternatives and choosing the most acceptable one, when these
alternatives are fairly simple objects for the basic method, the tech-
nique of approval voting (with modification) is proposed. Each expert
can both submit his/her proposal for inclusion/exclusion in a variety of
alternatives, and participate in the process of improving the proposals
of other experts. The main thing is that the expert has the right to
support not only one, but also several alternatives, which allow experts
to make decisions being closer to consensus than other methods.

But by voting, it is possible to achieve acceptable results only in
the case of simple tasks. More complex multi-criteria tasks are usually
represented by a hierarchical system. At its lower level, alternatives
are evaluated using a vector of criteria formed by the decomposition
of properties. At the upper level, with the help of the composition
mechanism, the assessment as a whole is formed. One method that is
well suited for hierarchical data structures is AHP. In AHP, the hierar-
chical structure of the problem of choosing alternatives is a graphical
representation in the form of an inverted tree. In this structure, each
element, except the top, depends on one or more elements above.

For even more complex problems from these classes, when indi-
rect dominance is used to determine the relationship between their
elements (alternatives, criteria, characteristics, factors, conditions, sce-
narios, etc.) network models are needed. To build such models, it is
advisable to use the analytic network process (ANP), which is a devel-
opment of AHP [21]. The ANP involves the construction of an oriented
graph without multiple loops and multiple arcs of one direction (Berge
graph) and a super-matrix of influences between simple elements and
components of the graph. In a super-matrix (block matrix) formed
on the basis of a graph, each block is a matrix of pairwise compar-
isons Mij, which determines the influence of the elements of the i-th
component on the elements of the j-th component. After formation
of all necessary matrices with application of the corresponding matrix
transformations, the algorithm of their calculations is realized to ob-
tain the generalized numerical values. Based on them, the ranking of
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alternatives is carried out. Finally, visualizing the process of pairwise
comparisons of alternatives in the form of an oriented graph is an addi-
tional means of improving the consistency of expert judgments. Thus,
the decision-making process, in general, takes place according to the
algorithm shown in Fig. 3.

It is not uncommon for a problem, originally defined as simple, to
be not quite as it seemed in the simulation process. Therefore, the
algorithm provides transitions from one level to another and cyclic
return in case of unsatisfactory results.

4 The decision-making process on the example

of a typical multi-criteria problem

Let’s consider the application of the proposed approach on the example
of solving the problem of rating alternatives for extinguishing forest
fires (FF), which are the most common dangerous event. This is a
typical multi-criteria task facing the organizational unit of the Civil
Defense Force whose goal is to determine the composition of means
and resources that will have the necessary capabilities to perform tasks,
taking into account the importance of tasks and other criteria.

The modern way of extinguishing FF is to involve aviation. The
aircraft flight modes during the discharge of fire-extinguishing liquid
depend on many factors: the distance from the aerodromes of the per-
manent base of the aircraft, fire characteristics and level of smoke, the
length of the section on the combustion front, and others. Forest fires
are accompanied by high combustion temperatures, intense air turbu-
lence and smoke.

Thus, to calculate the forces and means of FF liquidation, the fire
extinguishing manager must operate with the values of many data. The
formation of the database should take place in advance on the basis
of experience and knowledge of experts, taking into account possible
situations. An important factor in the presentation of such knowledge is
the ontological descriptions of the set of concepts, objects, connections
and processes due to the characteristics of this area, which are usually
formed using graph models.
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Figure 3. Algorithm of the decision-making process
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Clarity of actions on FF liquidation is achieved by development
and delivery to extinguishing participants of the aircraft flight sched-
ule. The source information for the schedule compilation should be
the values from the database and knowledge base. Based on these
data, it is possible to make a significant number of options for aviation
tasks (alternatives), among which you need to choose the best for flight
schedule preparation.

Thus, according to the developed variants of tasks, five alterna-
tives (C1 – C5) have been proposed for consideration, which can be
used for the flight schedule. To move to the evaluation, the necessary
characteristics are selected from ontologies of the knowledge base (see
Fig. 4).

Figure 4. Top level graph of ontologies (FLS – flight schedule; FLC –
flight characteristics; FIC – fire characteristics; GMC – characteristics
of ground means; K – criteria; 1,2,3, and so on – groups of character-
istics)

Initially, all experts vote, using a built ontology graph, which helps
them to evaluate the alternatives. An example of display for one of the
voting variants for one expert is shown in Fig. 5.

Virtually every voting procedure can lead to the choice of more
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Figure 5. Evaluation results by voting procedure

than one alternative or not even being able to identify any alternative.
According to the approach under consideration, it is proposed to clarify
the decision by transferring the problem to a higher level of complexity
and applying a hierarchical method of evaluation.

Using ontological data, a hierarchy of the problem is built. This
hierarchy for our model example has three bushes (root subtrees) of
criteria, each of which has its own branches. For example, three groups
of criteria can be defined: K1 – compliance with the task; K2 – risks
in task performing; K3 – cost of flights. The first group includes such
criteria as versatility, probability of detection, mobility, reliability, ef-
ficiency, range, duration of action, etc. The second group includes the
dependence on fire intensity, dependence on wind force, etc. The third
group includes the estimated costs of using different aircraft depending
on their types, bases, etc. The values of these criteria (characteristics)
are presented in databases. The hierarchy for this example is shown in
Fig. 6.

According to the AHP algorithm, a unified set of tables is formed
for experts to record the results of pairwise comparison of alternatives
for each criterion. As a result of processing of tables the standardized
values of estimations by all experts of all alternatives in comparison
with others on each criterion are determined. After that, they are
folded. According to the proposed approach, instead of filling in the
tables, the expert compares any pair of alternatives using a special
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graphical interface, which displays the vertices of the graph with the
names of the alternatives.

Figure 6. Hierarchy of the task

In this case, tables with the corresponding quantitative estimates
(degrees of preference) are formed automatically. If necessary, the ex-
pert can review some of his/her own preliminary judgments in order
to improve their consistency by editing the graph with preservation of
transitivity. An example of the comparison steps (S1 − S4) of one of
the experts leading to the final transitional tournament is given in Eq.
(1), and the visualization of the tournament is shown in Fig. 7.

S1.C2 ∼ C5.{{S2.C1 ≻ C3.S3.C3 ≻ C4.} =⇒

=⇒ (C1 ≻ C4).S4.C4 ≻ C2} =⇒

=⇒ (C1 ≻ C2, C3 ≻ C2). (1)

In emergencies, alternatives often need to take into account the
various elements and entities and the relationships between them. It
is often not possible to describe all the necessary relationships in a
hierarchical structure. In this case, it is proposed to use a network
model based on ANP.

An example of such a more complex task can be the case where the
interaction of fire crews with ground rescue units is taken into account
in firefighting. To do this, in addition to the general situation, it is
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Figure 7. Preliminary visualization of AHP tournament for one of the
experts

necessary to take into account various factors and their mutual influ-
ences to ensure ground methods of firefighting and security of forces
and means. Therefore, when building network models, much atten-
tion should be paid to the development of network structure, which
should provide the ability to have simple elements (individual entities)
and complex elements (components), which in turn consist of simple
elements, as their vertices (nodes). Both external dependencies be-
tween components and internal dependencies between elements within
one component must be taken into account. For example, the ability
to maintain the wetness of the local area band by ground units (L1)
can significantly reduce the requirement to maintain the wetness only
by aircraft, and the involvement of special ground equipment (L2) can
affect the number of flights and, consequently, the cost of the operation.

It is advisable to build network models by expanding the already
built hierarchical models. With this in mind, the network structure
for modeling the interaction of fire crews with ground rescue units is
shown in Fig. 8.

An example of the resulting graph of comparisons of one of the
experts on one of the criteria is shown in Fig. 9.
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Figure 8. Network structure of the task

Figure 9. An example of the resulting graph of comparative evaluations
for AHP/ANP according to one of criteria of one of experts
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5 Conclusions and future work

The proposed approach represents one of the innovative tools for
achieving goals and objectives in decision making, which is always rel-
evant. The results of the study are related to the use of graphs as an
integrated means of combining into a single set of ontological data mod-
els, means of visualizing alternative comparison processes and known
methods of multi-criteria analysis. Features of the proposed technique
and the results obtained in comparison with existing ones have several
advantages. First of all, the proposed approach uses the psychological
ability of any person to effectively compare in the presence of visual
images. By visualizing on graphs all stages of the process of evaluating
and supporting the opinions of experts, expert activity is significantly
simplified. In particular, it helps to increase transitive and cardinal co-
herence. The graphical interface reduces subjectivity and generally cre-
ates the conditions for impartiality and fairness. This feature ensures
the efficiency, versatility, and simplicity of technical implementation of
the decision support procedure.

It should be noted that this study has certain limitations. First
of all, they are related to the possibility of building a correct and ad-
equate ontological model of the subject area, which largely depends
on the validity and objectivity of the decision. It is necessary to have
comprehensive data on the subject area, terminological dictionaries and
technical reference books in the electronic presentation, from which it
is possible to build an ontological base. At the same time, there is a
need to involve qualified specialists in the field of Data Scientist. This
is especially true for ANP. In practice, these conditions may not al-
ways be met. Usually, when collecting additional data, in particular of
a special nature, you may encounter organizational difficulties.

Further directions of this study can be directed on more detailed
extension the presented solution of the problem based on the network
model. The positive effect of using the potential of this approach may
be related to the improvement of the ontological model of the subject
area. Given the universality of the approach, the development of this
study may consist in its application in various fields.
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