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Abstract

Nowadays, artificial intelligence is widely used in various fields
and industries. Cybercrime is a concern of these days, and ar-
tificial intelligence is used to detect this type of crime. Crime
detection systems generally detect the crime by training from
the related data over a period of time, but sometimes some sam-
ples in a dataset may have no label. Therefore, in this paper,
a method based on semi-supervised neural network is presented
regarding crime types detection. As the neural network is a su-
pervised classification system, therefore, this paper presents a
pseudo-label method for neural network optimization and devel-
ops it to semi-supervised classification. In the proposed method,
firstly the dataset is divided into two sections, labelled and un-
labelled, and then the trained section is used to estimate the
labelling of the unlabelled samples based on pseudo-labels. The
results indicate that the proposed method improves the accuracy,
Precision and Recall up to 99.83%, 99.83% and 99.83%, respec-
tively.

Keywords: cybercrime, intrusion detection, neural network,
semi-supervised classification.

1 Introduction

Today, with the development of information and communication tech-
nology (ICT), cybercrime has become a global concern [1]–[5]. Two
factors, including time of using the computer and activity in the social
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network, have been identified as the main factors and predictors of cy-
bercrime. Cybercrime analysis is an important responsibility of the law
enforcement system in every country [6]–[8]. As the crime exists in dif-
ferent and separable cases, the adaptability of the discovered patterns
has concerns and challenges. Classification is often used to predict
the process of crime, which reduces the time of offender’s identifica-
tion [3]–[9]. Failure to identify the crime causes and the criminal abuse
make the society unsafe [2]–[10]. The best model for preventing crime
is reducing the chance of crime in the society [11]. Criminal behavior
is the result of an appropriate opportunity to commit a crime at a par-
ticular place and time, and eliminating or reducing those opportunities
leads to reduction of crime in that situation, so it is the most impor-
tant factor in preventing a crime [12]–[14]. Therefore, crime prevention
has always been one of the most important issues of life that has been
practiced through various ways. Intrusion was referred to is a [15]–[17].
Intrusion, that was referred to, is a series of unlawful acts that endanger
the accuracy, privacy or access to a resource [16], [18], [19]. The intru-
sion can be divided into internal and external. External intrusion is
carried out from outside a network into internal network by authorized
or unauthorized persons, and internal intrusion is carried out within a
network by authorized persons [20], [21]. Intruders generally use soft-
ware defects, decryption and network sniffing to penetrate computers
and networks. In order to deal with intrusion, several methods have
been developed called intrusion detection methods that monitor the
events occurred in a computer system or network [2], [22]–[24]. Due to
the development of ICT and the launch of comprehensive information
systems in police force and criminal intelligence registering, data min-
ing and knowledge discovery techniques are used to analyse and detect
the cybercrime, especially intrusion [25]–[27]. So, predicting, prevent-
ing and detecting the cybercrime using the data mining is a fascinating
new idea performed by statistical techniques, machine learning, artifi-
cial intelligence and criminology [28]. For expanding the classification
of cybercrime, we can use algorithms of supervised machine learning
such as artificial neural networks. These methods are also used in data
mining [29]–[32]. The basic idea of artificial neural networks is inspired
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by the way the biological system uses for learning and knowledge cre-
ation [31]. A key element of this idea is creation of new structures
for the information processing system. This consists of a large num-
ber of highly interconnected processing elements called neurons that
work together to solve a problem and transmit information through
synapses. The learning is adaptive, namely the weight of the synapses
is changed by using samples to generate a correct response [34], [35].
Neural network is used in medical diagnosis [36], [37], reconstruction
of digital elevation model [38], intrusion detection [39], [40], etc. This
is a supervised classification, but the labelling is expensive and time
consuming, so today there are various ways to provide semi-supervised
methods [33]. Therefore, in this paper, an optimized semi-supervised
neural network method for computer crime detection is presented. Here
we propose a method called pseudo-label (PL) [41] in artificial neural
network. Unlike supervised learning, our proposed method uses la-
belled and unlabelled samples during training. For unlabelled samples
it produces predicted labels, which measure the overlap of detection
probability based on probabilistic conditional entropy. Assuming the
probability of detecting each type of independent class, the predicted
label is calculated with the maximum probability in training process.
Since the estimated label values may be erroneous, a variable coefficient
called influence coefficient is used to control its impact on the classifi-
cation process. Therefore, a reduction criterion is added for unlabelled
samples. So, the main contribution of this paper is as follows:

- Modelling and extraction of cybercrime patterns using data min-
ing.

- Increasing the accuracy in crime detection using semi-supervised
neural networks.

- Evaluating the proposed method using evaluation parameters.

The rest of the paper is as follows: Section 2 briefly reviews related
works. Section 3 provides an overview of the proposed method. In
Section 4, the evaluation of the proposed method is presented and com-
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pared with other methods. Conclusions and future work are presented
in Section 5.

2 Literature review

In recent years, several researches on crime and intrusion detection
problem have been conducted. Most of them used data mining and
machine learning. Intrusion is a cybercrime, so this section is divided
into two separate subsections: cybercrime detection and intrusion de-
tection.

2.1 Cybercrime detection

Qayyum et al. (2018) investigated data mining techniques for crime
detection. Crime detection is one of the hot topics in data mining,
where different patterns of criminology have been identified. Its var-
ious steps include identifying the crime characteristics to identify the
pattern of the crime. Data mining techniques have been widely used
for crime detection. An analytical study by extracting the strengths
and weaknesses of each technique is presented [6].

In 2018, Mingcheng Feng et al. analyzed big data and used data
mining for crime analysis and prediction. The purpose of this study
was to analyze exploratory data for criminal data analysis in the cities
of San Francisco, Chicago, and Philadelphia. They examined data time
series and predicted crime trends over the coming years. Experimental
results indicate that the decision tree classification model fits better
than k-NN and Bayesian approaches. These promising achievements
will be useful for police and law forces to expedite the process of crime
detection and provide insights that enable police and law forces to
trace criminal activities, predict the likelihood of crime occurring, use
resources effectively and make faster decisions [42]. Dutta et al. in 2017
investigated the detection of impersonation crime using data mining.
This study mainly focuses on credit card related impersonation crime
which is very common and costly nowadays. Current data mining tech-
niques are not able to eliminate impersonation, and new data mining is
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suggested to combat these crimes. This new method uses both public
detection and Spike detection algorithms to detect fraudulent actions
in programs [3]. Proffitt et al. (2018) studied the impact of cyber-
crime on economic crisis management. The purpose of this study was
to find out how control of disaster recovery can help us to distinguish
the cybercrime which disrupts the business. The results of the study
are requirements of planning cyber security, aligning disaster recovery
with cyber security, providing cyber security training for managers and
employees, and applying the lessons learned from the experience. Im-
plications for positive social change include the ability of organizations
to return to acceptable levels of operations and continue to serve their
employees, customers and other stakeholders [43].

Solak et al. (2015) studied the analysis of cybercrime perceptions
among computer science students. Computer technology is growing
rapidly and has become an inevitable part of modern life. While tech-
nology simplifies social life, at the same time it brings some security
issues. So, it is easier to commit a crime and we are facing cybercrime.
This study distinguishes the differences between broad perceptions of
undergraduate students at Trakya University in terms of demographic
factors. The research method was a questionnaire that was given to
teachers and students in the Trakya University sample and was de-
signed to measure and evaluate the level of interest in technology, the
severity of cybercrime and people’s perceptions of cybercrime in terms
of ethics and law. The findings of this study can help us to identify
the level of general understanding of cybercrime and the significant
differences between groups [44].

Rosellini et al. (2017) investigated the use of data mining to identify
US Army soldiers committing violent crimes. The purpose of this study
was to use machine learning methods, stepwise regression and random
forests, to develop models of predicting violent crime and crime among
the US Army soldiers. Results indicated that using this method we
can prevent the dangers which might happen to soldiers [45].

Li et al. (2017) researched the development of crime in England
by using data mining with selforganized maps (SOM). The aim of this
study was to study criminal phenomena in the United Kingdom and its
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relationship with different crime factors. Data are collected by the SOM
method. Clustering and properties are evaluated using the Scooter
algorithm. Machine learning is applied to confirm the clustering result
with SOM. As a result, 96.2% accuracy is achieved for crime prediction
[46].

Chauhan and Sehgal (2017) studied crime analysis by using data
mining techniques. With the rise of computer systems, crime intelli-
gence analysts can help law enforcement officials speed up the process
of solving crimes. Using the concept of data mining, we can analyze un-
known and useful information of unstructured data. Using analytical
and predictive techniques for criminal identification is very effective.
Given the increasing crime rate over the years, we have to handle a
huge amount of data and it will be extremely difficult to access. Crim-
inals are progressing with the technology. Therefore, it is necessary to
use advanced technologies to prevent crime. They focus on examining
the algorithms and techniques used to identify criminals [25].

David and Suruliandi (2017) investigated crime analysis and use of
data mining techniques at police stations and other similar criminal
organizations. Databases contain a great deal of data that can be used
to predict or analyze criminal movements and criminal interference in
the society. Criminals can be predicted based on crime information.
The main purpose of this study was conducting a survey on learning
techniques of criminal identification. They investigated the method of
crime analysis and its prediction using data mining techniques [47].

Hassani et al. (2016) investigate the use of data mining in crime.
The main purpose of this paper is to present data mining applications
in crime detection. It covers more than 100 applications of data min-
ing in crime. Data mining techniques including data extraction, clus-
tering, associated rules, decision tree, support vector machines, naive
Bayesian, neural networks were applied and the desired results were
significant for crime prediction [8].
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2.2 Intrusion detection

Meera Gandhi et al. presented an intrusion detection model using
decision trees. A 10-fold cross-validation metric was used to evaluate
the proposed method. According to this metric, the proposed method
detected known intrusion better than unknown intrusion [48]. Lakhina
et al. [49] reduced the number of features taken from NSL-KDD dataset
using PCA algorithm. In this study, they used principal component
analysis and back propagation algorithm. Another research [38] used
data mining to extract associated rules for attacks [50]. This framework
produced a large number of rules, thereby increased the complexity of
the system. Also, Dempster-Shafer and adaptive boosting (AdaBoost)
[51] was used for intrusion detection. Meena et al. also presented a
review paper on several classification algorithms with KDD CUP 99
and NSL-KDD datasets [52]. Elmasry et al. investigated a multiclass
classification for intrusion detection. This is an empirical study, and it
uses particle swarm optimization and deep learning to classify various
datasets (KDD CUP 99, NSLKDD, CIDDS, and CICIDS2017) [16].
Verma et al. proposed a machine learning method for network intrusion
detection. They used CIDDS-001, and the results show that accuracy
in this method is 99.60% [53]. A system for HTTP DDoS Attacks
detection was investigated in [54] based on information theory and
Random Forest.

As it is shown above, most research has focused on cybercrime
detection and intrusion detection using supervised methods. Therefore,
the aim and main novelty of this paper is to improve the artificial neural
network to use semi-supervised classification for intrusion detection.

3 Proposed method

In this section the proposed method is introduced. Initially, the meth-
ods used for data pre-processing are introduced, which include data
normalization. The standard neural network is presented, and then
the proposed method for using unlabelled data in the neural network
is introduced.
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3.1 Normalization

The goal of normalization is to normalize the elimination of data re-
dundancy and maintain the dependency between related data. This
process reduces the size of the database and guarantees improvement
of data efficiency. Normalization by standard deviation works well in
most cases by measuring the distance between intervals [55]. For sam-
ple i, the given value is converted using the following equation: If F
is the feature, F̄ is F mean, Std is standard deviation, and F ′ is the
normalized value of the feature as follows:

F =

∑

Fi

n
; (1)

Std(F ) =

√

∑

(Fi − F )2

n− 1
; (2)

F ′
i =

Fi − F

Std(F )
. (3)

3.2 Artificial Neural Network

Artificial Neural Network (ANN) classification is one of the most ef-
fective methods in data classification, but this method has a critical
problem which is getting stuck in local optimum [33], [34]. The pur-
pose of network in training process is to minimize the total error of the
network based on the weight of the network. We show ANN model as
a function (4).

y′ = M(F ′). (4)

Here y′ is a predicted label, F ′ is an input feature vector extracted
from equation (3), and M is a model of ANN. The back-propagation
(BP) training algorithm is used. In layers (except input layer) we use
a linear function like equation (5):

x =
∑

F ′ ·W + b, (5)
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where W is a weight vector. We used tan as an activation function
(equation (6)) to calculate outputs:

Activation function = f(·) = 1− e−x

1 + e−x
= y′; (6)

Error = y − y′. (7)

In this algorithm, after calculating the error in the output layer (equa-
tion 7), the values of the weights in the hidden layer are adjusted to
reduce the error. Therefore, we need to have a differential of activation
function according to the following equation:

d

dx

1− e−x

1 + e−x
= 1− tanh2 x = (1− y′)(1 + y′). (8)

BP Error algorithm, which is an iterative gradient descent algorithm,
is a simple way to train multilayer feed forward neural networks. The
BP algorithm is based on the gradient descent rule:

W (n+ 1) = W (n) + ηG(n) + α[W (n)−W (n− 1)], (9)

where W is the weight vector, n is the iteration number, η is the learn-
ing rate, α is the momentum factor, and G is the gradient of error
function that is given by 10:

G(n) = −∇Ep(n). (10)

Here Ep is the sum squared error and calculated using equation (8).

This network can be defined as an information processing system
consisting of a set of layers and mapping inputs (F ′) to a suitable set
of outputs (y′). The neurons in each layer are fully connected with the
neurons in the next layer. In ANN, each neuron has a nonlinear acti-
vation function except the input nodes. Updating weights continues to
get the given level of error. Finally, ANN uses an appropriate gradient
learning algorithm to train.
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3.3 Proposed semi-supervised neural network

The main problem in ANN is getting stuck in local minima. Also,
because this method is a supervised classification, therefore it is not
usable for unlabelled data. We propose a method using pseudo-label
(PL) [41] in the neural network. Based on the proposed method, the
semi-supervised learning framework is used to train labelled and unla-
belled samples. Unlabelled samples are labelled using equation (11).

y′Unlabelled = min d(M(F ′), y), (11)

where, d is a distance function. In fact, this relationship states that at
each stage of training in the neural network the label of unlabelled data
is estimated. The unrealistic label y′ is calculated with the minimum
distance. Since the estimated label values can be accompanied by an
error, a coefficient is used to control its impact on the classification
process. In this view, a reduction criterion is added for unlabelled
samples. This criterion is shown in the equation (12).

E = argmin
[

norm2lable(y
′, y) + α(t)norm2Unlabelled(y

′
Unlabelled, y)

]

.

(12)
In this equation, α is the influence coefficient for control the error
between labelled and unlabelled samples in the training process. The
equation (13) is used here to calculate the value of α.

α(t) =















0 t ≤ ε1
(

t−T1

T2−T1

)2

ε1 < t < ε2

1 ε2 ≤ t

(13)

where ε1 and ε2 are errors in the training process. Equation (13) rep-
resents the current iteration, T1 is the first iteration with error equal to
ε1, and T2 is the second iteration with error equal to ε2 in the training
process. We proposed three conditions as follows:

Condition 1: If t ≤ ε1, then in training process, equation (7) is
used without unlabelled samples.
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Condition 2: If ε1 < t < ε2, then in training process, equation (12)
is used with labelled and unlabelled samples. In each epoch, updating
y′Unlabelled is performed using equation (11).

Condition 3: If ε2 < t, then in training process, equation (12) is
used with labelled and unlabelled samples.

Pseudocode for the proposed method is illustrated in Table 3. Flow
chart is shown in Figure 1.

Algorithm 1 Pseudocode for the proposed back propagation algorithm

Input: η:learning rate α:momentum value and designing multilayer network
Output: A trained neural network Method:

1: Create the initial amount of weights and bias in the network
2: Repeat loop until desired condition {
3: Repeat loop according to number of samples {
4: // feed forward
5: Repeat loop for each j of input layer {
6: Oj = Ij // The output of an input unit is equal to its actual value.
7: Repeat loop for each j of the hidden layer or the output layer {
8: Ij =

∑
i WijOi + θj // Calculating the unit network input j compared to i in the

previous layer

9: Oj = 1−e
−Ij

1+e
−Ij

}// Calculate the output of each j

10: // back propagation {
11: If t ≤ ε1{
12: Do line 22-31}
13: Elseif ε1 < t < ε2{
14: Error = equation 12
15: updating y′

Unlabelled
using equation 11

16: Do line 22-31}
17: Else {
18: Combine labelled and unlabelled samples
19: Do line 22-31}
20: Repeat loop for each j in the output layer
21: Error = Target −Output // calculating error

22: ∆ij
O

= error × (1− yij)× (1 + yij) // calculating corrected error
23: Repeat loop for each unit j in the hidden layer from the last to first hidden layer
24: ∆H = (1 + yij) · (1 − yij) · (∆O ×W )
25: Repeat loop for Wij weight and bias in the network {

26: W k+1

ij = W k
ij + ηG+ α[W k

ij −W k−1

ij ]}

27: G = −∇Ep}
28: If end of training = false go to line 10}
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Figure 1. Flow chart for the proposed algorithm

4 Results and discussion

To prepare this paper, a computer with specific characteristics has been
used, including:

Processor: Intel Pentium (R) CPU G620, 2.60 GHz 2.60GHz

Installed memory (RAM): 4.00 GB

System type: 32-bit Operating system

The operating system installed is Microsoft’s Windows 10. MAT-
LAB version R2017a 64-bit was used for modelling.

4.1 Database

In this paper we used Coburg intrusion detection dataset (CIDDS) to
examine the proposed method. CIDDS is available in network-based
intrusion detection system dataset. CIDDS has two versions called
CIDDS001 and CIDDS-002, and we used CIDDS-001 version. This
includes 12 features and 5 labelled classes. Class name and distribution
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of dataset is Normal (32 000), DoS (32 000), brute force (32 000), port
scan (32 000), and ping scan (32 000). Number of attacks and protocols
are 92 and 5, respectively [16].

4.2 Evaluation Metrics

Confusion matrix [16],[56] is one of the criteria for evaluating each clas-
sifier. This matrix is a square matrix N ×N , where N is the number
of classes in the classifier. The main diagonal in this matrix shows
the number of correct diagnoses, and the other elements in this matrix
show the wrong diagnoses. Table 1 illustrates an example of confu-
sion matrix. Using this matrix, we obtain such metrics as Sensitivity,
Specificity, Precision, Recall, F1, and G-Means.

Table 1. Confusion matrix

True Positive (TP) crimes
that are correctly identified as
an intrusion

False positive (FP) Correct
activity that has been wrong-
fully detected as an intrusion

False Negative (FN) intru-
sions that has been wrong-
fully detected as a correct ac-
tivity

True Negative (TN) Correct
activity that is correctly iden-
tified as a correct one

Mathematically speaking, Sensitivity through equation (14), con-
sists of dividing the true positive into the sum of the true positive and
false negative.

Sensitivity =
TP

TP + FN
. (14)

Similarly, the Specificity through equation (15), is the result of dividing
the true negatives into the sum of the true negatives and false positives.

Specificity =
TN

TN + FP
. (15)

The Precision parameter, through the equation (16), is the result of
dividing the true positives into the sum of the true positives and false
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positives.

Precision =
TP

TP + FP
. (16)

The Recall parameter through equation (17) is the result of dividing the
true positives into the sum of the true positives and the false negatives.

Recall =
TP

TP + FN
(17)

And the F1-measure and G-mean [56] are also obtained through equa-
tions (18) and (19):

F1 =
2× Precision× Recall

Precision + Recall
; (18)

G-mean =
√
Precision × Recall. (19)

It should be mentioned that since the dataset used here is multiclass,
so each parameter is first separately calculated for each class. Then
the average results are obtained.

Another tool for performance measure used here is the Receiver
operating characteristic (ROC) [16]. To use the ROC curve in an eval-
uation, the area under the curve is suggested. This area is the proba-
bility that whenever the diagnostic classification variable is randomly
measured for a negative response and a positive response, the value
obtained is correct. Whenever the test is able to identify accurately,
then the values will be low for positive responses and high for negative
responses (or vice versa depending on status). The greater the test
detection power, the more the ROC curve is above the diagonal, and
the closer it is to the ideal (region 1) ROC curve. Inversely, if the ROC
curve is under the diagonal or just at the bottom of the square, then
the test is with low detection capabilities or useless.

4.3 Comparison of results

Figure 2 shows the mean square error for each epoch of the proposed
algorithm in training process. Since one of the problems in neural net-
work is getting stuck in local optimal, so here we use data for validation
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as shown in Figure 2 with the green line to decide on the number of
iterations of the training process. This figure shows that the lowest dif-
ference exists between training and validation data in epoch 20. From
the curves, the training error is descending, and these three curves are
increased in epoch 3. This is because the unlabelled samples are joined
to training process.

Figure 2. Mean square error in training process

Table 2 illustrates confusion matrix for Test set in the proposed
method, called Semi-Supervised Neural Network (SSNN). Number of
true predicted labels for Normal class (15976) and Ping scan class
(15974) is more than for other classes. Table 3 shows evaluation metrics
for SSNN method in each class separately. Precision metric for Normal
(0.999) class and Ping scan (0.999) is more than for other classes in
SSNN. Precisions for other classes such as DoS, Brute force and Port
scan are 0.998, 0.998 and 0.997, respectively. Other evaluation met-
rics, such as Recall, F1-measure, Sensitivity, Specificity and G-means
are more than 0.99, and this means that SSNN can predict each class
with high accuracy.

Tables 2 and 3 showed just the evaluation metrics for SSNN. There-
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Table 2. Confusion matrix for each class

Actual Classes
Normal DoS Brute

force
Port
scan

Ping
scan

Normal 15976 8 2 10 2
DoS 6 15970 5 12 6
Brute force 5 9 15972 7 5
Port scan 9 10 13 15970 13
Ping scan 4 3 8 1 15974

Table 3. Performance evaluation of SSNN in terms of Precision, Recall,
F1-measure, Sensitivity, Specificity, and G-means for each class

Classes Normal DoS Brute
force

Port
scan

Ping
scan

Metrics

Precision 0.999 0.998 0.998 0.997 0.999
Recall 0.999 0.998 0.998 0.998 0.998
F1-measure 0.999 0.998 0.998 0.998 0.999
Sensitivity 0.999 0.998 0.998 0.998 0.999
Sensitivity 1.000 1.000 1.000 0.999 1.000
G-means 0.999 0.998 0.998 0.998 0.999

fore SSNN is compared with 7 other methods: ANN, SVM [53], NB [53],
DT [53], VR [53], IAB [54], DBN [16]. ANN is a standard neural net-
work explained in Section 3.1. SVM is support vector machine with
Radial Basis Function (RBF) as a kernel function. NB and DT rep-
resent Naive Bayes and Decision Tree (J48), respectively. VR was
investigated by Verma and Ranga using machine learning techniques
to statistical analysis of dataset [53]. IAB was proposed by Idhammad
et al. for attack detection in cloud environment [54]. DBN is deep
belief networks and was explained by Elmasry et al. [16].

Accuracy is shown in Table 4. This metric for SSNN is equal to
99.83, and its value is greater than for ANN and other methods. Us-
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ing of unlabelled samples in training process causes this improvement.
After SSNN, VR and IAB have the greatest accuracy than in other
methods, respectively. Another characteristic used here is AUC. The
AUC for the SSNN (0.9987) shows better results.

Table 4. Accuracy and AUC

SSNN ANN SVM NB DT VR IAB DBN

Accuracy 99.83 95.71 98.19 98.70 98.90 99.60 99.54 94.66
AUC 0.9987 0.9571 0.9823 0.9871 0.9891 0.9961 0.9955 0.9625

Figure 3 shows the average of Precisions for all classes. As it is
shown above, the SSNN method performs better than others. Preci-
sion is the ratio of classified samples by the classifier in a given class,
to the total number of samples the classifier has classified in that class,
either correctly or incorrectly. As it turns out from equation (16), the
Precision shows in what proportion the detected positives are really
positive. Precision in SSNN is equal to 99.83% and in ANN = 96.25%.
DBN, VR and IAB have Precision 99.71%, 99.61% and 99.53%, respec-
tively.

Figure 4 shows the value of average of Recall for classes. This
parameter for SSNN is 99.83%, and in other methods, e.g., VR =
99.59% and IAB = 99.55%. So, it indicates that the proposed algorithm
performs better than other methods. The Recall shows the ratio of true
classification of samples in given classes by the classifier to the number
of samples in that class. So, the Recall shows in what proportion true
positives are correctly identified as positive. Therefore, Figure 4 shows
that the SSNN predicts intrusion detection better.

F1-Measure is proposed to compare Precision and Recall, in fact,
F1-Measure shows the harmonic mean between Precision and Recall
(Figure 5). F1-metric for SSNN is 99.83, and it is greater than for
other methods like VR (99.60%). Increasing the number of training
examples in the proposed method with the semi-supervised approach
in it has improved the global search in NNSS.
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Figure 3. Comparison of Precision

Figure 4. Comparison of Recall
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Figure 5. Comparison of F1-measure

Figure 6 shows the values of the average Sensitivity parameter for
all classes. The Sensitivity of SSNN is greater than 99.83%, which
is better than for ANN (95.21%). The ability of a classifier to find
the true positive of a class is called Sensitivity. According to equation
(14), Sensitivity is ratio of true positives to the sum of true positives
and false negative. So, the Sensitivity here shows what proportions of
the intrusions are correctly identified. Therefore, this parameter also
confirms that the SSNN predicts intrusions better than other methods.

Figure 7 shows the average Specificity value for all classes. The
Specificity value for SSNN (99.96%) is greater than for the other meth-
ods. It indicates that the proposed method has performed well in Nor-
mal class. Figure 8 indicates average G-mean for all classes. G-mean in
SSNN is 99.83% and proves that SSNN with higher accuracy predicts
normal situation and attacks situation rather than ANN (97.21%), VR
(99.60%), IAB (99.54%), DBN (98.90%), etc.
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Figure 6. Comparison of Sensitivity

Figure 7. Comparison of Specificity
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Figure 8. Comparison of G-means

5 Conclusion

Data mining techniques, including descriptive and predictive tools,
have been introduced in various fields and a tremendous number of re-
searches have been conducted on this issue. Data mining applications
include business, management, medical, sports, econometrics, financial
management, web business. One of the areas that has been the focus
of data mining in recent years is the police enforcement, and one of the
topics that has attracted a great deal of research is crime modelling.
Therefore, this paper presents a semi-supervised method for detecting
cybercrimes. The neural network is used here to classify the crimes.
Since the neural network is a supervised classification technique, it is
only usable for labelled data. On the other hand, it is a cost of fortune
and time consuming to create labelled data. Thus, here the neural net-
work is optimized so that it can be used in unlabelled data. Here the
pseudo-labelling technique is used to estimate the labelled data during
the neural network training process. The Precision, Recall, Sensitiv-
ity and Specificity values for the proposed network are obtained and
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represent values of 99.83%, 99.83%, 99.83% and 99.96%, respectively.
However, other researches have reported lower values.

We suggest for the future work, first, the detection of the probability
of a crime before it happens, and this issue has not been addressed here.
Second, a specific dataset is used here for crime detection, while many
crimes occur today on social networks and data in the networks are a
combination of text and images, so a hybrid method for crime detection
is suggested.
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Algorithms for Solving DAP in DDS

Nasser Lotfi, Jamshid Tamouk

Abstract

Data allocation problem (DAP) is of great importance in dis-
tributed database systems (DDS). Minimizing the total cost of
transactions and queries is the main objective of DAP which is
mostly affected by the volume of transmitting data through the
system. On the other hand, the volume of transmitting data
depends on the fragment-to-site allocations method. DAP as a
Np-hard problem has been widely solved by applying soft com-
puting methods like evolutionary algorithms. In the continuation
of our previously published research, this paper proposes a novel
hybrid method based on Simulated Annealing Algorithm (SA)
and Variable Neighborhood Search (VNS) mechanism for Solving
DAP. To increase the performance, VNS mechanism is embed-
ded into SA method in the proposed hybrid method. Technically
speaking, in order to discover more promising parts of search
space, the proposed method (VNSA) explores the search space
via SA and fulfills more exploitation by applying neighborhood
search mechanism. Moreover, due to the fact that both are a sin-
gle solution-based method, they explore the search space faster
than population-based methods. Performance of the proposed
VNSA is experimentally evaluated using well-known benchmarks
reported in state-of-the-art literature, and evaluation outcomes
prove the robustness and fastness of the proposed hybrid method
(VNSA). Furthermore, the results exhibit that VNSA outper-
forms its competitors and achieves better results in majority of
test problems.

Keywords: Data Allocation Problem, Simulated Annealing,
Variable Neighborhood Search.
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1 Introduction

In DDS, minimizing the total cost of transactions and queries is of great
importance which is mostly affected by amount of transmitting data
through the system. Likewise, amount of transmitting data depends
on fragment-to-site allocations method [1]. This NP-hard optimization
problem in distributed systems is known as Data Allocation Problem
(DAP). Data allocating methods in real world like sites, mail servers
and search engines are significantly important because they deal with
huge amount of data [2]. The detailed descriptions of DAP are given
in Section 2. Due to it being an optimization problem, DAP has been
widely solved by applying soft computing methods like evolutionary
algorithms. The reason is that evolutionary algorithms are able to ex-
tract feasible and high quality solutions in acceptable computational
time. Apart from a pretty wide literature can be found for solving
DAP, two types of algorithms, namely static and dynamic algorithms,
have been applied [3, 4, 32]. Taking the recent literature into account,
researchers have been widely proposed hybrid methods for solving DAP
[5]. The following part reviews some remarkable state-of-the-art meth-
ods for solving DAP.

Distributed database systems, fragmentation and allocation con-
cepts were reviewed by Bhuyar et al. in [34]. Authors mentioned that
fragmentation and allocation are two remarkable NP-hard challenges
in DDS which can effectively affect performance of the system [34].

Wand et al. in [12] mapped DAP to well-known knapsack problem
and solved it using Artificial Immune system method [13]. They also
fulfilled comparison of the obtained results to some of state-of-the-art
methods in order to measure the effectiveness of the applied method.

Biogeography-Based Optimization (BBO) method was applied by
Singh et al. in [14] for minimizing total transmission and storage costs
in database systems. Authors solved this fragment allocation prob-
lem and illustrated that their method is more effective than genetic
algorithm [14].

Sen et al. [15] applied SA method for solving DAP and evaluated
the method using standard benchmarks in CPLEX. Evaluation out-
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comes proved that SA is faster and more effective.

Genetic Algorithm (GA), Ant Colony Optimization (ACO) [18] and
Tabu-search method [19] alongside a new crossover method were ap-
plied by Tosun in [17] for solving DAP. Also, effectiveness of the pro-
posed method was evaluated using QAPLIB benchmarks.

Abdalla [30] proposed an innovative data allocation method for al-
locating fragments to sites based on communication costs. Authors
also aimed to enhance transmission cost to improve distribution per-
formance. They improved data fragmentation and allocation methods;
they also carried out site clustering to produce minimum possible num-
ber of clusters. Performance of the proposed method was evaluated us-
ing TC objective function and results proved the efficiency of suggested
method.

A hybrid method combining ACO and local search was proposed by
Adl et al. [11] for solving DAP. Evaluation results indicated that the
proposed method is flexible and successful in extracting near-optimal
solutions. Ahmed et al. [21] suggested an evolutionary method for
solving DAP. They also introduced a dependency graph for model-
ing fragments dependencies. To measure the efficiency, the suggested
method was evaluated using standard benchmarks.

To solve DAP, Mahi et al. [2] applied Particle Swarm Optimization
(PSO) for minimizing total transmission cost. Authors evaluated their
results over 20 benchmarks; and outcomes proved that the suggested
method, PSO-DAP, outperforms state-of-the-art methods in terms of
quality and time. A clustering-based fragmentation method was devel-
oped by Sewisty et al. [25] which emphasizes on generating clusters. In
the proposed method, disjoint fragments are generated using clusters.
Evaluation results indicated that the introduced method is valid and
effective. In order to minimize total transmission cost, Apers et al.
[33] proposed a fragment allocation mechanism. Authors described de-
tails of DAP complexity and compared the obtained results to existent
methods.

Lotfi proposed a new hybrid method (DEVNS) in [35] based on dif-
ferential evolution (DE) and VNS algorithms for solving data allocation
problem. The author enhanced DE algorithm by proposing better se-
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lection and crossover operators as well as embedding VNS into DE to
increase its performance. The effectiveness of DEVNS was evaluated
over well-known benchmarks and compared to nine existent methods
reported in literature. The obtained results indicated that DEVNS
outperforms all competitors in 13 out of 20 benchmarks. Even though
DEVNS outperforms its competitors, it has some drawbacks. The main
drawback and weakness of DEVNS is that it is slow and time consum-
ing. DE is a population-based evolutionary algorithm, and working
on a population of solutions is time consuming. Moreover, when it is
combined with another algorithm like VNS, it becomes even slower.
Hence, there is no comparison in terms of execution time in [35]. An-
other drawback is that according to the reported results, DEVNS does
not work well on small size problems.

This paper proposes an innovative hybrid method, named as VNSA
from this point on, for solving data allocation problem (DAP). The
suggested method consists of SA algorithm [6, 7, 8] and VNS [9, 10].

All state-of-the art methods in [1] are population-based algorithms.
Hence the aim of this study is to use combination of single-solution-
based methods in order to achieve better results. On the other hand,
since the single-solution-based methods are faster and time-efficient,
the proposed hybrid method obtains better results in acceptable time.
According to the proposed hybrid strategy, SA algorithm is mixed up
with efficient neighborhood search mechanism to improve the explo-
ration and exploitation performance. In the modified SA, instead of
choosing the neighbors randomly, an efficient VNS is applied to fulfill
more exploitation over the solution. Description of VNS mechanism
and details of how to apply these operators are given in the following
sections.

Performance of the proposed hybrid method (VNSA) is experimen-
tally evaluated using the well-known benchmarks reported in state-
of-the-art literature. Evaluation outcomes prove the robustness of
the VNSA and exhibits that system outperforms its competitors and
achieves better results. Moreover, the fact that they are single-solution-
based methods, both SA and VNS explore the search space faster than
the population-based methods. Hence, the proposed hybrid method
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has been faster compared to state-of-the-art methods.

The rest of the paper is formed as following: The detailed descrip-
tion of Data Allocation problem and the proposed hybrid method are
given in Section 2. Section 3 demonstrates the algorithm parameters,
experimental and comparison results. Finally, the conclusions and some
future research works are given in Section 4.

2 The proposed hybrid method for solving

DAP in DDS

A detailed description of Data Allocation Problem is presented in this
section. Likewise, it describes the proposed innovative hybrid method
comprising modified SA algorithm [6, 7, 8] and VNS technique [9, 10]
for solving DAP [33, 34]. Motivation and novelty of this study is to
combine SA and VNS methods to increase the capability of discovering
more promising parts of search space in acceptable time. These two
methods are not able to achieve better results than state-of-the-art
methods individually, but hybrid version of these algorithms is robust
and works efficiently.

Every site in DDS deals with a part of database [3, 11]. During the
running time, many transactions with different frequencies are given to
the sites. For this reason, a huge amount of data is transmitted between
the sites. Minimizing the total completion time of transactions is the
main goal of DAP which is affected by data transmission speed [11].
Parameter notations in DAP are described in Table 1 [11].

As it was mentioned above, minimization of total cost is the main
goal in DAP. During the process, storage capacity and data trans-
mission cost are considered as problem limitation and problem cost
respectively [31]. Figure 1 demonstrates the transaction-fragment and
site-transaction dependencies. Total cost is mostly affected by data
transmitting through the system. Variable Xij is defined as below [11].
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Figure 1. Transaction-fragment and site-transaction dependencies

Xij =

{

1, if Ψj = si ;
0, otherwise,

(1)

where ψj is the site, where fi is assigned. Hence, the storage capacity
limitation is declared as Equation (2) [11]:

m
∑

j=1

fragSizej ×Xij ≤ siteCap, i = 1, ..., n. (2)

Therefore, total data transmissions cost is computed as below [11]:
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COST (ψ) =

m
∑

j=1

partialcost1ψ,j =

m
∑

j1=1

m
∑

j2=1

frdepj1,j2 × ucψj1ψj2
, (3)

where partialcostψ1 is the cost of storing fi on site sψj which is calcu-
lated as Equation (4) [11]:

partialcost1ψjj =

n
∑

q=1

ucψ,q × stfrqj, (4)

where stfrqj is amount of data from fj accessed by sq which is com-
puted by Equation (5) [11]:

stfrqj =
l

∑

k=1

freqqk × trfrkj. (5)

Also, in the second part of the COST(ψ), the value of frdepj1j2 is
amount of data transferred from site fj1 to the site fj2 by taking the
indirect dependencies into account. The direct transaction-fragment
dependency (TRFR) is a matrix in which for each execution of tk, the
value of trfrkj represents amount of data transferred from site holding
fj to the site holding tk. The dependency is called as direct dependency
if for each execution of tk there is some data transferred from site fj
to the site tk. Value is calculated as Equation (6) [11]:

frdepj1j2 =

l
∑

k=1

qfrkj1j2, (6)

where qfrkj1j2 is volume of data transmitted from site holding fj1 to
the site holding fj2, which is calculated as Equation (7) [11]:

qfrkj1j2 = qkj1j2 ×
n
∑

r=1

freqkr. (7)

The proposed hybrid method uses a modified SA to generate the
neighbors effectively. In the modified SA, a new solution is generated
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by changing some sites randomly. Thereafter, more modification is
carried out on new solution using VNS mechanism to discover more
promising solutions around and replace them. Figure 2 demonstrates
the flowchart for the proposed hybrid VNSA for solving DAP.

The flowchart in Figure 2 starts with parameter initialization in
which the parameters are Neighborhood structure, Temperature, Cool-
ing and Terminate. The neighborhood structure in VNS method is
defined in a way that it makes somehow big modification over the so-
lution. To do that, more sites are changed randomly to discover new
solutions in far distance through the search space. This way, it would
be possible to extract higher quality solutions through whole space. As
well as temperature, cooling rate and terminate are initialized by 500,
0.2 and 0.1 respectively.

In the flowchart, there are some parameters – namely Y , K, Delta
and P – in which Y is a new solution generated using neighborhood
structure by changing site indexes, K is used as a counter for inner
loop of VNS method, Delta is the difference between quality of current
and new solution. The new solution is better if Delta holds positive
value. Likewise, P is the acceptance probability of moving from current
solution to a new generated solution.

In the next step, the current solution (allocation) is initialized by
random. The solution (allocation) is represented as a one dimensional
array with n columns, where n is the number of fragments in DDS. In
this representation, the fragments and sites are shown by array indexes
and array contents respectively. For instance, a sample allocation for
20 fragments and 4 sites is represented in Figure 3.
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Figure 2. VNSA Flowchart
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Figure 3. A sample solution representation for 20 fragments and 4 sites

The first solution is initialized randomly using the algorithm shown
in Figure 4.

Figure 4. First solution initialization

Later on, system works in consecutive sessions until the temper-
ature becomes less than termination value. The termination value is
selected practically during the program running time. The termination
value equal to 0.1 was adequate for the algorithm to execute fast and
achieve good results. The total cost values are computed according
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to the descriptions and equations given in the beginning of Section 2.
Algorithm for computing the total cost value for a solution is given in
Figure 5.

Figure 5. Cost value Calculation

Afterwards, a new solution named by ‘Next’ is generated by chang-
ing 3 sites on current solution randomly. Thereafter, VNS technique is
applied over solution ‘Next’ to do more exploration and exploitation on
search space. This way, solution ‘Next’ is adjusted and becomes more
accurate. VNS algorithm is presented in Figure 2. In order to prevent
time consuming by VNS, the inner loop is iterated 10 times. SA and
VNS individually are single-solution-based algorithms and they are of
fast kind. In case of combination, VNS adds more computational costs
to the hybrid system. In order to have still fast hybrid system, a small
size of VNS is applied. That’s reason why the main loop in VNS is
executed 10 times. VNS method starts with solution ‘Next’ and jumps
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to somewhat far neighbor y (Exploration). Then it starts to search
locally around solution y to find a solution better than solution ‘Next’.
If it finds such solution, ‘Next’ is replaced by it, otherwise it jumps
from solution ‘Next’ to another solution y and continues until either
better solution is found or loop is terminated.

Once the VNS part is terminated, VNSA continues with the rest
of SA. In this part, first of all the cost of solution ‘Next’ and corre-
sponding Delta value are calculated. Then, if Delta value is positive,
algorithm decides to move directly from current to Next. Otherwise
it will move to Next based on a probability value P . This way if a
randomly generated value R is less than P , it moves to Next other-
wise algorithm will continue with current solution. Afterwards, cooling
value is subtracted from temperature value and VNSA continues with
the next session.

3 Evaluation and Experimental results

Evaluation results and performance of the proposed VNSA are pre-
sented in this section. To evaluate VNSA, benchmark set reported in
[1, 2] is taken into account. This benchmark set has been generated
using the rules mentioned in Section 2 and has been used by all state-of-
the-art methods in literature [11]. All parameter values commonly used
by state-of-the-art methods are shown in Table 2. Moreover, the unit
cost is considered between zero and one. Also, Number of fragments
and sites are considered as equal [1].
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The proposed VNSA was developed in Matlab® programming lan-
guage environment and performed over a system with 2.00 GHz CPU
and 2 GB of memory.

The following state-of-the-art methods are compared to VNSA in
terms of total cost and time: ACO (Ant Colony Optimization) [1,
27], RTS (Robust Tabu Search) [1, 26], GA (Genetic Algorithm) [1,
28], HG-MTS (Hybrid Genetic Multi-start Tabu Search) [1], PSO-DAP
(Particle Swarm optimization) [2] and DEVNS (Differential Evolution
Variable Neighborhood Search) [35]. The total cost achieved by all
methods over DAP instances is presented in Table 3.

Even though it can be noticed from Table 3 that HG-MTS, RTS,
PSO-DAP and DEVNS are better that VNSA in 2, 1, 4 and 6 prob-
lems respectively, differences between results are very small. Likewise,
VNSA is better than all methods in Table 3 for 9 problem instances.
In order to check similarity of VNSA to other eight methods as well as
to indicate the rank of VNSA among 10 methods, Friedman Aligned
Rank test is performed. The test is carried out based on procedure
described in [22, 23, 24, 30]. All ranks assigned to all problem-method
pairs by Friedman Aligned Rank test are illustrated in Table 4.
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Table 5 shows the rank averages, FAR value and p value. To cal-
culate FAR, the equation in [23] with statistical significance of χ2 dis-
tribution and k-1 degrees of freedom is used, where k denotes number
of methods. Likewise to indicate the significant difference between all
methods, p value is calculated. According to Table 6, rank average for
VNSA is smaller than others which indicates that VNSA is best per-
forming algorithm. Also, DEVNS and PSO-DAP take the second and
third places respectively. It can be seen that p value is very close to
zero which shows that there is significant statistical difference between
all methods in Table 5. Likewise, very small p value implies that VNSA
is statistically different than other 8 methods.
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Running times of all methods for 20 problem instances are given in
Table 6.

Table 6 indicates that the suggested VNSA outperforms all com-
petitors in terms of speed. The reason is that VNSA is mixed of two
single-solution-based algorithms, SA and VNS, which are much faster
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than population-based methods. Likewise, PSO-DAP is the second
fastest method in which it is faster than VNSA in 5 out of 10 problem
instances.

4 Conclusions and Future Works

This paper proposes an innovative hybrid method (VNSA) for solving
data allocation problem in DDS. The method works based on a strat-
egy to combine SA algorithm and VNS technique. To have an effective
method, SA method is combined with effective neighborhood genera-
tion method which is called as VNS. The VNS technique is added to SA
to provide more exploration and exploitation power and extract more
accurate solutions. The obtained results demonstrate that the pro-
posed hybrid method outperforms all state-of-the-art methods reported
in literature. The proposed method was evaluated over different sizes
of DAP in terms of cost and running time. According to the obtained
results, VNSA took the first rank in 9 problems out of 20 problems
in terms of cost value. Likewise, the results illustrate that VNSA is
faster than all other methods under consideration. Also, the Friedman
Aligned Rank test proved that significant difference between all meth-
ods exists, and VNSA is statistically different than all other methods.
Future works are planned to add more details and parameters to DAP
equations according to [25]. In new aspect of problem, Equation (3)
will be enhanced by adding extra parameters like the number of sites
involved in processing query and Communication costs between sites.
Also variable Xij will be inserted to Equation (3) to distinguish the ex-
istence of data fragment in the concerned site reached by the relevant
query.

References

[1] U. Tosun, “Distributed database design using evolutionary algo-
rithms,” Journal of Communications and Networks, vol. 16, no. 4,
pp. 430–435, 2014.

200



A Hybrid Method based on SA and VNS Algorithms for Solving . . .

[2] M. Mahi, O. Baykan, and H. Kodaz, “A new approach based on
particle swarm optimization algorithm for solving data allocation
problem,” Applied Soft Computing, Elsevier, vol. 62, pp. 571–578,
2018. DOI: https://doi.org/10.1016/j.asoc.2017.11.019.

[3] I. Ahmad, K. Karlapalem, and Y. K. Kwok, “Evolutionary Al-
gorithms for Allocating Data in Distributed Database Systems,”
Distributed and Parallel Databases, vol. 11, pp. 5–32, 2012. DOI:
https://doi.org/10.1023/A:1013324605452.

[4] A. Helal, “Dynamic Data Reallocation for Skew Management
in Shared-Nothing Parallel Databases,” Distributed and Parallel
Databases, vol. 5, pp. 271–288, 1997.

[5] J. Liu, S. Zhang, C. Wu, J. Liang, X. Wang, and K. L. Teo,
“A hybrid approach to constrained global optimization,” Applied
Soft Computing, Elsevier, vol. 47, no. C, pp. 281–294, 2016. DOI:
10.1016/j.asoc.2016.05.021.

[6] Y. Zhou, J. Wang, Z. Qiu, Z. Bi, and Y. Cai, “Differential evolution
with guiding archive for global numerical optimization,” Applied
Soft Computing, Elsevier, vol. 43, no. C, pp. 424–440, 2016. DOI:
https://doi.org/10.1016/j.asoc.2016.02.011.

[7] K.V. Price, ”An Introduction to Differential Evolution,” in New
Ideas in Optimization, D. Corne, M. Dorigo, and F. Glover, Eds.
London, UK: McGraw-Hill, 1999, pp. 79–108.

[8] R. Storn and K. Price, “Differential evolution - a simple and ef-
ficient heuristic for global optimization over continuous spaces,”
Journal of Global Optimization, vol. 11, pp. 341-–359, 1997. DOI:
https://doi.org/10.1023/A:1008202821328.

[9] P. Hansen and N. Mladenovic, “Variable neighborhood search:
Principles and Applications,” European Journal of Operational
Researchs, Elsevier, vol. 130, no. 3, pp. 449–467, 2001. DOI:
https://doi.org/10.1016/S0377-2217(00)00100-4.

201



N. Lotfi, J. Tamouk

[10] L. Liberti and M. Drazic, “Variable Neighbourhood Search for the
Global Optimization of Constrained NLPs,” in Proceeding of GO,
2005, pp. 1–5. Corpus ID: 15444192.

[11] R. K. Adl and S. M. T. R. Rankoohi, “A new ant colony optimiza-
tion based algorithm for data allocation problem in distributed
databases,” Knowledge and Information Systems, vol. 20, no. 3,
pp. 349–373, 2009. DOI: 10.1007/s10115-008-0182-y.

[12] M. Wang, S. Feng, C. Ouyang, and Z. Li, “RFID tag oriented
data allocation method using artificial immune network,” in 27th
Chinese Control and Decision Conference (2015 CCDC), IEEE,
pp. 5218–5223, 2015.

[13] D. Dasgupta, S. Yua, and F. Nino, “Recent Advances in Arti-
ficial Immune Systems: Models and Applications,” Applied soft
computing, Elsevier, vol. 11, pp. 1574–1587, 2011.

[14] A. Singh, K. S. Kahlon, and R. S. Virk, “Replicated static
allocation of fragments in distributed database design using
biogeography-based optimization,” in Int. Conf. on Advances in
Communication, Network, and Computing, CNC, 2014, pp. 462–
472.

[15] G. Sen, M. Krishnamoorthy, N. Rangaraj, and V. Narayanan,
“Mathematical models and empirical analysis of a simulated an-
nealing approach for two variants of the static data segment allo-
cation problem,” Networks, pp. 4–22, 2016.

[16] V. F. Yu, A. A. N. P. Redi, Y. A. Hidayata, and O. J. Wibowo,
“A simulated annealing heuristic for the hybrid vehicle routing
problem,” Applied Soft Computing, Elsevier, pp. 119–132, 2017.

[17] U. Tosun, “A new recombination operator for the genetic al-
gorithm solution of the quadratic assignment problem,” Pro-
cedia Computer Science, vol. 32, pp. 29–36, 2014. DOI:
https://doi.org/10.1016/j.procs.2014.05.394.

202



A Hybrid Method based on SA and VNS Algorithms for Solving . . .

[18] R. Jovanovic, M. Tuba, and S. Vob, “An ant colony optimiza-
tion algorithm for partitioning graphs with supply and demand,”
Applied Soft Computing, Elsevier, pp. 317–330, 2017.

[19] P. Cortes, J. Munuzuri, L. Onieva, and J.Fernandez, “A Tabu
Search algorithm for dynamic routing in ATM cell-switching net-
works,” Applied Soft Computing, Elsevier, pp. 449–459, 2011.

[20] H. I. Abdalla, “A new data re-allocation model for distributed
database systems,” International Journal of Database Theory and
Application, vol. 5, no. 2, pp. 45–60, 2012. Corpus ID: 741957.

[21] I. Ahmad, K. Karlapalem, Y. K. Kwok, and S. K. So, “Evolu-
tionary algorithms for allocating data in distributed database sys-
tems,” Distributed And Parallel Databases, vol. 11, no. 1, pp 5–32,
2002. DOI: http://dx.doi.org/10.1023/A:1013324605452.

[22] U. Tosun, T. Dokeroglu, and A. Cosar, “Heuristic algorithms for
fragment allocation in a distributed database system,” in Com-
puter and Information Sciences III, London: Springer, 2013, ch.
41, pp. 401–408. DOI: https://doi.org/10.1007/978-1-4471-4594-
3 41.

[23] J. Derrac, S. Garcia, D. Molina, and F. Herrera, “A practical tuto-
rial on the use of nonparametric statistical tests as a methodology
for comparing evolutionary and swarm intelligence algorithms,”
Swarm Evolutionary Computing, vol. 1, no. 1, pp. 3–18, 2011.

[24] A. Acan and N. Lotfi, “A multiagent, dynamic rank-driven multi-
deme architecture for real-valued multiobjective optimization,”
Artificial Intelligence Reviews, Springer Netherlands, vol. 48, no. 1,
pp. 1–29, 2017. DOI: https://doi.org/10.1007/s10462-016-9493-7.

[25] A. Sewisy, A. Amer, and H. Abdalla, “A Novel Query-Driven
Clustering-Based Technique for Vertical Fragmentation and Al-
location in Distributed Database Systems,” International Journal
on Semantic Web and Information Systems, vol. 13, no. 2, pp.
27–54, 2017. DOI: 10.4018/IJSWIS.2017040103.

203



N. Lotfi, J. Tamouk

[26] E. Taillard, “Robust taboo search for the quadratic assignment
problem,” Parallel Computing, vol. 17, no. 4-5, pp. 443–455, 1991.
DOI: https://doi.org/10.1016/S0167-8191(05)80147-4.

[27] M. Dorigo, V. Maniezzo, and A. Colorni, “Ant system: Optimiza-
tion by a colony of cooperating Agents,” IEEE Transactions on
Systems, Man, and Cybernetics, Part B (Cybernetics), vol. 26, no.
1, pp. 29–41, Feb. 1996. DOI: 10.1109/3477.484436.

[28] D. Goldberg, Genetic Algorithms in Search, Optimization, and
Machine Learning, Boston, MA, United States: Addison-Wesley
Longman Publishing Co., Inc., 1989, 372 p. ISBN:978-0-201-
15767-3.

[29] D. Nashat and A. Amer, “A Comprehensive Taxonomy of Frag-
mentation and Allocation Techniques in Distributed Database De-
sign,” ACM Computing Surveys, pp. 1–25, 2018. Article No.: 12,
DOI: https://doi.org/10.1145/3150223.

[30] H. Abdalla and A. M. Artoli, “Towards an Efficient Data Frag-
mentation, Allocation, and Clustering Approach in a Distributed
Environment,” Information, vol. 10, no. 3, 2019. Article no. 112.
DOI: 10.3390/info10030112.

[31] A. Sinha and P. Jana, “A hybrid MapReduce-based k-means clus-
tering using genetic algorithm for distributed datasets,” Journal
of Supercomputing, vol. 74, pp. 1562–1579, 2018.

[32] A. A. Amer, M. H. Mohamed, and K. Al Asri, “ASGOP: An
Aggregated Similarity-Based Greedy-Oriented Approach for Re-
lational DDBSs Design,” Heliyon, vol 6, no. 1, 2020. pp. e03172.
DOI: https://doi.org/10.1016/j.heliyon.2020.e03172.

[33] P. M. J. Apers, “Data Allocation in Distributed Database Sys-
tems,” ACM Transactions on Database Systems, vol. 13, no. 3,
pp. 263–304, 1988. DOI: https://doi.org/10.1145/44498.45063.

204



A Hybrid Method based on SA and VNS Algorithms for Solving . . .

[34] P. R. Bhuyar and A. D. Gawande, “Distributed Database Frag-
mentation and Allocation,” Journal of Data Mining and Knowl-
edge Discovery, vol. 3, no. 1, pp. 58–64, 2012. ISSN: 2229-6662 &
ISSN: 2229-6670.

[35] N. Lotfi, “Data allocation in distributed database systems: a novel
hybrid method based on differential evolution and variable neigh-
borhood search,” SN Applied Sciences, vol. 1, Article no. 1724,
2019. DOI: https://doi.org/10.1007/s42452-019-1787-3.

Nasser Lotfi, Jamshid Tamouk Received December 14, 2020

Accepted December 25, 2020

Nasser Lotfi

Faculty of Engineering, Cyprus Science University, Girne, N.

Cyprus via Mersin 10, Turkey

E–mail: nasser.lotfi2020@gmail.com

Jamshid Tamouk

Faculty of Engineering, Eastern Mediterranean University,

Famagusta, N. Cyprus via Mersin 10, Turkey

E–mail: jamshid.tamouk20@gmail.com

205



Computer Science Journal of Moldova, vol.29, no.2(86), 2021

A practical digital signature scheme based on

the hidden logarithm problem

D.N. Moldovyan

Abstract

A candidate for practical post-quantum digital signature al-
gorithm based on computational difficulty of the hidden discrete
logarithm problem is introduced. The used algebraic carrier rep-
resents a 4-dimensional finite non-commutative associative alge-
bra defined over the field GF (p), which is caracterized in using
a sparse basis vector multiplication table for defining the vec-
tor multiplication operation. Structure of the algebra is studied.
Three types of the commutative groups are contained in the alge-
bra and formulas for number of groups of every type are obtained.
One of the types represents groups of the order (p− 1)2, possess-
ing 2-dimensional cyclicity, and one of them is used as a hidden
group in the signature scheme developed using a new method
for implementing a general criterion of post-quantum resistance
proposed earlier.

Keywords: finite associative algebra, non-commutative al-
gebra, commutative finite group, discrete logarithm problem,
hidden logarithm problem, public key, digital signature, post-
quantum cryptosystem.
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1 Introduction

Currently the development of the public-key digital signature algo-
rithms and protocols that are resistant to quantum attacks (i. e., at-
tacks including computations on a hypothetic quantum computer) at-
tracts significant attention of the cryptographic community [1], [2].

©2021 by CSJM; D.N. Moldovyan
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Usually the research activity in the area of the post-quantum cryp-
tography is focused on the development of the practical public-key cryp-
toschemes based on the computationally complex problems different
from the factoring problem and the discrete logarithm problem (DLP).
Actually, both the factoring problem and the DLP can be solved in
polynomial time on a quantum computer [3]–[5].

Recently it was shown that the hidden discrete logarithm prob-
lem (HDLP) defined in finite non-commutative associative algebras
(FNAAs) represents an attactive primitive for designing practical post-
quantum cryptoschemes of the following types: commutative encryp-
tion algorithms [6], public key-agreement protocols [7], and digital
signature schemes [8]–[10].

In the papers [11], [12] a general criterion for ensuring resistance
of the HDLP-based signature schemes to hypothetic future quantum
attacks based on quantum algorithms for computing the length of the
periods of periodic functions was proposed. However, the signature
schemes [11],[12] satisfying the said criterion had been developed using
a method of doubling the signature verification equation.

In this paper a signature scheme implementing the said general
design criteria without doubling the verification equation is developed.
In addition a 4-dimensional FNAA is used as algebraic carrier of the
signature scheme. Due to these features, the procedures of signature
generation and verification are significantly faster and the size of the
public key and size of signature are significantly smaller in comparision
with the signature schemes [11], [12].

2 Preliminaries

2.1 Forms of the HDLP and design criteria

Usually the HDLP is defined in the m-dimensional (m = 4, 6, and 8)
FNAAs as follows. One selects at random an integer x < q and a gen-
erator G of a finite cyclic group of prime order q, which is contained
in the used FNAA. To provide a required level of secutity the prime q
should have sufficiently large size (≥ 256 bits). Then the vector Gx is
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computed and two elements of the public key are formed: Y = ψ1(G
x)

and Z = ψ2(G), where ψ1 and ψ2 are two different automorphism-map
(or homomorphism-map) operations. The operations ψ1 and ψ2 are
secret, therefore the potential attacker does not know the basic finite
group in which the exponentiation operation had been performed. The
masking operations ψ1 and ψ2 possess the property of mutual commu-
tativity with the exponentiation operation that contributes mainly to
the security, therefore, different known DLP-base signature algorithms
can be used as prototypes of the HDLP-based algorithms.

In some of the HDLP-based signature schemes there is used the
public key representing the triple of vectors (Y,Z, T ), where the vector
T is a fitting parameter in the verification equation. The hidden cyclic
group is called the base group. The vectors Y , Z, and T are contained
in other three different cyclic groups.

The rationale of the post-quantum resistance of the known HDLP-
based signature schemes is quite straightforward: potential attacker
knows no elements of the hidden cyclic group in which the exponentia-
tion operation is performed, therefore, to compute the logarithm value
x the Shor quantum algorithm [3] cannot be directly applied. Indeed,
that algorithm is based on the ability of a quantum computer to per-
form a discrete Fourier transform (used to compute the period length
of periodic functions) extremely efficiently for functions that take on
values in a finite cyclic group [5]. In particular, to find the logarithm
value x one constructs a periodic function whose values lie in a fixed
cyclic group, which contains a period with the length depending on the
value x.

For the case of the HDLP-based signature algorithms described in
papers [8], [9] one can define the periodic function F (i, j) = Y i ◦T ◦Zj

in two integer variables i and j. This function contains a period with
the length equal to (−1, x):

F (i, j) = Y i ◦ T ◦ Zj = Y i−1 ◦ T ◦ Zj+x = F (i− 1, j + x).

Thus, the design criterion related to the known HDLP-based sig-
nature algorithms can be formulated as follows.

208



A practical digital signature scheme

Criterion 1. The periodic functions constructed on the base of
public parameters of the signature algorithm and containing a period
with the length depending on the discrete logarithm value should take on
values in different finite cyclic groups contained in the FNAA. Besides,
no cyclic group can be pointed out as a preferable finite group for the
values of the function F (i, j).

It is reasonable to assume that in the future, quantum algorithms
will be developed that will effectively find the period length for func-
tions that take on values within the framework of the whole FNAA
used as algebraic support of the signature scheme. Taking into ac-
coun such potential possibility, the following advanced criterion of the
post-quantum resistance had been proposed in [11], [12].

Criterion 2. Based on the public parameters of the signature
scheme, the construction of a periodic function containing a period
with the length depending on the discrete logarithm value should be a
computationally intractable task.

To implement a signature scheme satisfying the advanced criterion,
one can use the idea of masking periodicity depending on the discrete
logarithm value. To implement this idea, in the signature schemes pro-
posed in [11], [12] a commutative group with two-dimensional cyclicity
had been used as a hidden group. A finite commutative group is called
group with the µ-dimensional cyclicity, if the group is generated by a
generator system of µ independent elements possessing the same order
value.

Suppose, in a hypothetic signature scheme the public key (Y,Z) in-
cludes elements computed as fallows: Y = ψ1 (G

x) and Z = ψ2 (GQ),
where elements G and Q are generators of two different cyclic groups
contained in the hidden commutative group with 2-dimensional cyclic-
ity. Since each of the values G and Q has the same order, you cannot
eliminate the Q multiplier effect by performing an exponentiation oper-
ation. Therefore, periodic functions, like the functions F (i, j) = Y i◦Zj

or F (i, j) = Y i ◦ T ◦Zj, will only show the periodicity associated with
the value of the order of the elements G and Q.

This idea is quite trivial, but when it is implemented in spe-
cific signature algorithms, there are a number of complications that
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must be overcome. The implementation of this idea in signature
schemes [11], [12] required doubling the size of the public key and dou-
bling the verification equation. At the same time, the size of the signa-
ture increased by three or more times compared to signature schemes
that meet the Criterion 1.

In Section 3, a new 4-dimensional FNAA with a fast vector mul-
tiplication operation is proposed as an algebraic carrier of the HDLP-
based signature algorithms. This algebra contains sufficiently large
number of the commutative groups of the order (p−1)2, which possess
2-dimensional cyclicity. Section 4 presents a novel method for design-
ing HDLP-based signature schemes satisfying Criterion 2, which are
free from the disadvantages of the implementations [11], [12].

2.2 Setting finite non-commutative algebras

Suppose a finite m-dimensional vector space is defined over the ground
finite field GF (p) and, additionally to the addition operation and scalar
multiplication, a vector multiplication operation is defined so that it is
distributive at the right and at the left relatively the addition opera-
tion. Then we have the algebraic structure called the m-dimensional
finite algebra. Some algebra element A can be denoted in the follow-
ing two forms: A = (a0, a1, . . . , am−1) and A =

∑m−1
i=0 aiei, where

a0, a1, . . . , am−1 ∈ GF (p) are called coordinates; e0, e1, ... em−1 are
basis vectors.

The vector multiplication operation (◦) of two m-dimensional vec-
tors A and B is set as A◦B =

∑m−1
i=0

∑m−1
j=0 aibj(ei ◦ej), where each of

the products ei ◦ ej is to be substituted by a single-component vector
λek, where λ ∈ GF (p), which is indicated in the cell at the intersection
of the ith row and jth column of the so-called basis vector multiplica-
tion table (BVMT). To define associative vector multiplication opera-
tion, the BVMT should define associative multiplication of all possible
triples of the basis vectors (ei, ej, ek): (ei ◦ ej) ◦ ek = ei ◦ (ej ◦ ek).

The BVMT shown as Table 1 sets 2-dimensional finite commuta-
tive associative algebra that is a finite field GF (p2), if the structural
constant λ 6= 0 is a quadratic non-residue in GF (p) [14]. If λ is a
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Table 1. The BVMT setting the 2-dimensional commutative algebra

◦ e0 e1
e0 e0 e1
e1 e1 λe0

quadratic residue, the set of invertible elements of the said algebra rep-
resents the multiplicative group Γ′ possessing 2-dimensional cyclicity
and having order equal to (p − 1)2. In general, a finite group is called
group with µ-dimensional cyclicity if its minimum generator system
includes µ independent elements of the same order [15].

When constructing the HDLP-based public-key cryptoschemes, one
uses hidden cyclic groups whose order is equal to a prime of sufficiently
large size. Therefore the used FNAAs are defined over the field GF (p)
whose characteristic is equal to a prime p = 2q + 1, where q is also
a prime. In the last case the group Γ′ includes the commutative sub-
group Γ with the minimum generator system < G1, G2 >, in which the
elements G1 and G2 have prime order q. Different pairs of integers i
and j, such that 0 < i < q and 0 < j < q, define different elements
Gij = Gi

1 ◦ Gj
2 having order q. Every element Gij is a generator of

some cyclic group of the prime order q. For a fixed pair of integers
(i, j), where i, j = 1, 2, . . . , q − 1, each of the formulas Gk = Gij ◦ Gk

1

and Gk = Gij ◦ Gk
2 , where k = 0, 1, . . . , q − 1, sets q generators of q

different cyclic groups of the order q.

To set FNAAs of arbitrary even dimensions m, one can use two
unified methods, [8], [16], each of which is represented by a simple
mathematical formula parameterized by valuesm = 2, 4, 6, . . . 2i, which
describes the content of all cells of the BVMT as the basis vector
efm(i,j) = ei ◦ ej , where the function fm(i, j) takes on the values from
the set 0, 1, 2, . . . m − 1. For a fixed value m, each of that methods
sets an m-dimensional FNAA in which the computational complexity
of the vector multiplication operation is approximately equal to m2

multiplications in GF (p).

In order to provide a higher performance of the developed signature
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scheme, in the present paper it is used a specially composed particular
BVMT defining a 4-dimensional FNAA with the vector multiplication
operation having complexity equal to ≈ 8 multiplications in GF (p).

3 The used algebraic support and its proper-

ties

The 4-dimensional FNAA used as algebraic carrier is set by a sparse
BVMT represented by Table 2, where the structural constant λ 6= 0.
This algebra contains the global two-sided unit E = (1, 1, 0, 0). The
vectors G = (g0, g1, g2, g3) satisfying the non-equality g0g1 6= λg2g3 are
invertible. The vectors N = (n0, n1, n2, n3) satisfying the condition
n0n1 = λn2n3 are non-invertible. It is easy to show that the number
of non-invertible vectors is equal to ηN = p3+ p2− p. Correspondingly,
the number of invertible vectors, i. e. the order of the multiplicative
group of the algebra, is equal to

Ω = p4 − ηN = p(p− 1)
(

p2 − 1
)

. (1)

To study structure of the algabra, consider different sets of the algebra
elements X that are mutually permutable with a fixed vector A. The
elements X = (x0, x1, x2, x3) can be computed from the vector equation
A ◦X = X ◦ A that can be reduced to solving the following system of
three linear equations with the unknowns x0, x1, x2, and x3:











λ (a3x2 − x3a2) = 0;

a2 (x0 − x1) + x2 (a1 − a0) = 0;

a3 (x1 − x0) + x3 (a0 − a1) = 0.

(2)

Consider the following cases: i) a0 = a1 = s and a2 = a3 = 0; ii)
a0 6= a1 and a2 = a3 = 0; iii) a2 = 0, and a3 6= 0; iv) a2 6= 0, and
a3 = 0; v) a2 6= 0, and a3 6= 0.

Case i) relates to the set of the scalar vectors S = sE. Evidently,
every vector of the considered 4-dimensional FNAA is permutable with
every scalar vector. The set of scalar vectors Ψ is contained in every
set of pairwise permutable vectors.
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Table 2. The sparse BVMT setting a 4-dimensional FNAA (λ 6= 0)

◦ e0 e1 e2 e3
e0 e0 0 0 e3
e1 0 e1 e2 0
e2 e2 0 0 λe1
e3 0 e3 λe0 0

Case ii). From system (2) one can easily see that the solution space
includes p2 vectors X = (x0, x1, 0, 0), where x0, x1 = 0, 1, . . . p−1. This
set of vectors X represents a commutative subalgebra containing 2p−1
non-invertible vectors, multiplicative group of which has 2-dimensional
cyclicity and order equal to Ω1 = (p − 1)2.

Case iii). System (2) is reduced to the following system of two
equations:







x2 = 0;

x1 = x0 − x3
a0 − a1

a3
,

(3)

which defines the solution space

X = (x0, x1, x2, x3) =

(

d, d− h
a0 − a1

a3
, 0, h

)

, (4)

where d, h = 0, 1, . . . p − 1. For the fixed value h = 0, formula (6)
defines the set of scalar vectors. For the values h 6= 0, every vector
V of set (4) satisfies the condition of the Case iii), therefore V defines
the set of vectors ΦV permutable with V , which coincides with set
(4) that represents a commutative subalgebra ΦA of the considered
4-dimensional FNAA.

If a0 6= a1, then set (4) includes 2p−1 non-invertible vectors and p2−
(2p−1) invertible ones that compose multiplicative group of subalgebra
ΦA, which possesses 2-dimensional cyclicity and has order equal to
(p − 1)2. Below, commutative groups of this type are denoted as Γ1

and are called groups of the Γ1 type.
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If a0 = a1, then set (4) includes p non-invertible vectors and (p2−p)
invertible ones that compose a cyclic multiplicative group of the order
p(p − 1). Commutative groups of this type are denoted as Γ2 and are
attributed to the Γ2 type.

Case iv). System (2) is reduced to the following system of two
equations:







x3 = 0;

x1 = x0 + x2
a1 − a0

a2
,

(5)

which defines the solution space

X = (x0, x1, x2, x3) =

(

d, d+ h
a1 − a0

a2
, h, 0

)

, (6)

where d, h = 0, 1, . . . p− 1. For the values h 6= 0, every vector V of set
(6) satisfies the condition of the Case iv), therefore V defines the set
of vectors ΦV permutable with V , which coincides with set (6) that is
a commutative subalgebra ΦA. Note that for h = 0 formula (6) defines
the scalar vectors.

If a0 6= a1, then set (6) includes 2p − 1 non-invertible vectors and
(p − 1)2 invertible ones that compose a multiplicative group of the Γ1

type. If a0 = a1, then set (6) includes p non-invertible vectors and
p(p − 1) invertible ones that compose a multiplicative group of the Γ2

type.
Case v). System (2) is reduced to the following system of two

equations:










x3 = x2
a3

a2
;

x1 = x0 + x2
a1 − a0

a2
,

(7)

which defines the solution space

X = (x0, x1, x2, x3) =

(

d, d+ h
a1 − a0

a2
, h, h

a3

a2

)

, (8)

where d, h = 0, 1, . . . p − 1. For arbitrarily fixed integers d and h 6=
0, every vector V of set (8) satisfies the condition of the Case v),
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therefore V defines the set of vectors ΦV permutable with V , which
is described by formula (8) written for coordinates of the vector V =

(v0, v1, v2, v3) =
(

d, d+ ha1−a0
a2

, h, ha3
a2

)

:

X ′ =
(

x′0, x
′
1, x

′
2, x

′
3

)

=

(

d′, d′ + h′
v1 − v0

v2
, h′, h′

v3

v2

)

, (9)

where d′, h′ = 0, 1, . . . p − 1. Substitution of the coordinates v0 = d,
v1 = d+ ha1−a0

a2
, v2 = h, and v3 = ha3

a2
in formula (9) gives ΦV = ΦA.

Due to the latter result one can conclude that ΦA is the set of pairwise
permutable vectors. Actually, ΦA is a commutative subalgebra of the
order p2. Like in the cases ii), iii), and iv), for the fixed value h = 0
formula (8) describes the set of scalar vectors: X = (d, d, 0, 0), where
d = 0, 1, . . . p− 1. Thus we have come to the following conclusion:

Proposition 1. Every 4-dimensional vector, except scalar vectors,
is included in a single commutative subalgebra Φ.

Consider possible types of the ΦA relating to the Case v). Using
the non-invertibility condition, one can write the following equation for
coordinates of non-invertible vectors contained in ΦA:

d

(

d+ h
a1 − a0

a2

)

= λh2
a3

a2
, (10)

where different pairs of integers (d, h) that satisfy equation (10) set
different non-invertible vectors contained in ΦA, that is a commutative
subalgebra. Consider solution of equation (10) relatively the unknown
value d for a fixed value of h:

d =





a0 − a1

a2
±

√

(a0 − a1)
2 + 4λa2a3

2a2



h. (11)

The number of non-invertible vectors that are contained in ΦA depends
on the value ∆ = (a0 − a1)

2 + 4λa2a3.

If ∆ = δ 6= 0 is a quadratic residue in FG(p), then for every value
h = 1, 2, . . . p − 1, formula (11) gives two different values of d, i. e.
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2(p−1) non-invertible vectors different from (0, 0, 0, 0). Taking the zero
vector into account we have ηN = 2p − 1. The multiplicative group of
the subalgebra has order Ω1 = (p − 1)2 and possesses 2-dimensional
cyclicity, i. e. it is a group of Γ1 type.

If ∆ = 0, then for every value h = 0, 1, . . . p− 1 formula (11) gives
the single value of d, i. e. p non-invertible vectors including the zero
vector. Thus, the number of non-invertible vectors is equal to ηN = p.
The multiplicative group is cyclic and has order Ω2 = p2−p = p(p−1),
i. e. it is a group of Γ2 type.

If a0 6= a1, then set (5) includes 2p − 1 non-invertible vectors and
(p − 1)2 invertible ones that compose a multiplicative group of the Γ1

type. If a0 = a1, then set (5) includes p non-invertible vectors and
p(p − 1) invertible ones that compose a multiplicative group of the Γ2

type.

If ∆ = δ 6= 0 is a quadratic non-residue in FG(p), then for every
value h = 1, 2, . . . p − 1 formula (11) gives no solution of equation
(10), with exception (d, h) = (0, 0) corresponding to the zero vector
(0, 0, 0, 0). Subalgebra ΦA represents a finite ground field GF (p2), the
multiplicative group of which is cyclic and has the order Ω3 = p2 − 1.
A group of this type is called a group of the Γ3 type.

Thus, the considered 4-dimensional FNAA contains commutative
groups of the types Γ1, Γ2, and Γ3.

4 The number of commutative groups of every

type

Proposition 2. Number ηΦ of the commutative Φ subalgebras equals
to p2 + p+ 1.

Proof. The set of the scalar vectors Ψ is contained in every Φ
subalgebra. Due to the Proposition 1, every vector that is different
from a scalar vector is contained in a single subalgebra of Φ type.
Therefore, for the number ηΦ of the Φ subalgebras one can write:

ηΦ =
p4 − p

p2 − p
= p2 + p+ 1. (12)
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The Proposition 2 is proven.
Suppose k, t, and u denote number of different commutative groups

of the types Γ1, Γ2, and Γ3 correspondingly. Then we have ηΦ = k+t+u
and

k + t+ u = p2 + p+ 1. (13)

Due to the Proposition 1 and formula (1) one can write:

(Ω1 − (#Ψ− 1)) k + (Ω2 − (#Ψ− 1)) t+ (Ω3 − (#Ψ− 1))u =

= Ω− (#Ψ− 1) ;
(

(p− 1)2 − (p− 1)
)

k + (p(p− 1)− (p− 1)) t+

+
(

p2 − 1− (p − 1)
)

u = p(p− 1)
(

p2 − 1
)

− (p− 1);

(p− 2)k + (p − 1)t+ pu = p3 − p− 1. (14)

Using formulas (13) and (14) one can easily derive the following two
equations:

2k + t = (p+ 1)2; (15)

2u+ t = p2 + 1. (16)

To find the value t, consider the number of non-invertible vectors
A relating to the Case v), which define the ΦA subalgebras containing
multiplicative groups of the Γ2 type. Such vectors satisfy the conditions
a0a1 = λa2a3 6= 0 and ∆ = (a0 − a1)

2 + 4λa2a3 = 0 from which it is
easy to get the conditions

a0 6= 0; a1 6= 0; a1 = −a0; a3 =
a0a1

λa2
,

where a0, a2 = 1, 2, . . . p−1. Therefore, (p−1)2 different non-invertible
vectors A relating to the Case v) define the Φ subalgebras containing
the multiplicative group of the Γ2 type. Every one of the said Φ subal-
gebras includes p− 1 non-invertible vectors that are different from the

zero vector, therefore, the Case v) gives ηv) =
(p−1)2

p−1 = p − 1 different
groups of the Γ2 type. In addition, each of the Cases iii) and iv) gives
one unique Γ2-type group. Thus, we have got

t = p+ 1.
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Substituting the last value in (15) and (16) one gets:

k =
p(p+ 1)

2
; (17)

u =
p(p− 1)

2
. (18)

5 Signature algorithm satisfying the advanced

criterion of post-quantum resistance

The introduced 4-dimensional FNAA is well suited for development a
HDLP-based digital signature scheme satisfying the advanced criterion
of post-quantum resistance, since it contains a large number of the Γ1-
type commutative groups having 2-dimensional cyclicity. The proposed
signature scheme is described as follows.

5.1 Computation of the signature scheme parameters

The FNAA used as algebraic support is defined over the finite ground
field GF (p) with prime p = 2q + 1, where q is a 256-bit prime. The
required value p is set as generation of different 256-bit primes q until
the value 2q + 1 will satisfy a test for primality (for example, trying
several arbitrary different integers b < p, one gets a value b such that
b2 mod p 6= 1 and bq mod p 6= 1). Generation of the requiered prime p
introduces the main contribution in the computational complexity of
generating the parameters of the proposed signature scheme. Taking
into account that on the average about 102 different primes q are to be
tried, one can estimate that the generation of the value p takes about
107 multiplications modulo 257-bit prime.

The secret hidden group Γ<G,U> with 2-dimensional cyclicity is set
as computation of its minimum generator system < G,U > including
invertible vectors G and U having order q.

Algorithm for generating a hidden group with 2-dimensional cyclic-
ity:
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1. Using the invertibility condition a0a1 6= a2a3, generate a random
invertible vector A = (a0, a1, a2, a3) such that {a2 6= 0; a3 6= 0} and
compute the value

∆ = (a0 − a1)
2 + 4λa2a3.

2. If ∆ 6= 0 is a quadratic non-residue, then go to step 1.

3. Calculate the vector G = A
p−1

q = A2.
4. If G = E, then go to step 1. Otherwise generate a primitive

element s ∈ GF (p) and compute the scalar vector S = sE = (s, s, 0, 0).
5. Generate a random integer k < q and compute the vector

U = S
p−1

q ◦Gk.

6. Output the permutable vectors G and U each of which has order
equal to 256-bit prime q.

Note the step 2 outputs a vector A that is an element of the commu-
tative group of the Γ1-type. This algorithm works quickly due to the
fact that the number of the Γ1-type groups is equal to k = 2−1p(p+1),
and the latter contain about k(p − 1)2 ≈ 2−1p4 elements of the used
4-dimensional FNAA, i. e. about half of all invertible 4-dimensional
vectors.

Generation of the parameters of masking operations:
1. Select at random an invertible vector A possessing order equal

to the value p2 − 1, which satisfies the condition G ◦ A 6= A ◦G.
2. Select at random an invertible vector B possessing order equal

to the value p2 − 1, which satisfies the conditions B ◦ A 6= A ◦ B and
G ◦B 6= B ◦G
The private values A and B are used as parameters of masking opera-
tions.

Computation of the public key (W,Y,Z):
1. Select a random integer 1 < x < q and compute the vector

W = A ◦Gx ◦B−1.
2. Compute the vectors Y = B ◦G ◦B−1 and Z = B ◦ U ◦ A−1.

The value x is an element of private key. The size of the public key
(W,Y,Z) is equal to ≈ 384 bytes. Computational difficulty of the
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public-key generation procedure is roughly equal to one exponentiation
in the 4-dimensional FNAA (computational complexity of one exponen-
tion in the FNAA equals on the average to ≈ 3072 multiplications in
GF (p)).

5.2 Signature generation procedure

Suppose one is to compute a signature to the electronic document M,

using some specified 256-bit hash-function fH .

The signature to the electronic document M is computed using the
private key (x,A,B,G,U) as folows:

1. Using random integers k < q and t < q, compute the vector

V = A ◦Gk ◦ U t ◦A−1.

2. Compute the value e (the first signature element) from the docu-
ment M to which the vector V is concatenated: e = fH (M,V ), where
fH is a specified hash-function.

3. Compute the second signature element s as solution of the fol-
lowing quadratic equation

es2 − s+ xt+ t = k mod q.

If the last equation has no solution, then go to step 1.

4. Compute the third signature element

d = s−1(t− s) mod q.

On the average, computation of a signature (e, s, d) requires per-
forming the first, second, and third steps of the signature generation
procedure two times. Therefore, computational difficulty of the sig-
nature generation is roughly equal to four exponentiations in the 4-
dimensional FNAA (≈ 12300 multiplications in GF (p)). The signature
size is equal to ≈ 768 bits (96 bytes).
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5.3 Signature verification procedure

The verification of the signature (e, s, d) to the document M is per-
formed on the public key (W,Y,Z) as folows:

1. Using the public key, compute the vector V ′:

V ′ =
(

W ◦ Y es ◦ Z ◦ (W ◦ Y ◦ Z)d
)s
.

2. Compute the hash-function value e′ from the document M to
which the vector V ′ is concatenated: e′ = fH (M,V ′).

3. If e′ = e, then the signature is genuine. Otherwise reject the
signature.

The computational difficulty of the signature verification procedure
is roughly equal to three exponentiation operations in the FNAA (≈
9200 multiplications modulo p).

Correctness proof of the signature algorithm consists in proving
that the correctly computed signature (e, s, d) will pass the verification
procedure as a genuine signature. Due to the mutual commutativity
of the automorphism-map operation with the exponentiation operation
we have the following:

V ′
1 =

(

W ◦ Y es ◦ Z ◦ (W ◦ Y ◦ Z)d
)s

=

=
(

A ◦Gx ◦B−1 ◦
(

B ◦G ◦B−1
)es ◦B ◦ U ◦ A−1◦

◦
(

A ◦Gx ◦B−1 ◦B ◦G ◦B−1 ◦B ◦ U ◦ A−1
)s−1(t−s)

)s
=

= A ◦Gxs ◦Ges2 ◦ U s ◦Gx(t−s) ◦Gt−s ◦ U t−s ◦A−1 =
= A ◦Ges2−s+xt+t ◦ U t ◦ A−1 =
= A ◦Gk ◦ U t ◦A−1 = V ⇒ V ′ = V ⇒ e′ = e.

6 Discussion

In the proposed signature scheme, the idea [11] of using a hidden com-
mutative group possessing 2-dimensional cyclicity is exploited. How-
ever, the used method for implementing the advanced criterion of post-
quantum security is different. Due to a novel design the signature size
is reduced significantly and performance of the signature verification
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procedure is improved. The used 4-dimensional FNAA set by a sparse
BVMT provides about a twofold (and fourfold) increase in performance
of the signature scheme in comparison with [11] (and [12]).

Like in the signature scheme [17], in the introduced one generation
of the public key is performed using two different types of operations
masking the hidden commutative group. The first type relates to the
automorphism map operation possessing the property of mutual com-
mutativity with the exponentiation operation (see the formula for com-
puting the element Y of the public key). The second type relates to
a map operation that is free of the property of mutual commutativity
with the exponentiation operation (see formulas for computing the el-
ements W and Z of the public key). However, masking operations of
the second type are not arbitrary. Their parameters are chosen taking
into account the fact that their compositions form a composite opera-
tion that has the said property of commutativity. An advantage of the
introduced signature scheme against [17] is elimenation of doubling of
both the verification equation and the public key.

An advantage of the introduced signature scheme is the use of the
algebraic support for which one can evidently demonstrate the exis-
tence of the sufficiently large number of different commutative groups
having 2-dimensional cyclicity (see formula (17)).

Table 3, where a procedure execution time* is estimated in mul-
tiplications in GF (p), presents a rough comparison of the proposed
signature scheme with the introduced earlier in [11], [12], [17]) ones (for
the case of using a 257-bit prime).

To illustrate fulfillment of Criterion 1, consider the construction of
some periodic functions based on public parameters of the proposed
signature algorithm.

1. Suppose the function

F1(i, j) = (W ◦ Y ◦ Z)i ◦ (W ◦ Z)j = A ◦Gxi+i+j ◦ U i+j ◦A−1

includes a period with the length (δi, δj). Then, taking into account
that G and U are generators of different cyclic groups of the same order
q, we have xδi+δi+δj ≡ 0 mod q and δi+δj ≡ 0 mod q. From these two
congruencies one gets: xδi ≡ 0 mod q ⇒ δi ≡ δj ≡ 0 mod q. The last
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Table 3. Comparison of the proposed and known signature schemes

Signature signature public-key sign. gener. sign. verific.
scheme size, bytes size, bytes time* time*

[11] 192 768 18,432 24,576

[12] 256 1158 41,472 55,296

[17] 192 768 30,720 24,576

Proposed 96 384 12,300 9,200

means the function F1(i, j) possesses only the periodicity connected
with the value q that is order of cyclic groups contained in the hidden
commutative group with 2-dimensional cyclicity.

2. Suppose the function

F2(i, j) = (Z ◦W )i ◦ Y j = B ◦ U i ◦Gxi ◦Gj ◦B−1

includes a period with the length (δi, δj). Then, we have δi ≡ 0 mod q
and xδi+ δj ≡ 0 mod q ⇒ δi ≡ δj ≡ 0 mod q, i. e., the function F2(i, j)
also possesses only the periodicity connected with the value q.

7 Conclusion

An alternative design of the HDLP-based signature schemes satis-
fying the advanced criterion of post-quantum security is implemented
in the introduced signature scheme. A new 4-dimensional FNAA set
by a sparse BVMT is used as the algebraic carrier. For the first time,
the types of the commutative groups contained in the algebraic car-
rier have been studied, and formulas for computing the number of the
groups of every type have been obtained. To study the properties of
the used FNAA, a method of computing sets of pairwise permutable
vectors has been applied. This method is attractive to study properties
of FNAAs of other types and dimensions.
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The proposed signature scheme seems to be quite competitive with
known candidates for post-quantum signature schemes. At the same
time, one can suppose that other efficient designs for implementing
Criterion 2 are possible.
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Cube-root-subgroups of SL2 over imaginary

quadratic integers∗

Miroslav Kureš

Abstract

All cube roots of the identity in the special linear group of
2 × 2-matrices with entries in the ring of integers in Q[

√
d] are

described. These matrices generate subgroups of the third order;
it is shown that such subgroups may contain non-elementary ma-
trices in the sense of P. M. Cohn. All this is viewed with respect
to possible applications in lattice cryptography.

Keywords: Imaginary quadratic field, ring of integers, non-
elementary matrices, special linear group, public-key cryptogra-
phy, lattice-based cryptosystems.

MSC 2010: 13F07, 15A16, 11R11, 11T71.

1 Introduction

Some public-key cryptographic algorithms are believed to be secure
against attacks by quantum computers. Lattice-based cryptography is
believed to be one of them ( [1]). Another system is e. g. multivariate
public key cryptography (we discuss some of its features and possible
improvements in the papers [3] and [4], where the multivariate system
is called TTM, which means the Tame Transformation Method).

On the other hand, Shor’s algorithm for quantum computers is
designed to solve prime factorization of large primes and the discrete
logarithm problem in polynomial time.

In the paper, we will have in mind – in the background – lattices
represented by their generator matrices. We are concerned with design

©2021 by M. Kureš
∗The research has been supported by Brno University of Technology, the specific

research plan No. FSI-S-20-6187.
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ideas based on linear algebra over certain domains. Regarding the
submission of these ideas into a lattice-based cryptosystem, we can
think, for instance, the GGH cryptosystem, which is perhaps the most
intuitive encryption scheme based on lattices. We remark that the
classical GGH cryptosystem has been subject to cryptanalytic attacks
and should be considered insecure, but we are not particularly limited
to this system, which we mention as an example only, and, moreover,
we present a completely different algebraic situation in which no attacks
have yet been proposed.

In some cryptographic protocols working over finite groups, we have
to be careful that we do not fall victim to what is called a small subgroup
attack. In order to counter this attack, the prime order groups are used,
in which all elements are primitive and small subgroups do not exist
( [8]).

So, our design is to consider lattice cryptography over imaginary
quadratic integers, involving not only large-size matrices but also 2× 2
matrices, then selecting non-elementary matrices that are difficult to
generate. In this paper we note that there exist also inappropriate,
small subgroups in this case. Our result can also be seen as a contri-
bution to matrix theory.

2 Some facts about orders of imaginary qua-

dratic fields and problem formulation

Let d be a negative square-free integer and C a positive integer. We
will distinguish two cases:

(I) d ≡ 1 (mod 4)

(II) d ≡ 2 or d ≡ 3 (mod 4)

We set

ε =

{

1 for the case (I)

0 for the case (II);

and
θ =

√
d+

ε

2

(

1−
√
d
)
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and

D = −d+
ε

4
(1 + 3d).

Further, we denote by Z [Cθ] an order of the imaginary quadratic field
Q[

√
d], so

Z [Cθ] = {x+ yCθ;x, y ∈ Z}.

The order Z [Cθ] is a normed ring with the norm | | : Z [Cθ] → R+ equal
to the complex numbers absolute value. Then for z = x+yCθ ∈ Z [Cθ]
we have

|z|2 = x2 + εxyC + y2C2D.

All orders are domains. For C = 1, the order Z [Cθ] is called the
maximal order or the ring of integers in Q[

√
d] (often denoted also by

OQ[
√
d).

The maximal orders are principal ideal domains (PID’s) if and only
if d is one of the numbers

−1,−2,−3,−7,−11,−19,−43,−67,−163.

For the (more usual) norm defined as the square root of our | |,
there does not exist any x ∈ Z [θ] with this norm between 1 and 2 (or
in our | | between 1 and 4) which holds for every negative square-free
d, excerpt when

d = −1,−2,−3,−7,−11

which are just the domains in which is a Euclidean algorithm for com-
puting the greatest common divisor. All other Z [θ] are non-Euclidean.

2.1 The fact that not all matrices are elementary

Let us consider SL (2,Z). By an elementary transvection Vij(r) 1 ≤ i 6=
j ≤ m, r ∈ R, we mean a matrix [aνµ] with

aνµ =











1R for ν = µ

r for ν = i, µ = j

0R otherwise.
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Finite products of elementary transvections form a subgroup SE (2,Z)
of elementary matrices in SL (2,Z). In other words, one can ob-
tain elementary matrices by a finite sequence of multiplyings a row
(or column) by a non-zero number r and adding the result to an-
other row (or column), starting from the identity matrix. However,
SE (2,Z) = SL (2,Z).

When we replace Z by another ring R, then it can happen that
SE (2, R) is a proper subgroup of SL (2, R). This problem was studied
by P. M. Cohn in 1966. He was the first to give an example of a matrix
with determinant 1 which is not elementary. In the paper [5] (published
in 2011), we introduced an algorithm how to detect such matrices for
any order of imaginary quadratic field.

2.2 Some classical examples of non-elementary matrices

Here are some known examples of non-elementary matrices that have
been studied before. By way of illustration, we also calculate their
twelfth power: these matrices are of infinite order, so the norms of
their entries are not bounded.

P. M. Cohn, [2], 1966: d = −19,

MCohn =

(

3− θ 2 + θ

−3− 2 θ 5− 2 θ

)

.

Then

M12
Cohn

=
(

−138533292392 + 7105318818 θ 1003585011 − 60934202901 θ
−29430829974 + 110698224819 θ −249231517211 + 23358797787 θ

)

.

R. Tuler, [9], 1983: d = −37,

MTuler =

(

29 7− θ

7 + θ 3

)

.

We compute

M12
Tuler

=
(

1033551428421627457 249747318595287744 − 35678188370755392 θ

249747318595287744 + 35678188370755392 θ 105918530781987265

)

.
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This paper shows that there are also small-order non-elementary
matrices for which even the third power is the identity matrix. For
example, for d = −163 all matrices

M1 =

(

1− 5 θ 2 + 2 θ
19− 12 θ −2 + 5 θ

)

,

M2 =

(

4− θ 5 + 2 θ
4 −5 + θ

)

,

M3 =

(

8− θ 4− 2 θ
−8 −9 + θ

)

,

and

M4 =

(

−10− 3 θ 25 + 4 θ
−2− 2 θ 9 + 3 θ

)

are examples of non-elementary matrices, the third power of which is I.

Theorem 2.7 of [6] allows us to calculate easily the possible orders of
elements of GL (2,Z). The result is that this group can have subgroups
of orders 2, 3, 4, and 6. We note that all these numbers are divisors of
12, whose power we have calculated above. 1

2.3 The problem

We search for matrices M whose entries are integers in Q[
√
d] satisfying

M3 = I =

(

1 0
0 1

)

.

1When we have already mentioned divisors of the number 12, we will also re-

member the efforts of the duodecimalists, by recalling Limerick from the Duodecimal

Bulletin 2015, No.1:

A base boasting reason and rhyme,

Sported factors full four at a time.

”Why the fourth and the third?”

”Cause just three is absurd;

And only two, sir, is a crime.”
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Our next requirement is that the determinant of the matrix M is equal

to 1. So, we do not consider matrices like

(

1 0

0 −1+
√
−3

2

)

; in other

words, we are only in the group SL (2,Z [θ]).
Of course, trivial solutions of the problem M3 = I are diagonal

matrices
(

1 0
0 1

)

,

(

−1+
√
−3

2 0

0 −1+
√
−3

2

)

and

(

−1−
√
−3

2 0

0 −1−
√
−3

2

)

,

the last two only in the case of Eisenstein integers. We want to classify
all other nontrivial matrices.

3 The result

Theorem 1. Let d be a negative square-free integer. Then the complete
classification of matrices of SL (2,Z [θ]) representing nontrivial cube
roots of identity is as follows.

(i) For every d 6= −3, a matrix of SL (2,Z [θ]) represents nontrivial
cube roots of identity if and only if it is of a form

(

a+Aθ b+B θ

c+ C θ −a− 1−Aθ

)

, (1)

where

bc+BC

(

d− ε
3d+ 1

4

)

= −1− a− a2 −A2

(

d− ε
3d+ 1

4

)

(2)

bC +Bc+ εBC = −A− 2aA−A2, (3)

a,A, b,B, c, C ∈ Z.

(ii) For d = −3, a matrix of SL (2,Z [θ]) is of the same form as in
the case (i).

(iii) The cardinality of the intersection of a 3-element subgroup gen-
erated by a nontrivial cube root of identity with SE (2,Z [θ]) can
be either 1 or 3.
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Proof. (i) Let us start with a matrix

M =

(

α β

γ δ

)

,

where α, β, γ, δ ∈ C. One can easily deduce that requirement
M3 = I implies the following system of equations:

α3 + 2αβγ + βγδ = 1; (4)

β
(

α2 + βγ + αδ + δ2
)

= 0; (5)

γ
(

α2 + βγ + αδ + δ2
)

= 0; (6)

αβγ + 2βγδ + δ3 = 1. (7)

Equations (5) and (6) are directed to three variants.

Variant I. Let β = 0. Then α3 = 1 and δ3 = 1. Let us denote

by σ = −1+
√
3

2 and by σ̄ its complex conjugate. Then the set of
complex cube roots of 1 is S = {1, σ, σ̄}. Then α = σ1, δ = σ2,
where σ1 and σ2 are some elements from S. Now, it follows from
the equation (6) that if σ1 = σ2, then γ = 0, and if σ1 6= σ2,
then γ can be taken completely arbitrarily. The conclusion of
this variant is therefore

(

σ1 0
γ σ2

)

with σ1, σ2, γ as mentioned. (8)

Variant II. Let γ = 0. Analogous to the previous Variant I. The
conclusion is

(

σ1 β

0 σ2

)

with σ1, σ2, β similarly as above. (9)

Variant III. Let β 6= 0 ∧ γ 6= 0. Then

βγ = −α2 − αδ − δ2.

If we substitute this into (4) or (7), we obtain equally

(α+ δ)3 = −1. (10)
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Let ̂S = {−1,−σ,−σ̄} and let σ̂0 be an element from ̂S and ¯̂σ0
its complex conjugate. Then

βγ = −α2 − σ̂0 + ¯̂σ0. (11)

In conclusion, we have
(

α β

γ −α+ σ̂0

)

, where σ̂0, β and γ satisfy

what has been just described.

Non-Eisenstein integers (d 6= −3) do not contain elements σ, −σ,
σ̄ and −σ̄. This brings a much simpler situation. In the Variant

I as in the Variant II, we obtain only the identity matrix I. The
Variant III reads as

(

α β

γ −α− 1

)

, where βγ = −α2 − α− 1.

For a precise description of the condition βγ = −α2 − α− 1, we
write down complex numbers into components:

α = a+Aθ, β = b+Bθ, γ = c+ Cθ.

We derive from θ =
√
d+ ε

2

(

1−
√
d
)

that θ2 = d+ ε
(

θ − 3d+1
4

)

and compute directly (2) and (3).

We remark that for given a,A ∈ Z, we can denote A1 = −1−a−
a2 −A2

(

d− ε3d+1
4

)

, A2 = −A− 2aA−A2 (the right hand sides
of (2) and (3)) and observe that there are many integer solutions
for b, B, c and C, for example, b = A1, B = A2, c = 1, C = 0.

(ii) For d = −3, θ =
√
−3 + 1

2

(

1−
√
−3
)

= 1+
√
−3

2 . Then

S =
{

1,−θ,−θ̄
}

and ̂S =
{

−1, θ, θ̄
}

.

The Variant I and Variant II, namely (8) and (9), lead to three

trivial solutions, I,

(

−θ 0
0 −θ

)

and

(

−θ̄ 0
0 −θ̄

)

and for solu-

tions described in the special case.
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In the Variant III, we have to add to equations (10) and (11) the
additional equation, the requirement that the determinant of M
is equal to 1. However,

detM = αδ − βγ = α (σ̂0 − α)−
(

−α2 + ασ̂0 + ¯̂σ0
)

= − ¯̂σ0.

Nevertheless, − ¯̂σ0 = 1 means that ¯̂σ0 = −1 and σ̂0 = −1. There-
fore, we have no equations other than those already derived in
(iA).

(iii) We have a group with 3 elements

M =

(

α β

γ −α− 1

)

, M2 = M−1 =

(

−α− 1 −β

−γ α

)

,

M3 = I =

(

1 0
0 1

)

.

with βγ = −α2 − α − 1. Of course, M3 is elementary and M is
elementary if and only ifM2 is elementary as elementary matrices
form the group SE (2,Z [θ]). It remains to show that M can be
both elementary and non-elementary. This can be demonstrated
already for d = −5. Suitable matrices are, for example,

ME =

(

1 +
√
−5 −2 + 3

√
−5

−1 −2−
√
−5

)

which is elementary and

MN =

(

2− 7
√
−5 1 + 2

√
−5

28− 21
√
−5 −3 + 7

√
−5

)

which is non-elementary.

We present elementary transvections as elementary row opera-
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tions. We observe

(

1 0
0 1

)

r1=r1+(3+
√
−5)r2

−−−−−−−−−−−−→
(

1 3 +
√
−5

0 1

)

r2=r2−r1−−−−−−→
(

1 3 +
√
−5

−1 −2−
√
−5

)

r1=r1−
√
−5r2−−−−−−−−−→

(

1 +
√
−5 −2 + 3

√
−5

−1 −2−
√
−5

)

= ME .

and that is why the matrix ME is elementary.

For the proof of the non-elementarity of MN , we use approach
presented in [5]. The (1, 2)-submatrix of MN is

A =
(

2− 7
√
−5 1 + 2

√
−5

)

,

and the reduction ellipse Ered has the equation

x2 + 5y2 +
136

21
x+

110

21
y +

76

7
= 0

(for the procedure of the computation see [5]). We can verify (or
observe on the Figure 1) that there are no interior lattice points
of the reduction ellipse with integer coordinates. Hence there are
no reduction elements for A, and thereforeMN is non-elementary.

Remark 1. It is easy to search for square roots from the identity. But
there are no non-trivial solutions in SL (2,Z), which the reader can
verify. Another problem would be to look for the fourth roots, where
the same procedure as in our paper could be used.
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- 6 - 5 - 4 - 3 - 2 - 1

- 3

- 2

- 1

0

1

2

Figure 1. The reduction ellipse Ered for the matrix A possessing no
interior lattice point.

4 The Goldreich–Goldwasser–Halevi crypto-

system (GGH)

The private key is a generator matrix Z of a complete lattice L with
good properties such as short and nearly orthogonal generators together
with a unimodular matrix M .

The public key is another (”bad”) generator matrix Y of L obtained
as Y = MZ.

Given an open message expressed as a vector m and a random (so-
called error) vector e which has to be small, we cipher by c = m ·Y +e.

To decrypt c, first compute d = c ·Z−1 and apply the rounding-off
which provides ⌊d⌉. Finally, we compute m as ⌊d⌉ ·M−1.

4.1 GGH cryptosystem – introductory example over

Gaussian integers

Let d = −1, then θ =
√
−1. We will present only a very basic example

to remind the reader of the principles of the GGH system.

Let the generator matrix of the complete 3-lattice L be

Z =





12 + θ 0 1 + 2 θ
1 15 + θ 1− θ

4− θ 3− 3 θ 11− 19 θ



 ,
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and the unimodular matrix

M =





8 + 3 θ −2 + 20 θ 3 + 2 θ
33 − 3 θ 39 + 8 θ 4− 6 θ
2 + 4 θ 2 + 5 θ 1





(detM = 1). Then the ”bad” generator matrix of L is

Y = M · Z =





105 + 69 θ −35 + 295 θ 91 + 6 θ
448 − 23 θ 571 + 129 θ 16− 110 θ
26 + 54 θ 28 + 74 θ 12− 8 θ



 .

Now, for the open messagem = (50 + θ, 11− θ, 34 + 15 θ) and the error
vector e = (1 + θ, 2− θ, 3− 2 θ), we compute the ciphered message as

c = m · Y + e = (10161 + 5081 θ, 4209 + 18498 θ, 5141 − 929 θ) .

The decryption: first, we compute d = c · Z−1 as
(
2989188391

3907301
+

1008368124

3907301
θ,

2423186121

7814602
+

4872178230

3907301
θ,

860187474

3907301
+

375699873

7814602
θ

)

which we round-off to

⌊d⌉ = (765 + 258 θ, 310 + 1247 θ, 220 + 48 θ) .

Finally, m is recovered with

m = ⌊d⌉ ·M−1 = (50 + θ, 11− θ, 34 + 15 θ) .

4.2 GGH cryptosystem – a use of non-elementary ma-

trices, where d = −163

For example, we can use a non-elementary unimodular matrix MU =
(M1 ·M2 ·M3 ·M4)

3 as

(
52573221941851385 + 7734170153866877 θ −108339682589377105 − 8450168415298437 θ
97004133663118053 + 22955204128735434 θ−224828457848433395 − 29213244459035477 θ

)

.

We can use it for construction of a ”bad” generator matrix. Then,
a finding of the inverse matrix is complicated not only by that we have
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used an ”innovation” ring of integers with completely different mul-
tiplication compared to Z but also by the fact that MZ can also be
non-elementary and attempting to break such an element of a cryp-
tosystem precludes, for example, a use of Gauss-Jordan elimination for
the inverse.

5 Conclusion

Computer science develops cryptographic protocols and judges how se-
cure certain protocols are. The purpose of cryptography is to prevent
other parties from accessing information they should not access. In
our digitized world, these questions have considerable importance as
communicating sides do not meet directly and use asymmetric cryp-
tographic protocols. Modern public-key cryptography uses advanced
algebraic methods. The paper deals with questions coinciding with the
so-called small subgroup attack. There are classified all cube roots of
the identity in the special linear group of second-order matrices with
entries in the ring of integers in imaginary quadratic fields. The re-
sult may be essential for designing new protocols, e.g. in lattice-based
cryptosystems.
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BeyondBenford R Package to compare

Benford’s and BDS’s Distributions

Stéphane Blondeau Da Silva

Abstract

The package BeyondBenford compares the goodness of fit
of Benford’s and Blondeau Da Silva’s (BDS’s) digit distributions
in a given dataset. It first enables to check whether the data dis-
tribution is consistent with theoretical distributions highlighted
by Blondeau Da Silva or not; indeed, this ideal theoretical dis-
tribution must be at least approximately followed by the data
for the use of BDS’s model to be well-founded. It also allows to
draw histograms of digit frequencies or probabilities (and their
confidence or prediction intervals), both observed in the dataset
and given by the two theoretical approaches. Finally, it proposes
to quantify the goodness of fit of these laws via Pearson’s chi-
squared tests.

Keywords: Benford’s law, digits, experimental data, R-
package.

MSC 2010: 60E05.

1 Introduction

Benford’s Law, also called Newcomb-Benford’s Law, is somewhat sur-
prising; indeed, the first digit d, d ∈ J1, 9K, of numbers in many nat-
urally occurring collections of data does not follow a discrete uniform
distribution, as might be thought, but a logarithmic distribution (see
the recent books of [1] and [2]). Discovered by the astronomer New-
comb in 1881 [3], it was definitively brought to light by the physicist
Benford in 1938 [4]. The probability that d is the first digit of a number

©2021 by S. Blondeau Da Silva
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is approximately:

log(1 +
1

d
) .

It can also be extended to digits beyond the first one [5], the probability
for d, d ∈ J0, 9K, to be the pth digit of a number being:

10p−1−1
∑

j=10p−2

log(1 +
1

10j + d
) .

It was quickly admitted that numerous empirical data sets follow
Benford’s law: economic data [6], social data [7], demographic data
[8], [9], physical data [10], [11] or biological data [12], [13] for instance;
to such an extent that this law was used to detect possible frauds in
lists of socio-economic data [14], [15] or in scientific publications [16].

Nevertheless many discordant voices brought a significantly differ-
ent message. By putting aside the distributions known to fully disobey
Benford’s law [17]–[19], this law often appeared to be a good approxi-
mation of the reality, but no more than an approximation [20]–[22].

Similar to first digit case, the distributions of digits beyond the first
have been observed in various application areas [11], [16], [23] and have
also been used to detect frauds [24]–[26]. Once more, limits of such
methods were emphasized [24], [25], [27].

Blondeau Da Silva, considering data as realizations of a homoge-
neous and expanded range of random variables following discrete uni-
form distributions, showed that, the proportion of each d, d ∈ J0, 9K,
as leading digit [28] or as other digit [29] structurally fluctuates. He
demonstrated that, in his models, the predominance of 1 as digit (fol-
lowed by 2 and so on) is all but surprising, and that the observed
fluctuations around the values of probability determined by Benford’s
Law are also predictible: there is not a single Benford’s Law but nu-
merous distinct laws each of them determined by a parameter, the
upper-bound of the considered data.

The huge and growing literature on Benford’s law is available on the
online database www.benfordonline.net with well over 1000 papers.
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Two R packages [30] already enable to check whether datasets conform
to Benford’s law or not: BenfordTests [31] and benford.analysis

[32]. The package BeyondBenford [33] compares the goodness of fit
of Benford’s law, on the one hand, and BDS’s laws, on the other hand.
Indeed, these latter, under certain conditions that we will recall, al-
low a better reliability of adjustment. The package BeyondBenford

calculates the digit distribution in the considered dataset and deter-
mines whether it is consistent with BDS’s or Benford’s one. It also
provides plotting tools for the visual evaluation of these distributions.
We will walk through a detailed example to give an overview of the
BeyondBenford package.

2 An example to get familiar with the main

functions

Street addresses of Pierre-Buffiere, a small town of approximately 1200
inhabitants in Haute-Vienne (France), are available on:

www.data.gouv.fr/fr/datasets/base-d-adresses-nationale-ouverte-bano/ ,

which is an open platform for French public data.

After loading the package (library(BeyondBenford)), the code
data(address PierreBuffiere) gives us access to the sample data.
This factor contains 346 rows, with each row representing an address
number.

3 Is the data consistent with BDS’s model?

This is the first essential question that must be answered in the affirma-
tive. If this is not the case, comparisons are not relevant: the package
should not be used. Indeed the use of the package is appropriate when
the studied data can be considered as realizations of a homogeneous and
expanded range of random variables approximately following discrete
uniform distributions. In this model, the data is strictly positive and is
lower and upper-bounded, constraint which is often valid in datasets,
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the physical, biological, demographic, social and economical quantities
being limited [28].

Among the different domains studied by Benford [4], some could
be well adapted to our model: sizes of populations or street addresses
for example (see [28] for a detailed explanation). [34] advised precisely
to use their own similar model in the case of street addresses or when
considering the first-page numbers of articles in a bibliography.

[29] showed that the model induces a specific distribution of posi-
tive integers determined by a lower and an upper-bound. Hence, in or-
der to conform as closely as possible to the model, the studied database
must have a distribution similar to that described in [29]. In pth digit
case, the probability pk to obtain the number k ∈ Jlb;ubK (where lb is
the lower-bound and ub is the upper-bound) verifies:

pk =
1

ub − lb + 1

ub−lb+1
∑

i=k−lb+1

1

i
.

In the studied example, the minimum value of the street number is
1 and the maximum value is 74. The associated theoretical distribution
for the second digit is plotted in Figure 1.

The BeyondBenford package provides plotting tools to deter-
mine whether the data is consistent with BDS’s model: the function
dat.distr. The function’s main arguments are as follows:

◦ dat: the considered dataset, a data frame containing non-zero
real numbers.

◦ theor: if theor=TRUE BDS’s theoretical distribution is plot-
ted, otherwise only the histogram is represented. Default value:
theor=TRUE.

◦ nclass: a strictly positive integer: the number of classes in the
histogram. Default value: nclass=50.

◦ conv: if conv=1, all values of the dataset are multiplied by 10k

where k is the smallest positive integer such that all non-zero
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Figure 1. Theoretical distribution of street numbers in the second digit
case, the upper-bound being 74.

numerical values in the newly multiplied data frame have an ab-
solute value greater than or equal to 1. Default value: conv=0.

◦ lwbound: a positive integer, which characterizes the data. All
(or most) of the data are greater than this ”lower-bound”. De-
fault value: lwbound=max(floor(min(abs(dat)))+1,(10∗∗(dig

-1))).

◦ upbound: a positive integer, which characterizes the data. All
(or most) of the data are lower than this ”upper-bound”. Default
value: upbound=ceiling(max(dat)).

◦ dig: the chosen position of the digit (from the left). Default
value: dig=1.

◦ nchi: the number of classes for values from 10p−1 to max(max(dat
a),upbound). If nchi>0, the function returns the chi-squared
statistic (with nchi − 1 degrees of freedom) of goodness of fit
determined by the different classes. The null hypothesis states
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that the studied distribution is consistent with the considered
theoretical distribution. Default value: nchi=0.

Let us apply the dat.distr function to the address PierreBuffie

re dataset. The output from dat.distr is the data histogram along
with optional BDS’s theoretical distributions (Figure 2).

It can be noted that there are also other arguments for the format-
ting of histograms.

Example 1. ## Both the histogram and theoretical distribution are
represented
dat.distr(address PierreBuffiere, dig=2, nclass=65)

Note that, out of the 346 values, only 217 are taken into consider-
ation here because the values need to have at least 2 digits.

The data distribution looks similar to the one described by BDS’s
model (Figure 2). Let us provide a second example in which we nu-
merically determine whether the studied distribution is conform to the
theoretical distribution or not:

Example 2. ## The function returns the chi-squared statistic of good-
ness of fit determined by nchi classes.
dat.distr(address PierreBuffiere, dig=2, nchi=4)

[1] "Class freq.:" "130" "51" "25"

[5] "11"

[1] "Theor. freq.:" "127.050977504473" "54.6446927640259"

"26.7009825219254"

[5] "8.60334720957567"

chi2 pval

1 Chi2 value is: The p-value is:

2 1.08754607580421 0.780081329402347

The dat.distr function returns, if requested, the frequencies of
each equal-sized class of the dataset and the associated theoretical fre-
quencies. It also returns a data frame containing the value of the chi
squared test-statistic and its p-value. Note that the number of classes
is limited by the theoretical frequencies that cannot exceed 5 in Pear-
son’s chi-squared test [35]. In our example, the null hypothesis cannot

246



BeyondBenford . . .

Figure 2. The data histogram of street numbers in the second digit
case and its BDS’s theoretical distribution.
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be rejected: the studied distribution is consistent with the theoretical
distribution.

4 Comparisons of the goodness of fit of Ben-

ford’s and BDS’s digit distributions in a

dataset

4.1 Raw data

The package BeyondBenford provides a function returning the fre-
quencies of each figure at a given position in the considered dataset:
obs.numb.dig. Its two arguments dat and dig have already been de-
fined in dat.distr function. The function output is a vector containing
the frequencies of each figure in ascending order.

Let us give an example:

Example 3. obs.numb.dig(address PierreBuffiere, dig=2)

[1] 31 24 27 21 25 17 21 16 19 16

For instance, there are 25 values with the second digit being a 4.
The package BeyondBenford also provides a function returning

Benford’s probability that a figure is at a given position: Benf.val.
Its argument dig has already been defined in dat.distr function. Its
second argument fig stands for the considered figure.

Let us give an example:

Example 4. Benf.val(4, dig=2)

[1] 0.1003082

The package BeyondBenford at last provides a function returning
BDS’s probability that a figure is at a given position (once the associ-
ated upper-bound has been specified): Blon.val. Its four arguments –
dig, lwbound, upbound, and fig – have already been defined above.

Let us give an example:

Example 5. Blon.val(fig=4, dig=2, upbound=74)

[1] 0.09836642

248



BeyondBenford . . .

In Table 1 below, the frequencies of each figure in the considered
dataset, regarding the second digit of address numbers, are listed.

Table 1. Values of frequency of each figure as second digit in the
database, Benford’s and BDS’s theoretical values (the chosen upper-
bound being 74). These values are rounded to the nearest ten-
thousandth.

Figure Freq. in the database BDS’s values Benford’s values

0 0.1429 0.1436 0.1197

1 0.1106 0.1247 0.1139

2 0.1244 0.1136 0.1088

3 0.0968 0.1053 0.1043

4 0.1152 0.0984 0.1003

5 0.0783 0.0924 0.0967

6 0.0968 0.0872 0.0934

7 0.0737 0.0825 0.0904

8 0.0876 0.0782 0.0876

9 0.0737 0.0742 0.0850

The BDS’s theoretical values seem slightly better; in particular the
frequency range is higher, both for the observed data and for BDS’s
theoretical values.

4.2 Plotting tools

The BeyondBenford package provides plotting tools to perform the
comparison between the two models with the function digit.distr.
In addition to arguments that are shared with dat.distr (dat, dig,
lwbound, upbound), the digit.distr function has mainly the fol-
lowing additional arguments:

◦ mod: if mod="ben", the data histogram and that of Benford are
displayed, if mod="ben&blo", the data histogram, that of Benford
and that of BDS are plotted, and otherwise the data histogram
and that of BDS are given. Default value: mod="ben".
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◦ No.sd: the positive decimal number of standard deviation that
defines the confidence and prediction intervals i.e. the error bars.
If No.sd=0, no error bars are drawn. Default value: No.sd=0.

◦ Sd.pr: If Sd.pr=1, error bars for proportions are plotted (with
No.sd standard deviation confidence intervals). If Sd.pr=0, they
are not plotted. Default value: Sd.pr=0.

Let us apply the digit.distr function to the address PierreBuffi

ere dataset. The output from dat.distr is a histogram of theoretical
and experimental digit distribution (Figure 3).

There are also other arguments for the formatting of histograms.

Example 6. digit.distr(address PierreBuffiere, dig=2, mod=

"ben&blo", No.sd=1, Sd.pr=1)

Naturally, Figure 3 is consistent with Table 1.

4.3 Pearson’s chi-squared test

To quantify the quality of theorical models, we use Pearson’s chi-
squared test of goodness of fit [35]: the null hypothesis states that the
studied distribution is consistent with the considered theoretical dis-
tribution, i.e. Benford’s or BDS’s ones. The function chi2 determines
the test statistic and its associated p-value. In addition to arguments
that are shared with dat.distr (dat, dig, lwbound, upbound), the
chi2 function has the following specific arguments:

◦ mod: if mod=”ben”, the theorical distribution considered is that
of Benford, else it is BDS’s ones which is chosen. Default value:
mod="ben".

◦ pval: if pval=0, the p-value is not returned, else it is available.
Default value: pval=0.

Let us apply this function to the address PierreBuffiere dataset.
The output from chi2 is a data frame containing the Pearson’s chi-
squared statistic (and the associated p-value if requested).
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Figure 3. The histogram of Pierre Buffière’s street numbers in the
second digit case along with Benford’s and BDS’s distributions of digit.
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Example 7. ## Measure of Benford’s Law goodness of fit
chi2(address PierreBuffiere, dig=2, pval=1)

chi2 pval

1 Chi2 value is: The p-value is:

2 3.84793221030181 0.921132993758269

## Measure of BDS’s Law goodness of fit
chi2(address PierreBuffiere, dig=2, pval=1, mod="BDS")

chi2 pval

1 Chi2 value is: The p-value is:

2 2.47996278328848 0.981417506807756

In both cases the null hypothesis cannot be rejected: the studied
distribution is consistent with the theoretical distributions. It can be
noted that the quality of the adjustment seems slightly better with
BDS’s model.

5 Conclusion

The use of Benford’s Law has increased rapidly in the last few years in
extremely diverse fields such as mathematics, physics, biology, eco-
nomics and demography, to name but a few. But the adjustment
proposed by Benford is often only approximate. In some precisely
described cases, BDS’s probability distributions should be preferred.
Indeed probabilities of occurrence of digits in these distributions fluc-
tuate around Benford’s values [28], [29].

The BeyondBenford package is thus a relevant tool to compare
the goodness of fit of Benford’s and BDS’s distributions in a given
collection of data. It offers new laws to find a better approximation of
digits distribution in a considered dataset.
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Abstract

A sigma coloring of a non-trivial connected graph G is a col-
oring c : V (G) → N such that σ(u) 6= σ(v) for every two adjacent
vertices u, v ∈ V (G), where σ(v) is the sum of the colors of the
vertices in the open neighborhood N(v) of v ∈ V (G). The min-
imum number of colors required in a sigma coloring of a graph
G is called the sigma chromatic number of G, denoted σ(G). A
coloring c : V (G) → {1, 2, · · · , k} is said to be a magic sigma
coloring of G if the sum of colors of all the vertices in the open
neighborhood of each vertex of G is the same. In this paper, we
study some of the properties of magic sigma coloring of a graph.
Further, we define the magic sigma chromatic number of a graph
and determine it for some known families of graphs.

Keywords: Sigma Coloring, open neighborhood sum, magic
sigma coloring, sigma chromatic number.

MSC 2010: 05C15.

1 Introduction and preliminaries

Graph coloring is a very important branch of graph theory which has
been studied by various authors. While the most commonly studied
type of vertex coloring is proper coloring, several of its variations have
been introduced and extensively studied. For related work on graph
coloring, we refer [11]–[13]. Many of these colorings have been in-
troduced so as to ensure vertex-distinguishing, edge-distinguishing or
neighbor-distinguishing properties in a graph. One such coloring is a
neighbor-distinguishing coloring, named the sigma coloring of a graph.

©2021 by CSJM; N. N. Swamy, B. Sooryanarayana, S. P. A. Prasad
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As introduced by Chartrand et al. in the year 2010, a k-vertex
coloring c : V (G) → N of a non-trivial graph G is said to be sigma
coloring of G if σc(u) 6= σc(v) for every two adjacent vertices u, v ∈
V (G), where σc(v) =

∑

w∈N(v)

c(w), called the open neighborhood sum of

v, is the sum of the colors of all the vertices in the open neighborhood
N(v) of v ∈ V (G). The sigma chromatic number of a graph G, denoted
σ(G), is the minimum number of colors required in a sigma coloring of
G. In the paper, it has been proved that the sigma chromatic number
of a graph G is bounded by its chromatic number χ(G). Also, many
characterizations of the sigma chromatic number have been established.
It is worth mentioning here that the sigma coloring of a graph has been
independently studied as lucky labeling by Czerwinski et al. [3] and
additive labeling of a graph by Bartnicki et al. [1].

Since its introduction, several studies on the sigma chromatic num-
ber have been carried out. In particular, the complexity of sigma par-
titioning and sigma chromatic number has been discussed by Dehghan
et al. [4], [5]. Further, the sigma chromatic number of some particular
families of graphs has been obtained by various authors [6], [7].

One interesting question pertaining to graphs G that are not sigma
colorable is whether there exists a coloring c of G such that all its ver-
tices receive the same open neighborhood sum, i.e., σc(u) = σc(v) for
all u, v ∈ V (G). We introduce the notion of magic sigma coloring to
answer this question. Further, we study some of its properties and iden-
tify certain families of graphs that admit magic sigma coloring. Also,
we obtain the magic sigma chromatic number of some such families of
graphs. For standard graph related terminologies, we refer [2], [8], [9].

Definition 1. Given a simple connected graph G = (V,E), a coloring
c : V (G) → {1, 2, · · · , k} is said to be a magic sigma coloring of G if
σc(u) = σc(v) for all u, v ∈ (G). Further, a graph G which admits a
magic sigma coloring is said to be magic sigma colorable and σc(G) =
σc(v), v ∈ V (G), is called the open neighborhood sum of G w. r. t. the
coloring c. Further, a disconnected graph G is said to be magic sigma
colorable if each of its components is magic sigma colorable.

Here, it has to be noted that the magic sigma coloring of a graph
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need not be surjective. That is, all the elements in the co-domain, called
colors, need not be used in a magic sigma coloring.

Definition 2. Let G be a graph with c being a magic sigma coloring
of G. The c-color sum of G, denoted Sc(G), is the sum of the colors of
all the vertices in G, i.e., Sc(G) =

∑

v∈V (G)

c(v).

v1

v2 v3 v5v4

5

2 4 12

9

5 5 5 5

9

2 4 12

9

9 9 9 9

The graph K1, 4 A coloring c1 of K1, 4 A coloring c2 of K1, 4

Figure 1. The graph K1,4 and its two colorings

To illustrate, consider the graph K1,4 and its two colorings c1 and
c2 in Fig. 1. Since σc1(v1) = 9 6= 5 = σc1(v4), c1 is not a magic sigma
coloring of K1,4. However, c2 is a magic sigma coloring of K1,4 as the
open neighborhood sum of each vertex w. r. t. c2 is the same.

It is easy to observe that some graphs are magic sigma colorable and
some others are not. For instance, consider the path P4 with V (P4) =
{v1, v2, v3, v4} and E(P4) = {v1v2, v2v3, v3v4}. Further, for a coloring
c to be a magic sigma coloring of P4, we must have Nc(v1) = Nc(v2) =
Nc(v3) = Nc(v4). However, Nc(v1) = c(v2) and Nc(v3) = c(v2) + c(v4).
Consequently, we need to have c(v2) + c(v4) = c(v2), i.e., c(v4) = 0.
This is not feasible as each color in a magic sigma coloring has to be
positive. Thus, P4 is not magic sigma colorable.
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2 Magic colorable graphs

We begin this section with some fundamental results pertaining to the
magic sigma colorability of a graph. Further, we discuss about some
particular families of graphs which are/are not magic sigma colorable.

Lemma 1. If a graph G has two vertices such that the open neighbor-
hood of one vertex is a proper subset of the other, then G is not magic
sigma colorable.

Proof. Let G be a graph having two vertices, say u and v, such that
N(u) ⊂ N(v). Then, σc(u) < σc(v) in any coloring c of G. Hence, G
is not magic sigma colorable.

Remark 1. The converse of the above lemma is not true. That is, it
is not necessary that, if the graph is not magic sigma colorable, then
there exist two of its vertices such that the open neighborhood of one
vertex is a proper subset of the other.

Proof. Consider the graph G1 in Figure 2. Suppose G1 is magic sigma

u r

st

qp

Figure 2. The graph G1

colorable. Then, there exists a magic sigma coloring, say c of G1 so that
σc(v) to be the same for all v ∈ V (G1). In particular, σc(w) = σc(p) =
σc(q) = σc(s) = σc(t) implies c(q) = c(r) = c(s) and c(p) = c(t) = c(u).

Similarly, σc(u) = σc(r) gives c(p) + c(t) = c(q) + c(s) so that
c(q) = c(r) = c(s) = c(p) = c(t) = c(u).
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Now, σc(u) = σc(w) gives c(t) + c(w) = c(r) which implies that
c(w) = 0, a contradiction since each color in a magic sigma coloring is
positive. Hence, G1 is not magic sigma colorable.

However, it is easy to observe that no two vertices of G1 are such
that the open neighborhood of one vertex is a proper subset of the
other.

Theorem 2. The star graph K1,n, n ≥ 1, is magic sigma colorable.

Proof. Consider a star graphK1,n with V (K1,n) = {v0, v1, · · · , vn} such
that v0 is the central vertex. Define a coloring c : V (K1,n) → {1, n} as

c(vi) =

{

n if i = 0
1 otherwise

.

It is easy to observe that σc(v0) = σc(v1) = · · · = σc(vn) = n. Hence,
K1,n is magic sigma colorable.

Lemma 2. A graph with a pendant vertex has a path of length three if
and only if it is not magic sigma colorable.

Proof. Consider a graph G with a pendant vertex v. Suppose G has a
path of length three. Since G is connected, there is a path of length
three starting from v. Let the path be v − w − x − u. Then, we have
N(v) ⊂ N(x). Therefore, by Lemma 1, G is not magic sigma colorable.

In order to prove the converse, we use the method of contraposition.
Suppose G has no path of length three. Then, diam(G) ≤ 2. Further,
G has no cycle. This implies that G is isomorphic to the star graph
K1,n, n ≥ 1 so that it is magic sigma colorable from Theorem 2.

Corollary 3. A graph G with diam(G) ≥ 3 and having a pendant
vertex is not magic sigma colorable.

As a direct consequence of Lemma 2, we have the following result.

Theorem 4. A non-trivial tree T is magic sigma colorable if and only
if T ∼= K1,n, n ≥ 1.
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Theorem 5. Every k-regular graph with k ≥ 1 is magic sigma col-
orable.

Theorem 6. The wheel graph Wn is magic sigma colorable.

Proof. Let Wn be wheel on n vertices v1, v2, · · · , vn, with v1 as the
central vertex and the vertices v2− v3−· · ·− vn− v2 forming the cycle.
Define a coloring c : V (Wn) → {1, n − 3} as

c(vi) =

{

n− 3, if i = 1
1, otherwise

.

It is easy to verify that c is a magic sigma coloring of Wn so that it is
magic sigma colorable.

Theorem 7. The complete k-partite graph Kn1,n2,··· ,nk
, k ≥ 2, is magic

sigma colorable, where each ni ≥ 1.

Proof. Consider the complete k-partite graph Kn1,n2,··· ,nk
, where each

ni ≥ 1. Without loss in generality, let n1 ≥ n2 ≥ · · · ≥ nk−1 ≥
nk. Let V1 = {v11, v12, · · · , v1n1

}, V2 = {v21, v22, · · · , v2n2
}, · · · , Vk =

{vk1, vk2, · · · , vknk
} be the k-partite sets of V (Kn1,n2,...,nk

).

Define a coloring c : V (Kn1,n2,··· ,nk
) → {1, 2, · · · , n1+n2+ · · ·+nk}

as

c(vij) =

{

n1 − j + 1 if j = ni

1 otherwise

for each i = 1, 2, · · · , k and j = 1, 2, · · · , ni.

By the definition of c, it follows that

σc(vij) =

k
∑

l(6=i)=1

nl
∑

m=1

c(vlm)

for each i = 1, 2, · · · , k and j = 1, 2, · · · , ni.

In particular, we have the following:
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i) For each j = 1, 2, · · · , n1,

σc(v1j) =
k
∑

l=2

nl
∑

m=1

c(vlm)

=
k
∑

l=2

nl−1
∑

m=1

c(vlm) +
k
∑

l=2

c(vlnl
)

=
k
∑

l=2

(nl − 1) +
k
∑

l=2

(n1 − nl + 1)

=
k
∑

l=2

n1 = (k − 1)n1.

ii) For each i = 2, 3, · · · , k and j = 1, 2, · · · , ni,

σc(vij) =
k
∑

l( 6=i)=1

nl
∑

m=1

c(vlm)

= n1 +
k
∑

l( 6=i)=2

nl−1
∑

m=1

c(vlm) +
k
∑

l( 6=i)=2

c(vlnl
)

= n1 +
k
∑

l( 6=i)=2

(nl − 1) +
k
∑

l( 6=i)=2

(n1 − nl + 1)

= n1 +
k
∑

l( 6=i)=2

n1

= n1 + (k − 2)n1 = (k − 1)n1.

Thus, we see that the open neighborhood sum of all vertices is the same
and is equal to (k−1)n1. As a result, the complete k-partite graphKn1,n2,··· ,nk

is magic sigma colorable.

Corollary 8. [10] If a graph G is such that a set consisting of any
two adjacent vertices in G forms a minimal dominating set of G, then
G is magic sigma colorable.

Theorem 9. The kth power graph P k
n of a path on n ≥ 3 vertices is

magic sigma colorable if and only if k = n− 2 or n− 1.

Proof. Consider the graph P k
n with V (P k

n ) = {v1, v2, · · · , vn}. Since
diam(Pn) = n− 1, we have k ≤ n− 1.

We prove the necessary part by the method of contraposition. Sup-
pose k ≤ n − 3. Then, we see that in the graph P k

n , N(v1) =
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{v2, v3, · · · , vk+1} and N(vk+2) = {v2, v3, · · · , vk+1, vk+3, vk+4, · · · ,
v2k+2} so that N(v1) ⊂ N(vk+2). Hence, by Lemma 1, P k

n is not
magic sigma colorable.

We prove the converse considering two cases as follows.

Case (1): k = n − 1. In this case, P k
n
∼= Kn so that by Theorem 5,

P k
n is magic sigma colorable.

Case (2): k = n− 2. Define a coloring c : V (P k
n ) → {1, 2} as

c(vi) =

{

1 if i = 1, n
2 otherwise

.

Since k = n− 2 = diam(Pn)− 1, v1 is adjacent to all the vertices
except vn and vice-versa. Further, each of the other vertices
is adjacent to all the vertices in P k

n . Thus, we have N(v1) =
N(vn) = {v2, v3, · · · , vn−1} so that σc(v1) = σc(vn) = 2(n − 2)
and N(vi) = V (P k

n ) so that σc(vi) = 1 + 2(n − 3) + 1 = 2(n− 2)
for each i = 2, 3, · · · , n− 1.

Consequently, P k
n is magic sigma colorable.

Theorem 10. Two graphs G and H are magic sigma colorable if and
only if G+H is magic sigma colorable.

Proof. Let G and H be magic sigma colorable with c1 and c2 be-
ing the magic sigma colorings of G and H respectively. Let k

and m be any non-negative integers such that k (Sc1(G)− σc1(G)) =
m (Sc2(H)− σc2(H)).

Let c be a coloring of G+H defined by

c(v) =

{

kc1(v) if v ∈ V (G)
mc2(v) if v ∈ V (H)

.

Then, we have, for any vertex v ∈ V (G+H), the following:

Case (1): If v ∈ V (G), then σc(v) = kσc1(G) +mSc2(H).

Case (2): If v ∈ V (H), then σc(v) = mσc2(G) + kSc1(G).
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It is easy to verify that the open neighborhood sum of every vertex in
G+H, w. r. t. c, is the same so that G+H is magic sigma colorable.

Conversely, suppose G +H is magic sigma colorable, with c being
a magic sigma coloring of G+H. Then, for two vertices u, v ∈ V (G),
we have σc(u) = σc(v).

This implies that

∑

x∈V (G)

(x,u)∈E(G)

c(x) + Sc(H) =
∑

y∈V (G)

(y,v)∈E(G)

c(y) + Sc(H)

so that
∑

x∈V (G)

(x,u)∈E(G)

c(x) =
∑

y∈V (G)

(y,v)∈E(G)

c(y)

which implies that σc(u)∣
∣G

= σc(v)∣
∣G

.

Thus, G is magic sigma colorable with the coloring c restricted to its
vertices. The magic sigma colorability of H follows similarly.

Theorem 11. A graph G is magic sigma colorable if and only if its
complement Ḡ is magic sigma colorable.

Proof. SupposeG is magic sigma colorable with c being its magic sigma
coloring.
Based on the fact that any graph G or its complement Ḡ is connected,
we consider the following cases:

Case (1): Suppose G and Ḡ are both connected.
Since G is magic sigma colorable, σc(u) = σc(v) ∀ u, v ∈ V (G)
so that
Sc(G) − σc(u) = Sc(G)− σc(v) ∀ u, v ∈ V (G).
This implies that c is a magic sigma coloring of Ḡ with Sc(G) −
σc(G) as its open neighborhood sum. Hence, Ḡ is magic sigma
colorable.

Case (2): Suppose G is connected, but Ḡ is disconnected.
LetH be an arbitrary component in Ḡ. Then, there exists an edge
between every vertex in V (H) and every vertex in V (G)− V (H)
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in G since H is a disconnected component of Ḡ.
Let u, v ∈ V (H) be arbitrary.
Then σc(u)∣

∣G
= σc(v)∣

∣G
so that Sc(G) − σc(u)∣

∣G
= Sc(G) −

σc(v)
∣

∣G
.

Choosing a coloring c1 of H such that σc1(v) = Sc(G)− σc(v)∣
∣G

,

for each v ∈ H, ensures that H is magic sigma colorable, which
in turn, implies that Ḡ is also magic sigma colorable.

Case (3): SupposeG is disconnected, but Ḡ is connected, andH1,H2,

· · · ,Hk are the components of G. Then, each Hi is trivial or
connected and is magic sigma colorable so that, from cases (1)
and (2), its complement H̄i is magic sigma colorable too. Further,
Ḡ = H1 + H2 + · · · + Hk, so that, by Theorem 10, Ḡ is magic
sigma colorable.

3 Magic sigma chromatic number of some

graphs

In this section, we define the magic sigma chromatic number of a graph
which is magic sigma colorable. Further, we determine this parameter
for some classes of graphs.

Definition 3. Suppose a graph G is magic sigma colorable. Then, the
least k for which G admits a magic sigma coloring is called the magic
sigma chromatic number of G, denoted by σm(G).

Observation 12. If a graph G is magic sigma colorable, then σm(G) ≥
1.

Theorem 13. A graph G is regular if and only if σm(G) = 1.

Proof. Suppose G is a regular graph. Then, by Theorem 5, G is magic
sigma colorable. Further, the coloring c : V (G) → {1} is a magic sigma
coloring of G so that σm(G) = 1.
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Conversely, let G be a graph with σm(G) = 1. Then, there exists a
magic sigma coloring, say c : V (G) → {1} i. e., every vertex is given
the same color 1 in G. Suppose G is not regular. Then, there exist
at least two vertices, say u and v, such that deg(u) 6= deg(v). Then,
σc(u) 6= σc(v), a contradiction to the fact that c is a magic sigma
coloring of G. Thus, G is a regular graph.

Lemma 3. For a star graph K1,n, n ≥ 1, σm(K1,n) = n.

Proof. Let V (K1,n) = {v0, v1, · · · , vn} such that v0 is the central vertex.
By Theorem 2, K1,n is magic sigma colorable and uses n colors. Thus,
σm(K1,n) ≤ n.

For n = 1, we have K1,1
∼= P2 so that σm(K1,1) = 1 by Theorem 7.

Consider the case n ≥ 2. For a coloring c of K1,n to be a magic sigma
coloring, we must have σc(vi) = σc(vj) for all i, j = 0, 1, · · · , n. Also,

we have σc(v0) =
n
∑

i=1

c(vi) and σc(vi) = c(v0) for each i = 1, 2, · · · , n.

Thus, c(v0) =
n
∑

i=1

c(vi) ≥ n since each color is positive. Consequently,

σm(K1,n) ≥ n. Therefore, σm(K1,n) = n.

Theorem 14. The magic sigma chromatic number of the complete k-
partite graph Kn1,n2,··· ,nk

with k ≥ 2 and ni ≥ ni+1 ≥ 1, i = 1, 2, · · · k−
1, is ⌈n1

nk
⌉.

Proof. Consider the complete k-partite graph Kn1,n2,··· ,nk
with 1 ≥

ni ≥ ni+1, i = 1, 2, · · · k − 1. Let V be the vertex set of Kn1,n2,··· ,nk

with V1 = {v11, v12, · · · , v1n1
}, V2 = {v21, v22, · · · , v2n2

}, . . ., Vk =
{vk1, vk2, · · · , vknk

} being its k-partite sets.

By Theorem 7, Kn1,n2,··· ,nk
is magic sigma colorable. For a coloring

c to be a magic sigma coloring of Kn1,n2,··· ,nk
, we should have σc(u) =

σc(v) for all u, v ∈ V . In particular, σc(u) = σc(v) for all u ∈ V1 and
v ∈ Vk. This implies that

∑

vij∈V (i 6=1)

c(vij) =
∑

vij∈V (i 6=k)

c(vij).
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Simplifying, we get
nk
∑

l=1

c(vkl) =
n1
∑

m=1

c(v1m) ≥ n1 since each color is

positive. Thus, by the generalized pigeon hole principle, we see that
there exists at least one vertex v ∈ Vk with c(v) ≥ ⌈n1

nk
⌉. We therefore

conclude that σm(Kn1,n2,··· ,nk
) ≥ ⌈n1

nk
⌉.

To prove the reverse inequality, define c : V → {1, 2, · · · , ⌈n1

nk
⌉} as

c(vij) =



















⌈n1

ni
⌉, if j = 1











n1−
j−1∑

m=1

c(vim)

ni−j+1











, otherwise

for each i = 1, 2, · · · , k.
By the definition of c, we see that c(vk1) = ⌈n1

nk
⌉ ≥ c(vij) for all i, j

so that the greatest color used in c is ⌈n1

nk
⌉. Further, it is easy to

observe that c is a magic sigma coloring of Kn1,n2,··· ,nk
. Consequently,

σm(Kn1,n2,··· ,nk
) ≤ ⌈n1

nk
⌉.

Therefore, σm(Kn1,n2,··· ,nk
) = ⌈n1

nk
⌉.

Conclusion The concept of magic sigma coloring of graphs has
been introduced in this paper. Some families of graphs which are/are
not magic sigma colorable have been identified. Further, the magic
sigma chromatic number of some such graphs have been established. As
a continuation of the work carried out in the paper, one can attempt to
characterize magic sigma colorable graphs. Also, graphs with a specific
magic sigma chromatic number can be constructed. Further, forbidden
graphs pertaining to magic sigma coloring can be identified.
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Abstract

For a graph G the degree sum adjacency matrix DSA(G) is
defined as a matrix, in which every element is sum of the degrees
of the vertices if and only if the corresponding vertices are ad-
jacent, otherwise it is zero. In this paper we obtain the bounds
for the spectral radius and partial sum of the eigenvalues of the
DSA matrix. We also find the bounds for the DSA energy of a
graph in terms of its Zagreb indices.

Keywords: Adjacency eigenvalues, degree sum adjacency
matrix, Zagreb index, Eigenvalues, Energy.

MSC 2010: 05C05.

1 Introduction

Association of Graph theory with Chemistry has resulted in introduc-
ing more molecular structure descriptors, in particular Topostructural
descriptors (Wiener index, Hosoya Z index, Zagreb indices, Mohar in-
dices, and many more). In [6] Gutman and Trinajstić observed that
the total π-electron energy depended on the molecular structure. So
some expressions were deduced for the π-electron energy containing
these two terms:

M1 =
∑

vertices

(du)
2

and
M2 =

∑

edges

du · dv.

©2021 by CSJM; S. S. Shinde, N. Swamy, S. B. Gudimani, H. S. Ramane
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It was observed that both the terms reflect the extent of branching
of a molecular structure and hence were responsible for decreasing the
total π-electron energy with increasing branches. Later M1 and M2

were renamed as first Zagreb index and second Zagreb index respec-
tively [12]. Numerous results are obtained by mathematicians on M1

and M2 [1], [7], [9], [15], [16].

The degree sum matrix for a graph was defined by [13] and the char-
acteristic polynomial of the degree sum matrix for a graph in terms of
its adjacency polynomial was also obtained. In the first part of this pa-
per, we discuss the bounds for the DSA-spectral radius and bounds for
the partial sum of the DSA-eigenvalues in terms of the Zagreb indices.
In the later part, we obtain the bounds for the energy of a degree sum
adjacency matrix in terms of the Zagreb indices.

The degree sum adjacency matrix DSA(G) of a graph G is defined
as

DSA(G) = [dsij ] =

{

di + dj , if there is an edge between vi and vj ;

0, otherwise.

The characteristic polynomial of DSA(G) is defined as

PDSA(G) = βn + a1β
n−1 + a2β

n−2 + · · ·+ an.

As DSA(G) matrix is a real and symmetric, its eigenvalues are real and
can be arranged as β1 ≥ β2 ≥ · · · ≥ βn. The largest DSA eigenvalue is
known as the DSA spectral radius of a graph G.

The first and the second Zagreb indices introduced in the year 1972
by I. Gutman [6] are

Zg1 = Zg1(G) = M1(G) =

n
∑

i=1

d2i =
∑

edge e=ij

(di + dj).

Zg2 = Zg2(G) = M2(G) =
∑

edge e=ij

didj .
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Lemma 1. Let G be a simple n-ordered graph, with every vertex vi
having the degree di, i = 1, 2, . . . , n. Let DSA(G) be the degree sum
adjacency matrix of G, then

n
∑

i=1

βi = 0; (1)

n
∑

i=1

β2

i = 2
∑

1≤i<j≤n

(di + dj)
2. (2)

Lemma 2. Let G be a simple n-ordered graph, with every vertex vi
having the degree di, i = 1, 2, . . . , n. Let DSA(G) be the degree sum ad-
jacency matrix of G with β1, β2, . . . , βn as its eigenvalues. Let Zg1(G)
and Zg2(G) be the Zagreb indices. Then,

n
∑

i=1

β2

i = 2
∑

1≤i<j≤n

(di + dj)
2 = 2

∑

1≤i<j≤n

(d2i + d2j + 2didj)

= 2





n
∑

i=1

di(di)
2 + 2

∑

edge e=ij

didj





= 2





∑

edge e=ij

(di + dj) +

n
∑

i=1

d2i (di − 1) + 2
∑

edge e=ij

didj





= 2

[

Zg1(G) +

n
∑

i=1

d2i (di − 1) + 2Zg2(G)

]

. (3)

Lemma 3. If (c1, c2, . . . , cn) and (d1, d2, . . . , dn) be n vectors, then by
Cauchy-Schwartz inequality [14]:

(

n
∑

i=1

cidi

)

2

≤
(

n
∑

i=1

c2i

)(

n
∑

i=1

d2i

)

. (4)

Lemma 4. Let G be a graph having n vertices and m edges, with
adjacency eigenvalues as λ1 ≥ λ2 ≥ · · · ≥ λn. Let H be another graph
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with n vertices having d1, d2, . . . , dn as its vertex degrees and let the
degree sum adjacency eigenvalues of H be β1 ≥ β2 ≥ · · · ≥ βn. Then

n
∑

i=1

(λiβi) ≤

√

√

√

√4m[Zg1(G) + 2Zg2(G) +
n
∑

i=1

d2i (di − 1)]. (5)

Proof. By using Lemma 2 and Lemma 3 we have,

n
∑

i=1

(λiβi)
2 ≤

(

n
∑

i=1

λ2

)(

n
∑

i=1

β2

)

= 2m(2[Zg1(G) + 2Zg2(G) +
n
∑

i=1

d2i (di − 1)])

= 4m[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)]

n
∑

i=1

λiβi ≤

√

√

√

√4m[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)].

2 Bounds for spectra of DSA(G)

There are various bounds obtained for largest eigenvalue of an adja-
cency matrix in literature. In [5], [11] various bounds on the other
eigenvalues of signless Laplacian and adjacency matrices are given.
If G is a simple graph of order n having e edges with adjacency eigen-
values λ1 ≥ λ2 ≥ . . . ≥ λn, then for 1 ≤ p ≤ n,

√

(n− p)2e

np
≥ λp ≥ −

√

(p− 1)2e

n(n− p+ 1)
. (6)

For a adjacency matrix we have
∑n

i=1
λ2

i = 2e. Here, in degree sum
adjacency matrix, the term 2[Zg1(G)+2Zg2(G)+

∑n
i=1

d2i (di−1)] plays
the same role. So the direct consequence of Eq.(6) will be Eq.(7).
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Theorem 1. For a graph G, with degree sum adjacency eigenvalues
β1 ≥ β2 ≥ · · · ≥ βn and for 1 ≤ p ≤ n

√

(n− p)2M

np
≥ βp ≥ −

√

(p− 1)2M

n(n− p+ 1)
, (7)

where M = [Zg1(G) + 2Zg2(G) +
∑n

i=1
d2i (di − 1)].

Theorem 2. Let G be a simple n-ordered graph. Let β1 be the spectral
radius of DSA(G) and Zg1(G) be the first Zagreb index. Then

β1 ≥ 2

n
Zg1(G). (8)

Proof. Let G be a simple connected graph with n vertices with every
vertex vi having the degree di respectively. By the definition ofDSA(G)
we observe that the sum of all the entries of DSA(G) is

∑

i 6=j dsij =
∑

i 6=j(di + dj). Let x = [1, 1, . . . , 1] be the all one vector. Then by
Rayleigh principle we have:

β1 ≥ xDSAx
T

xxT
=

1

n

∑

i 6=j

(di + dj)

=
1

n
2
∑

i<j

(di + dj)

≥ 2

n
Zg1(G).

If G is a r-regular graph, then Zg1(G) = nr2.

β1 =
2

n
nr2 = 2r2.

Hence the equality holds for regular graph.

Theorem 3. Let G be a graph with n vertices and m edges, with
d1, d2, . . . , dn as its vertex degrees and the degree sum adjacency eigen-
values be β1 ≥ β2 ≥ · · · ≥ βn. Then

β1 ≤

√

√

√

√

2p

p− 1
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)] +
1

p− 1

p
∑

i=2

βn−p+i.

(9)
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Proof. Let β1, β2, . . . , βn−p+1, βn−p+2, . . . , βn be the degree sum adja-
cency eigenvalues of G. Let H = Kp∪Kn−p. The adjacency eigenvalues
of H are

λi =











p− 1, 1 time;

0, (n − p) times;

−1, (p − 1) times;

and the number of edges of H is m =
p(p− 1)

2
. Using Lemma 4 we get

n
∑

i=1

(λiβi) ≤

√

√

√

√4m[Zg1(G) + 2Zg2(G) +
n
∑

i=1

d2i (di − 1)] ;

(p− 1)β1 + (0)

n−p−1
∑

i=2

βi −
n
∑

i=n−p+2

βi

≤

√

√

√

√4
p(p− 1)

2
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)] ;

(p− 1)β1 ≤

√

√

√

√2p(p− 1)[Zg1(G) + 2Zg2(G) +
n
∑

i=1

d2i (di − 1)] +
n
∑

i=n−p+2

βi ;

β1 ≤

√

√

√

√

2p

(p− 1)
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)] +
1

p− 1

p
∑

i=2

βn−p+i .

Corollary 1. Let G be a graph on n vertices and m edges, with
d1, d2, . . . , dn as its vertex degrees. Then,

β1 ≤

√

√

√

√

2(n − 1)

n
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)]. (10)
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Proof. Putting p = n in (9) and using Eq.(1) we get,

β1 ≤

√

√

√

√

2n

(n− 1)
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)] +
1

n− 1

n
∑

i=2

βi ;

β1 ≤

√

√

√

√

2n

(n− 1)
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)] +
1

n− 1
(−β1) ;

β1 ≤

√

√

√

√

2(n − 1)

n
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)].

Remark 1. The equality in (10) is satisfied for complete graphs.
As Zg1(G) = nr2 = n(n − 1)2,

∑n
i=1

d2i (di − 1) = n(n − 2)(n − 1)2,

Zg2(G) = mr2 =
n(n− 1)3

2
, substituting this in (10) we get

β1 = 2(n − 1)2.

Corollary 2. The spectral radius of DSA(G) is bounded by

2

n
Zg1(G) ≤ β1 ≤

√

√

√

√

2(n− 1)

n
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)].

(11)

Proof. Combining Eq.(8) and Eq.(10), we get the bounds for the DSA

spectral radius of graph G.

Remark 2. The equality in (11) holds for complete graphs.

Theorem 4. Let G be an n-ordered graph with vertex degrees d1, d2, . . . ,
dn and its degree sum adjacency eigenvalues as β1 ≥ β2 ≥ · · · ≥ βn.
Then,
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k
∑

i=1

βi ≤

√

√

√

√

2k(p− 1)

p
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)] ,

1 ≤ k ≤ n. (12)

Proof. Let β1, β2, . . . , βk, βk+1, . . . , βn be the degree sum adjacency
eigenvalues of G. Let H be the union of k copies of complete graph
Kp, that is H = ∪kKp, where kp = n. The adjacency eigenvalues of H
are

λi =

{

p− 1, k times;

−1, (n − k) times.

Then the number of vertices of H is n = pk, and therefore its edges

are
kp(p− 1)

2
. Using Lemma 4,

(p− 1)

k
∑

i=1

βi −

n
∑

i=k+1

βi ≤

√

√

√

√

4kp(p− 1)

p
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2
i
(di − 1)];

p

k
∑

i=1

βi −

n
∑

i=1

βi ≤

√

√

√

√2kp(p− 1)[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2
i
(di − 1)];

p

k
∑

i=1

βi ≤

√

√

√

√2kp(p− 1)[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2
i
(di − 1)];

k
∑

i=1

βi ≤

√

√

√

√

2k(p− 1)

p
[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2
i
(di − 1)].

Thus we have obtained the bound for the sum of k, DSA eigenvalues
of a graph G. If k = 1, we observe that the Eq.(12) get reduced to
Eq.(10).

Theorem 5. Let G be a graph on n vertices and m edges, with
d1, d2, . . . , dn as its vertex degrees and degree sum adjacency eigenvalues
β1 ≥ β2 ≥ · · · ≥ βn. Then,
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k
∑

i=1

(βi − βn−k+i) ≤

√

√

√

√4k[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)]. (13)

Proof. Let β1, β2, . . . , βk, βk+1, . . . , βn−k, βn−k+1, . . . , βn be the degree
sum adjacency eigenvalues of G. Let H be the union of k copies of Kp,q

a complete bipartite graph, that is H = ∪kKp,q, where kp = n. The
adjacency eigenvalues of H are

λi =











√
pq, k times;

0, (n − 2k) times;

−√
pq, k times.

The number of edges of H is kpq. Using Lemma 4, we get:

√
pq

k
∑

i=1

βi + 0
n−k
∑

i=k+1

βi −
√
pq

n
∑

i=k+1

βi

≤

√

√

√

√4kpq[Zg1(G) + 2Zg2(G) +
n
∑

i=1

d2i (di − 1)] ;

√
pq

k
∑

i=1

βi −
k
∑

i=1

βn−k+i

≤

√

√

√

√4kpq[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)] ;

k
∑

i=1

(βi − βn−k+i)

≤

√

√

√

√4k[Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)].
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3 Bounds for Energy of a DSA matrix

The Energy of a Degree Sum adjacency matrix DSAE(G) can be de-
fined as the sum of the absolute DSA eigenvalues of a graph G, anal-
ogous to the various energy concepts like energy of an adjacency ma-
trix [8] and distance matrix [3]. This energy is also referred to as Zagreb
energy in [10]:

DSAE(G) =
n
∑

i=1

|βi|. (14)

Hyper-Zagreb index was recently introduced in [4], which is defined
as HM(G) =

∑

edge e=ij(di+dj)
2. So using Lemma (2), we can express

hyper-Zagreb index in terms of first two Zagreb indices.

HM = [Zg1(G) + 2Zg2(G) +

n
∑

i=1

d2i (di − 1)]. (15)

In [10], authors have expressed bounds for Zagreb energy in terms of
hyper-zagreb index. So using Eq.(15) we state that bounds for Zargeb
energy can also be expressed in terms of first and second Zagreb indices.

√

√

√

√2[Zg1(G) + 2Zg2(G) +
n
∑

i=1

d2i (di − 1)] ≤ DSAE(G)

≤

√

√

√

√2n[Zg1(G) + 2Zg2(G) +
n
∑

i=1

d2i (di − 1)];

DSAE(G)

≥

√

√

√

√2[Zg1(G) + 2Zg2(G) +
n
∑

i=1

d2i (di − 1)] + n(n− 1)|det(DSA(G))|2/n.

Theorem 6. Let G be an r-regular graph with n vertices. Then

DSAE(G) ≥ 4r2. (16)
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Proof. Let G be an r regular graph with n vertices and 2r2, 2rλ2, 2rλ3,

. . . , 2rλn be its DSA eigenvalues in terms of its adjacency eigenvalues.
Then

DSAE(G) = |2r2|+
n
∑

i=2

|2rλi|

≥ 2r2 +

∣

∣

∣

∣

∣

n
∑

i=2

2r(−r)

∣

∣

∣

∣

∣

≥ 2r2 +
∣

∣−2r2
∣

∣

≥ 4r2.
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Zagreb indices 30 years after,” Croatica chemica acta, vol. 76, no.
2, pp. 113–124, 2003.

282



Bounds for DSA eigenvalues of a graph in terms of Zagreb indices
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Constantin Gaindric – 80th anniversary

On September 11, 2021 Prof. Constantin Gaindric turns 80! This
age does not track in any way with this person when you look at him.

Always fit, neat, impetuous, smart, vigorous, decisive, attentive,
curious, with a smile on his face, ready to explain, suggest, discuss,
tell an interesting story from his busy life, a lover of good music and
literature – it’s all about one person.

Doctor habilitatus, Full Professor, Corresponding Member of the
Academy of Sciences of Moldova, National Prize Laureate of Moldova,
Editor-in-Chief of the “Computer Science Journal of Moldova”, Mem-
ber of the Mathematical Society of the Republic of Moldova, Member
of the Romanian Society of Mathematical Modeling, Member of the
Balkan Union for Fuzzy Systems – these are several, but by no means
all items from the large list that may characterize the same one person.

Constantin Gaindric published his first scientific paper being still a
student at the Pedagogical Institute in Bălt, i. As a co-author, there was
the name of Professor Israel Gohberg, a name that will soon become
notorious in the world of functional analysis and operator theory. Then
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none of them assumed that they will become colleagues at the Institute
of Mathematics of the Academy of Sciences of Moldova. Later the
words “and Computer Science” were added to the Institute title thanks
to the insistence of Professor Gaindric, who was already the director
of this institute. It was here that he fully manifested his talent as a
mathematician, computer scientist, but also as a leader and manager.
He had a rather difficult mandate, in a period of disintegration of the
USSR and the formation of the independent state of the Republic of
Moldova. The transition was not easy at all: half-year overdue salaries,
unheated offices in winter, disconnected telephones. The great merit
of director Gaindric was the preservation of the staff, which survived
even in those harsh conditions. Moreover, at that time he initiated
publication of the Computer Science Journal of Moldova, concluded the
first collaboration agreements with research institutions abroad. And
when a representative of an organization, one of those that was well
funded at any time, proposed to “buy” the institute, offering funding
in exchange for hiring the entire staff that worked on the issue related
to its profile, he replied firmly: “The institute is not for sale”.
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He hesitated a lot when he was proposed to head the Supreme At-
testation Commission (SAC), which was in charge of organizing the
doctoral theses defenses and conferring the respective titles. He ac-
cepted the challenge and carried out a radical reform of this field,
abandoning the Soviet model and establishing the one close to that
of European countries. Specifically, there were abandoned the special-
ized scientific councils of 20 people and more, of which there were two
or three members who understood what the thesis was about. Instead
of this, a flexible mechanism was adopted, with a commission of 5-7
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people, specialists in that subject. Moreover, the theses began to be
posted on the SAC website. This was the first step in the direction
of Open Science, which is now talked about a lot; in the Republic of
Moldova it was done 20 years ago. These things seem natural now, but
20 years ago Prof. Gaindric had to overcome the harsh resistance of
people rooted in the old system, who could not imagine how a doctoral
commission could work without having a permanent chair for all the-
ses’ defenses in the field, or how the text of a thesis can be displayed
for public access.

Always young even at this anniversary time, energetic, full of new
ideas, he remains one of the most active members of the Academy of
Sciences of Moldova and the most devoted researchers of the Institute
of Mathematics and Informatics. Happy birthday, dear colleague!

We wish you health, energy, creative success, and a good mood!
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The Editorial Board of Computer Science Journal of Moldova and
the staff of the Vladimir Andrunachievici Institute of Mathematics and
Computer Science
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