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Design of crypto primitives

based on quasigroups

Smile Markovski

Abstract. Today, the security of the modern world is undoubtedly dependent on the crypto-
graphic primitives built into the various protocols used for secure communication. Let us mention
here the most important, like block ciphers, stream ciphers, digital signatures and encryption
schemes, hash functions, pseudo random number generators, ... The design of these, and many
other crypto primitives, uses different concepts from number theory, group and finite field theory,
Boolean algebras, etc. In this survey article we will present how quasigroups can be used for
construction of various crypto primitives. We will discuss especially what type of quasigroups
are used and how they can be constructed. Some open research problem will be mentioned as

well.

1. Introduction

It is well known that One-time-pad is the only information theoretically secure
cryptographic product, i.e., there is a mathematical proof of its security. All other
cryptographic primitives that are massively used for different purposes in commu-
nication, banking, commerce and many other today human activities, have security
based on three facts: first one is the believing (that some mathematical problems
are hard to be solved), the second one is the experience (some cryptographic prim-
itives cannot be broken after several years, even decades, of attacking), and the
third one is the adjusting (whenever a weakness of some used cryptographic sys-
tem is found, it is immediately repaired or changed). Thus, in the last decades no
catastrophic damage was made of breaking some cryptographic product (maybe
ENIGMA was the last one, more than seventy years ago).

Having in mind the previous, we realized that designs of new cryptographic
primitives, products, systems, algorithms, protocols etc. have as well theoretical as
practical importance. Nowadays, crypto primitives are produced mainly by using
results from number and group theory, finite field theory, Boolean algebras and
functions, and all of them are associative structures. We think that broadening the
set of used theories with non-associative mathematical structures, like quasigroup
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theory, that can be used for making suitable cryptographic primitives, is also
important. In such a way cryptographic primitives with different properties of the
existing ones can be obtained, hence the domain of the crypto primitives will be
enlarged.

In this paper we show how the quasigroups can be used for building different
type of cryptographic primitives. For that aim we define some type of quasigroups
that are suitable for that purpose (Section 2), we give the definitions of several
kinds of quasigroup transformations (Section 3), and we explain the constructions
of some types of cryptographic primitives obtained by quasigroup transformations
(Section 4). The last section contains discussion and conclusion.

2. Quasigroups

We start by giving a brief overview of the quasigroup theory that we will use in
the sequel.

Definition 1. A quasigroup (Q, %) is a groupoid, i.e., a set Q with binary operation
x: Q% = Q, satisfying the law

Vu,v e Q)N z,y€Q) uxz=0v & y*u=v. (1)

The definition is equivalent to the statements that * is a cancellative operation
(rxy=xxz=y =2 y*x = 2%x =y = z) and the equations axx = b, y*xa =1">
have solutions z, y for each a,b € Q.

In this paper we need only finite quasigroups, i.e., the order |@Q| of a quasigroup
@ is a finite positive integer. Closely related combinatorial structures to finite
quasigroups are the so called Latin squares:

Definition 2. A Latin square L on a finite set Q of cardinality |Q| = n is an
n X n-matriz with elements from Q such that each row and each column of the
matriz is a permutation of Q.

To any finite quasigroup (@, *), given by its multiplication table, there can be
associated a Latin square L consisting of the matrix formed by the main body of
the table, and each Latin square L on a set @ defines at most |Q|!?> quasigroups
(@, *) (obtained by all possible bordering ).

A relation of isotopism and between two quasigroups are defined as follows.

Definition 3. A quasigroup (K, *) is said to be isotopic to a quasigroup (Q,e)
if and only if there are bijections o, B, 7 from K onto Q such that y(z xy) =
a(z) e B(y) for each x,y € K. Then the triple (o, B,7) is called an isotopism from
(K, %) to (Q,e).

Given a quasigroup (Q, *) five new operations, so called parastrophes or adjoint
operations, denoted by \, /, o, \\, //, can be derived from the operation * as
follows:

zry=zoy=z\ze r=z/ycyer=z< y=z\\z & z=y//z. (2)
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Then the algebras (Q, *, \,/) and (Q,e,\\,//) satisty the identities

z\(z*xy)=y, zx(x\y) =y, (xxy)/y=2x, (x/y)*y=2x (3)

y=(zxy)\\z=(yox)\\z, z=y//(z*xy)=y//(yox),

y=zx(y\\z)=(y\\z)ez, x=(y//x)xy=ye(y//z), (4)
and (@,\), (Q./), (Q,®) (Q,\\), (Q.//) are quasigroups too.

2.1. n-ary, left and right quasigroups

An n-ary quasigroup is a pair (Q, f) of a nonempty set () and an n-ary operation
f with the property that given any n of the elements aj,as,...,a,+1 € @, the
n + 1-th is uniquely determined the equality f(a1,as,...,a,) = a1 hold true.
A quasigroup is a binary (2-ary) quasigroup. Given n-ary quasigroup (Q, f), we
define n operations fi, fo,..., fn by

f(al, as, ..., an) = Qp41 <& fi(al, PR 0 7 ¢ PN Y VI an) = a;.

Then the following identities holds, for each i = 1,2,... n:
flar, ..., ai—1, filar, ... an), QGix1 - .., Gn) = a4,
filar, ... ai—1, f(a1,a2,...,an),Qix1, .- -, Qp) = a;. (5)
Definition 4. A left (right) quasigroup (Q,*) is a groupoid satisfying the law
MVu,ve Q)N zeQ) uxz=v
(Vu,ve Q)N yeQ) y*xu=wv.)

It is clear that a groupoid is a quasigroup iff it is left and right quasigroup.
Given a left (right) quasigroup (@), *) the parastrophe \ (/) can be derived from
the operation * as following.

zxy=z&y=zx\z (xxy=z&x=2z2/Y)
and then the algebra (Q,*,\) ((Q,*,/)) satisfies the identities

z\(rxy) =y, vx(x\y)=y, (zxy)/y==z, (z/y)*y=1).

2.2. Huge quasigroups

A quasigroup can be constructed by using a Latin square, that will be the main
body of the multiplication table of the quasigroup, or analytically by some func-
tions. A quasigroup of small order is easily representable by its multiplication
table (as in Table 3). Clearly, it cannot be done for quasigroups of huge orders
216 264 9128 © 9256~ 9512 (we say huge quasigroups), that are used in the
constructions of some crypto primitives. There are several known constructions of
huge quasigroups, and we describe some of them.
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2.2.1. Huge quasigroups obtained by Feistel networks

Extended Feistel networks F'4 g ¢ are defined in [91] as follows.

Let (G,+) be an abelian group, let f : G — G be a mapping and let A, B,C €
G be constants. The extended Feistel network Fa 5 ¢ : G* — G? created by f is
defined for every (I,7) € G? as

Fapc(l,r)=(r+Al+B+ f(r+0C)).

When f is a bijection, Fis ¢ is an orthomorphism of the group (G2, +) (i.e.,
Fapc and Fa pc — I are permutations), so a quasigroup (G27*FA,B,C) can be
produced by Sade’s diagonal method [122] as

X *Fap.o Y = FA,B,C(X 7Y) +Y.

This construction is suitable for many applications, since the parameters A, B, C
of an extended Feistel network F4 g ¢ can be used for different purposes. By
iterating, starting from a group of small order, we can construct a huge quasi-
group. Namely, if f is bijection on G, then f; = F4 p ¢ is a bijection on G2, so
we can define suitable extended Feistel network Fy4, B, ¢, by choosing constants
A, B,,C, € G?. Again, by Sade’s diagonal method we can construct a quasi-
group (G4, *F4, p, c,) of order |G|*. Hence, in such a way, after k steps, we have

a quasigroup of order |G\2k. Thus, when G = Zs, after 8 steps wee have a huge
quasigroup of order 22°°. Note that only the starting bijection f has to be kept in
memory.

More constructions of quasigroups by different types of Feistel networks are
given in [111].

2.2.2. Huge quasigroups obtained by T-functions

Huge quasigroups can be defined by so called T—functions [18] and one way how
it can be done is the following [127].

Let Q = Zow and let represent the element of @) binary, as bit strings of length
w. (Thus, for w = 4, the integer 9 is represented as 1001.) Let x,,...,2z; be
Boolean variables, and let b be a constant Boolean vector. Let A1 = [fijlwxw
and Az = [gijlwxw be upper triangular matrices of linear Boolean expressions
with variables x,,...,21, such that: 1) f; = 1, g;; = 1 and f;, are constants
for every i = 1,...,w; 2) for all i < j < w, f;; can depend only on the variables
Zw—j,---,21 and 3) for all 4 < j, ¢g;; can depend only on the variables x.,, ..., 1.
Let x = (4w, --,%1), ¥ = (Yuw,- - -, y1) be binary presentation of the variables x,y
over Q. Then, (Q, %) is a quasigroup of order 2%, where * is defined by

x*xy =A1- (Tu,...,21)" + Az Yy 11)T +Db7.
The parastrophe (@, ) is defined by

x\y:Agl-((yw,...,yl)T—Al-(xw,...,xl)T—bT).



Design of crypto primitives based on quasigroups 45

2.2.3. Huge quasigroups obtained by simple isotopies

The compression function of the hash function Edon-R [58] uses two huge quasi-
groups of order 2256 and 2512 and their operations are defined by isotopies of the
Abelian group ((Zzw)8, +5), w = 32 and w = 64, respectfully. (+g is a component-
wise addition on two 8-dimensional vectors in (Zgw)®). The quasigroup operation
x is defined by

X *Y =m1(me(X) +5 m3(Y))

where X = (Xo, Xi,... ,X7), Y = (Y(),Yl, . 7Yv’7) S (Zgw)g and m; : Zow —
Zow, 1 <1 < 3, are permutations obtained in a suitable simple (and efficient) way.

2.3. Quasigroups for symbolic computations

Designs of some crypto primitives (like digital signatures, public key encryptions)
need symbolic computations. (For example, for producing a public key consisting
of polynomials.) For that aim, quasigroups capable for symbolic computations are
defined as well.

2.3.1. Multivariate quadratic quasigroups (MQQ)

As we already mentioned, the elements of a finite quasigroups (@, *) of order 2¢
can be represented binary as bit strings of d bits. Now, the binary operation % can
be interpreted as a vector valued operation ., : {0,1}2? — {0,1}% defined as:

x*y:z<:>*'Uv(x17-~~7xd7y17"'7yd):(Zly-~'72d)7

where x1 ...%q, Y1...Yd, 21 -..2q are binary representations of x,y, z. Each z; de-
pends of the bits z1,x2,...,Zq,Y1,Y2,---,yq and is uniquely determined by them.
So, each z; can be seen as a 2d-ary Boolean function z; = fi(z1,..., %4, Y1,---,Yd),
where f; : {0,1}2¢ — {0,1} strictly depends on, and is uniquely determined by, *.

A k-ary Boolean function f(x1,...,x) can be represented in a unique way by
its algebraic normal form (ANF) as a sum of products in the field GF(2):

ANF(f) = Z arx!,

IC{1,2,....k}

where a; € {0,1} and x! is the product of all variables x; such that i € I.
The ANFs of the functions f; give us information about the complexity of the
quasigroup (@, *) via the degrees of the Boolean functions f;. It can be observed
that the degrees of the polynomials AN F'( f;) rise with the order of the quasigroup.
In general, for a randomly generated quasigroup of order 2¢, d > 4, the degrees
are higher than 2.

The MQQ are defined in [51]. A quasigroup (Q, %) of order 2% is called Mul-
tivariate Quadratic Quasigroup (MQQ) of type Quady—xLiny if exactly d — k of
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its Boolean polynomials f; are of degree 2 (i.e., they are quadratic) and & of them
are of degree 1 (i.e., they are linear), where 0 < k < d.
Theorem 1 below gives us sufficient conditions for a quasigroup (@, *) to be

MQQ.

Theorem 1. Let Ay = [fijlaxa and Az = [gi;j]laxa be two d x d matrices of linear
Boolean ezxpressions, and let by = [u;]ax1 and ba = [v;]ax1 be two d x 1 vectors of
linear or quadratic Boolean expressions. Let the functions f;; and u; depend only

on variables 1, ...,xq, and let the functions g;; and v; depend only on variables
Ty, Taq. If
Det(A1) = Det(Az) =1 in GF(2) (6)
and if
Ay (xd+17 - ,wgd)T +b;=A,- (.1'1, - ,xd)T + bo (7)

then the vector valued operation
s (1, ..., 02q) = A1 (Tag1, - .-, 024)" + b1
defines a quasigroup (Q,*) of order 2% that is MQQ.

Similarly as in Theorem 1, a construction of so called Mutually Quadratic Left
Quasigroups (MQLQ) is given in [124].

Theorem 2. Let x1,...,Zy,Y1,---,Yw be Boolean variables, w > 1. Let A1 =
[fijlwxw and Ag = [gijlwxw be two w X w nonsingular upper triangular matrices
of random affine Boolean expressions, such that for every i = 1,...,w, fi; = 1

and gi; = 1, and for all 3,7, i < j < w, fi; and g;; depend only on the variables
Tlyeo s Ty Yitly-- s Yw- Let D1 = [dij]wa, D2 = [di‘j]wa and D= [dij}wxw be
nonsingular Boolean matrices and let b = [b;]wx1, €1 = [Cilwx1, C2 = [¢i|lwx1 and
¢ = [¢;lwx1 be Boolean vectors.

Then the vector valued operations

*1(T1y ey Ty YLy ooy YY) = A1 (T1, .o, Z0) D A2 (Y1, -, Yw) Db (8)
and

#2(T1,5 - Ty Y1y -+, Yw) = D1 (Da(21, ..o, ) @ €1, Da(y1, ., yw) @ c2)) D

(9)
define left quasigroups (Q,*1) and (Q,*2) of order 2% that are MQLQ, where
Q=1{0,1,... ... 2w — 1},

The definition of the quasigroup (Q), *) implies immediately that symbolic com-
putations can be performed with linear polynomials on the field GF(2).
More information for MQQ can be found in [125] and [17].
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2.3.2. Matrix representation

All quasigroup operations on the set @ = {0, 1,2,3} have so called matrix repre-
sentations in the following form, given in the next theorem [137]:

Theorem 3. Each quasigroup (Q,*) of order 4 has a matriz representation of
form
zxy=m! + Az’ + By" + CAz" o CBy", (10)

where € = (z1,22), ¥y = (y1,y2) € Q (z;,y; denotes bit variables), m = (mq, mz)
is some constant from Q, A and B are nonsingular 2-dimensional matrices of

, . . 0 o] [0 1] |0 O] |1 1
bits, C' is one of the matrices {O O] , {O O} , [1 0} , [1 1} , and o denotes the

component-wise multiplication of vectors. (Note: The addition and multiplication
are in the field GF(2).)

The matrix presentation of the parastrophe operation \ of the quasigroup op-
eration * given by (10) is the following:

x\z=B"'m” + B/(I + C)Ax" + B~1(Cm” o CAx")+

11
+B7 12T + B~ (CAxT o C27), (D

where I denotes the identity matrix.

The variables x and y may vary over the polynomial ring Z[X], not only over
Q.

Matrix representation for some types of quasigroups of order 8 are also inves-
tigated.

Here we note that for any order 2" we have matrix representations of the so
called linear quasigroups of order 2™ as follows. Let denote x = (1, ...,z,), where
x; are bit variables.

Theorem 4. Let A and B be nonsingular binary n X n—matrices and m € Q =
{0,1,2,...,2™ — 1} be a constant. Then (Q,*) is a quasigroup (called linear
quasigroup), where
_ T T T
zxy=m + Az + By . (12)

By Theorem 4, we can take m to be 1 x n matrix and A and B to be
n X n—matrices with entries that are Boolean expressions such that det(A) # 0,
det(B) # 0, and then x x y will be a Boolean expression too. So, we can use this
matrix presentation for symbolic computations.

We can extended the previous result for k-ary case as well.

Theorem 5. Let A;, i = 1,2,...,k, be nonsingular binary n X n—matrices and
me Q = {0,1,2,...,2" — 1} be a constant. Then (Q, f) is a k-ary quasigroup
(called linear k— quasigroup), where

f($17$2a---7$k):mT+A1$¥1+A2$g+"'+Ak$£- (13)
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2.3.3. Polynomial quasigroups

Quasigroups of order 2™ can be defined by using bivariate polynomials P(z,y) over
the ring (Zan,+,-), n = 2 ([123], [121], [95]), when the polynomials satisfy the
following condition: each of the functions P(x,0), P(x,1), P(0,y) and P(1,y) is a
permutation on Zon. Then the quasigroup (Zan, *), called polynomial quasigroup,
is defined by z *xy = P(z,y).

If only the univariate polynomials P(z,0), P(x,1) (P(0,y), P(1,y)) are per-
mutations, (Zan, *) is right quasigroup (left quasigroup), and vice versa.

Polynomial quasigroups can be of huge order and, since defined by polynomials,
they can be used for symbolic computations as well.

We note that there are effective algorithms for computing the parastrophic
operations of the polynomial quasigroups.

3. Quasigroup string transformations

Quasigroup String Transformations were introduced in [84] and were investigated
in several other papers ( [85], [89], [90], [81], [80])-

Consider an alphabet (i.e., a finite set) @, and denote by Q* = {ajas...
...ay| a; € Q} the set of all nonempty words (i.e., finite strings) formed by
the elements of Q. (If there is no misunderstanding, we identify ajas...a, and
(a1,a2,...,a,).) Let x be a quasigroup operation on the set @, i.e., consider a
quasigroup (@, *). For each a € Q we define two functions

Cas das: QT — QF
as follows. Let a; € @, @ = aq1as...a,. Then
€a (@) =biby...by <= by =axay, bo=0br*ag,..., by =by_1 *xa,
and
do (@) =cCrc2...0np <= c1=a%ay, C2=0a1%G2,..., Cp = Qp_1 * Q.
The functions e, ., dg . are called e- and d-transformation of Q* based on the

operation * with leader a, and their graphical representation is shown on Fig. 1
and Fig. 2.

Gp—1

/
bn

/

PR LA
A Tnd
ot b5 C.. 2 by,

Figure 1: Graphical representation of e, , function
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a— > ar—> ayr 1> e T Ap—1 Qp,
| | | |
Y Y ' v

bi | by ... bu_1|  bn

Figure 2: Graphical representation of d, . function

e|0 1 2 3 V[0 1 2 3 /|0 1 2 3
0/[2 1.0 3 0[2 1 03 03 1 0 2
13 0 1 2 1/t 2 30 1[2 0 1 3
2(1 2 3 0 2|3 01 2 2|0 2 3 1
3]0 3.2 1 3|0 3 2 1 3|1 3 20

Figure 3: A quasigroup (Q, e) and its parastrophes (@, \) and (Q, /)

Example 1. Take Q = {0, 1, 2,3} and let the quasigroup (Q, ) and its parastro-
phes (@,\) and (Q, /) be given by the multiplication schemes in Figure 3.
Consider the stringa=1021000000000112102201010300
and choose the leader 0. Then by the transformations e « and do . we will obtain
the following transformed strings eg o(c) and dg o (@):
€oe(e)=1322130213021011211133013130,
dpe()=1302322222222101230311313302.
We present four consecutive applications of the e-transformation on Table 1.
After that we apply four times the transformation dy\ on the last obtained
string 8 = g ¢*(r) (see Table 1):
Notice that we have obtained
o= do,\4(5) = do,\4(€0,.4(a)) = (do,\4 oeget)(a). O

In fact, by (3), the following property is true([85]):

Theorem 6. Let (Q,*,\,/) be a finite quasigroup. Then for each string o € QT
and for each leader | € Q we have that e; . and d;\ are mutually inverse permu-
tations of QT i.e., d\ (er.(a)) = o = ey (dyp (@)).

leader‘10210000000001121022010103002&
0 1322130213021011211133013130=-¢ep,e()
0 1232202331322101122203012202=¢p4%()
0 1123211201232210111131332300=¢p.4°()
0 1003222301123221010122032021=¢p4%(a)

w

Table 1: Consecutive e-transformations



50 S. Markovski

leader
0 1003222301123221010122032021=¢0

0 1123211201232210111131332300=4dy)\(B)

0 1232202331322101122203012202:d07\2(ﬂ)

0 1322130213021011211133013130:030’\3(6)

10210000000001121022010103002d0’\4(6)

Table 2: Consecutive d-transformations

By Theorem 6 we conclude that the transformations e, . and d,\ can be used
for defining suitable functions for encryption and decryption. Much more, we can
define in the similar way several pairs of quasigroup string transformations that
can be used for defining suitable functions for encryption and decryption. Thus,

let a,a;,az,...,a, € Q and let define the functions €}, ,, d,,, : Q7 — QT as
follows:
/
() =biba.. by == by, =anxa, by_1 = an_1%bp,..., by = ay * by,
!
dy () =cica...Cp = Cp =0y %A Cy1 = Ap_1 *Ap,..., C1 = Q1 * 2.

Then, by (4), Theorem 6 holds for the functions €], ,, d/, \ too. Also, for encryp-

a,*?

tion/decryption purposes, in a suitable way transformations with the pair of func-
tions (ea,*a da,/)v(e;7*a d:L/)a(ea,*a da,\)y(efz7*a d;7\)a(ea,h da,//)7 (6;707 d;7//)7
(€a,es dap\\)s (€400 d;y\\) can be defined in an obvious way.

Several quasigroup operations can be defined on the set @ and let *q, *o,
.., * be a sequence of (not necessarily distinct) such operations. We choose
also leaders 1, lo, ..., I € Q (not necessarily distinct either), and let t) ¢
{et x, di, 621,*7 d;i’/, di, d;i,//, da\\ d;i’\\,...}. Then, the transforma-
tion T = tMWt? . t(F) of Q* is said to be a generalized T-transformation. It
is a permutation of Qt with inverse 71 = ()~ (¢*=1)=1  (#())~1 where
(t(l))fl S {eli,*v 6211*7 eli.,oy ezi,.y dli,/a d;“/a dli,//’ d;“//, d(l,,\\7 di\\,} The
generalized transformations 7, 7~! can be used as encryption/decryption func-
tions.

3.1. Parastrophic quasigroup transformations

In order to exploit more completely one quasigroup, an idea for quasigroup string
transformation that will be based on all isotopes of a quasigroup is given in
[73]. Here we give a description of a slightly modification of this transforma-
tion, called parastrophic quasigroup transformation, as presented in [3]. For that
aim we denote the parastrophic operation {x,\,/,e,//,\\} of a quasigroup (Q, *)
respectively as fi1, fa, f3, f1, f5, f6, and we write fi(x,y), fa(z,y),... instead of
x*y,z\y,... Note that some of the parastrophes f; may coincides, depending of
the quasigroup.
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The parastrophic transformations PFE is defined on finite quasigroups (@, *)
of integers, i.e.,, @ = {1,2,...,t}. They are using the transformations e; ;, for
transformations of block of letters, where [ is a leader. Also, a positive integer p
is used.

Let p be a positive integer and x5 ...z, be an input message. We define a
parastrophic transformation PE = PE;, : Q* — Q" by using auxiliary parame-
ters d;, g; and s; as follows.

To start, let dy = p, ¢1 = d1, s1 = (d1 mod 6) + 1 and take a starting block
A1 = x122 ... 24, . Denote by By the block

Bi=y192. - Yy -1Yg = €11, (122 ... Tg—1Tgy )-

Further, we calculate the numbers dy = 4yg, —1 + y4, (that determines the length
of the next block), g2 = g1 + d2 and sy = (d2 mod 6) + 1. We denote Ay =
g4l ---Tgy—1%g, and

By = Ygu+1 -+ - Yq2—2Yq2—1Yq2 = Eyq17f32 (mQ1+1 s xqz—2$QQ—1xqz)'

Inductively, after getting the blocks By, Ba,. .., B;—1 where B;_1 = yq,_,41.--
e Ygqi1—1Yq_ 1, We calculate d; = 4yq, ,—1+Yq 1, 6 = ¢i—1+di, s; = (d; mod 6)+
1, Aij =24, ,41...24-1%4 and obtain the block

Bi = EyQi—1 >fsi (xq/i—l‘i’l et .'lqu)

Now, the parastrophic transformation PE; , is defined by concatenation of the
obtained blocks as

PElyp(xle...xn) :BIHBZH”BT (14)

(Note that the length of the last block A, may be shorter than d,., depending on
the number of letters in input message).

3.2. Other types of transformations

For different purposes other types of quasigroups transformations are defined else-
where. We will shortly mention some of them.

Special kind of E transformation is the quasigroup reverse string transformation
R, introduced in [42], where the leaders are the elements of the string, taken in
reverse order. Namely, a string of letters a = ajas. .. a, is transformed to E(«),
where E =€, 4, 0€4q, 10 "0 €4q,-

Let (Q, *1) and (Q, *2) be two orthogonal (finite) quasigroups, i.e., the equality
{(x*1y, zx2y)| 2,y € Q} = @ holds. Orthogonal quasigroup string transformation
OT : QT — Q7 of a string x122 . .. 7, is defined in [110] by the following iterative
procedure:

OT(z1) = 21, 0T (x1,22) = (21 *1 T2, X7 *2 X2)
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and if OT'(z1,22,...,2¢—1) = (21, 22,,-..,2t—1) is defined for ¢t > 2, then
OT(ZL’].,ZL’Q, PR 7xt—laxt) = (217227 yee ey R1—2,R2t—1 *¥1 Tty Zp—1 *2 xt)-

OT is a permutation of Q.

Let Q = Zon, let (Q,*) be a quasigroup and let + denote addition modulo
2", Elementary quasigroup additive and reverse additive string transformations
A,RA: QT — QT with leader [ are defined in [92] as follows:

Alxize. .. xp) = (2122,...2) = 2 = (zjo1+xj) * x5, 1 <j<t, 20=1,

RA(m1zo...2p) = (122...zp) =z =% (xj+2; + 1), 1 <j<t, zqp =1

These transformations are not bijective mappings. One can create composite quasi-
group transformations M by composition of different A and/or RA transformations
with different leaders.

Quasigroup string transformations F;, G;, i = 1,2, 3, defined by 3-ary quasi-
group (Q, f) are given in [117]. The operations Fi, Fy, F5 are defined by f, while G;
are defined by f;. By (5) all transformations are permutations and F; has inverse
;. Here we present the definitions of F; and G;. Let take leaders a1, as, as, a4 € Q,
and define

f(x1,a1,az), j=1
Fi(rizg...2) = (z122...21) © 25 = § [(22,0a3,a4), j=2

f(xjvzj7272jfl)7 .7> 27

fi(z1,a1,a2), j=1
Gi(ziza...x) = (2122...2¢) © z; = fi1(@2,a3,a4), j=2

filzj,zj_0,zj_1), J>2.

4. Crypto primitives based on quasigroups

In this section we will consider several designs of cryptographic primitives based on
quasigroups, i.e., on different kinds of quasigroup transformations. We emphasize
that for getting suitable cryptographic properties of the designs, we have to choose
the used quasigroups very carefully. One most desirable property of the quasigroup
is its shapelessness [55]. This means that the quasigroup (Q,*) should not be
associative, commutative, idempotent, have (left,right) unit, it should not have
proper subquasigroups and it should not satisfies identities of kind

k k

for some k < 2n, where n = |@|. More complete definition of a shapeless quasigroup
is given in [82], and several construction of huge shapeless quasigroups are given
in [111].
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According to the properties satisfied by quasigroups, the set of quasigroups Q,,
of fix order n is classified in several classes. Thus, Q,, may consists of two disjoint
classes, the class of fractal and the class of non-fractal quasigroups ([34],[82]). By
considering growing the periods of the strings e; ./(a) of a periodic string o, Q,,
can be classified again in two disjoint classes, the class of exponential and the class
of linear quasigroups. A quasigroup is said to be exponential if the period of the
string e; ."(c) is down bounded by an exponential function const-2*, where const
and a are positive constant ([33],[80],[87]). We note that for some quasigroups the
constant a is enough big, so they can be used to produce suitable crypto primitives.

In the subsequent section we discus constructions based on quasigroups of
several crypto primitives.

4.1. S-boxes defined by quaisgroups

The main point of security in symmetric cryptography in almost all modern block
ciphers are the substitution boxes (S-boxes). S-boxes have to confuse the input
data into the cipher. Since S-boxes contain a small amount of data, the construc-
tion of an S-box should be made very carefully in order the needed cryptographic
properties to be satisfied. It is especially important when ultra-lightweight block
cipher are designed, like PRESENT ([14]). PRESENT S-boxes are derived as a
result of an exhaustive search of all 16! bijective 4-bit S-boxes. Then 16 different
classes are obtained and all S-boxes in these classes are optimalwith respect to
linear and differential properties.

Instead of an exhaustive search of all 16! bijections of 16 elements as it was done
for the design of PRESENT, quasigroups of order 4 can be applied for construction
of cryptographically strong S-boxes, called Q-S-boxes [103].

There is no formal definition for S-boxes, they are usually defined as lookup
tables that are interpreted as vector valued Boolean functions or Boolean maps
f:F3 — Fi, where Fy is a Galois field with two elements. Defined as mappings,
for S-boxes so called linearity and differential potential can be computed and
correspondingly resistance against linear and differential attacks can be measured.

We already mentioned that quasigroups of order 2™ have vector valued repre-
sentation. For example, the next quasigroup of order 4

*(0 1 2 3
0j0 1 3 2
111 0 2 3
212 3 0 1
313 2 10

has representation with the following pair of Boolean functions

f(xo,z1,90,51) = (o +%0, 21+ Yo+ Y1+ ZToYo)-

The algebraic degree of this quasigroup is 2, since the Boolean function fs(zg,z1,
Yo,Y1) = T1 + Yo + y1 + Toyo has degree 2. Generally, the quasigroups of order
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4 can have algebraic degree 1 (144 of them, so called linear) and 2 (432 of them,
so called nonlinear), [44]. Only nonlinear quasigroups are used for construction of
suitable S-boxes, i.e., Q-S-boxes. Note that quasigroups of order 4 are 4 x 2-bit
S-boxes.

We want to generate 4 x 4-bit cryptographically strong S-boxes by using quasi-
groups of order 4. One criterion for good S-box is to have highest possible algebraic
degree, so we search for 4 x 4-bit S-boxes that have algebraic degree 3 for all output
bits. For obtaining 4 x 4-bit S-boxes, e-transformations will be used to raise the
algebraic degree of the produced final bijections. As it is shown in Figure 4, one
non-linear quasigroup of order 4 and at least 4 e-transformations will be used to
reach the desired degree of 3 for all the bits in final output block.

aop ay
pdnyd
l b b‘
0 0\ ‘1\
/Co /31 I
I | 4l 4
A\ A
€0 €1 l3

Figure 4: Four e-transformations that bijectively transforms 4 bits into 4 bits by
a quasigroup of order 4.

So we can get a Q-S-box that satisfy one condition, to be of degree 3 for all
output bits. If the other conditions are satisfied (linearity, differential potential, ...)
we will put it in the set of optimal Q-S-boxes. The algorithm for this methodology
is given in Table 3. We mention that the minimum number of rounds (iterations)
is 4, and using the described methodology we can generate Q-S-boxes in different
ways depending on the number of rounds and the number of leaders that we can
choose. In our investigation we choose to work with 2, 4 and 8 different leaders
and 4 and 8 rounds, respectively. We found all the Q-S-boxes that fulfill the
predetermined criteria to be optimal.

Many experiments were made with 2, 4 and 8 different leaders and 4 and 8
rounds, respectively. The obtained results are given in the Table 4.

Some representative of optimal Q-S-boxes are given in Table 5.
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An iterative method for construction of Q-S-boxes

Step 1 Take one quasigroup of order 4 from the class
of non-linear;
Step 2 Input the number of rounds;
Step 3 Input the leaders. Usually, their number is the same
as the number of rounds;
Step 4 Generate all possible input blocks of 4 bits in the
lexicographic ordering (they are 2%);
Step 5 Take input blocks one by one, and for each of them:
Step 5.1 Apply e-transformation with leader [
on the input block;
Step 5.2 Reverse the result from above and apply
e-transformation with other leader | again;
Step 5.3 Continue this routine as many times as
there is a number of rounds;
Step 5.4 Save the 4-bit result from the last round;
Step 6 At the end concatenate all saved results which generate
permutation of order 16 or 4 X 4-bit Q-S-box;
Step 7 Investigate predetermined criteria;
Step 7.1 If the Q-S-box satisfies criteria, put it in the set of
optimal S-boxes;
Step 7.2 If not, go to Step 3;
Step 8 Analyze the optimal set of newly obtained Q-S-boxes;

Table 3: Construction of one Q-S-box

Number of Leaders Number of Rounds Number of Optimal boxes
2 4 1152
4 4 9 216
8 8 331 264

Table 4: The number of optimal Q-S-boxes under different parameters

4.2. Block ciphers

Block cipher is an enciphering method that encrypt a block M of plaintext of
length n into a block C of ciphertext of length n, by using a secret key K. It uses
an encryption function F : P x K — C and a decryption function D : C x K — P,
where P,C and K are the spaces of plaintext, ciphertext and keys; usually P =
C =1{0,1}", K = {0,1}*. The functions E(M, K) and D(C, K) are permutation
for fixed K and D(E(M, K), K) = M, and there are no different keys K7, K5 such
that E(M, K;) = E(M, K,). Note that when P =C = K = {0,1}", then E is a
quasigroup operation with parastrophe D. Besides the last property, there are no
many block ciphers based on quasigroup. Here we show the design of the block
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x [O0[1][2]3 [4]5[6]7 [8]9 [A[B [C|D [E[F ]
(S [CIT [2[F [F[9 [3[4 [S[0 [A[B [7[D [6]5]
(O[T 23 [4]5 [6]7 [8]9 [A[B [C[D [E[F]
[S@ D[ [F[C[B[5 [7[6 [3[8 [E[2 [0]1 [4[A]
(O[T 23 [4]5 [6]7 [8]9 [A[B [C[D [E[F ]
[S@ D[ [F[C[B[5 [7[6 [3[8 [E]2 [0]1 [4[A]

ot

3 [415 1617 [8]9 JA[B [CID JE[F |
D [7[4 [2[A[8[C |0[9 |[1[B 3

Table 5: Examples of optimal Q-S-boxes given in its hexadecimal notation

cipher BCMPQ (Block Cipher Defined by Matrix Presentation of Quasigroups),
[83].

The design of BCDMPQ uses matrix presentation of quasigroups of order 4.
Thus, given a quasigroup (Q,*) of order 4, for all z,y € Q,z = (x1,22),y =
(Y1,2), T4, y; are bits:

zxy=m’ + Az" + By" + CAx" o CBy” (15)

bi1 b2

where 4 = |“ M2} 4nd B =
bar b2

are nonsingular Boolean matrices,
az1 Q22
11

m = [my, ms] is a Boolean vector and C' = {1 1

}. The operation "o" denotes

the component wise product of two vectors.
There are 144 quasigroups of form (15). Out of them, a list of 128 is chosen
and stored in memory as follows:

seq_num  my,Ma, 011,012, 021, G22, b11, b12, ba1, bao (16)

where seq_num is a seven bit number (the number of the quasigroup in the list)
while m1,mso, a11, @12, as1, ase, bi1, b1z, ba1, bao are the bits appearing in the matrix
form (15) of the quasigroup operation. (Note that a quasigroup of order 4 is given
by using only ten bits, while 32 bits are needed for its Latin square.)

The encryption and decryption algorithms use 16 quasigroups: @1, @2, ..., Qs,
Ti,...,Tg in different steps. These matrices are determined by using the round
key key, which is generated out of the secret key K and consists of 128 bits.

The key length of 128 bits is distributed in the following way:

e 16 bits for the leaders Iy, s, ..., ls (two bits per each leader)

e 56 bits for the quasigroups Q1, @, ..., Qs (7 bits per each quasigroup, actually
the value of sequence number)

e 56 bits for the quasigroups T4, T3, ..., Ts (7 bits per each quasigroup)
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The design of this block cipher is based on three algorithms: round key gener-
ation, encryption and decryption.

Denote by K the secret symmetric key of 128 bits. In order to generate a
round (working) key k out of the secret key, we first determine a fixed shapeless
quasigroup @ and a fixed leader I = 0 = [0,0]. The round key is obtained by
e-transformations. The procedure for generation a round key is described in the
RoundKeyGeneration Algorithm. (There, and in the next two algorithms, auxil-
iary variables are used, tmp is two bits variable and i, is one bit variable.)

RoundKeyGeneration Algorithm

Input: The secret key K = K1 K> ... K128, K; are bits.
Output: The round key key = k1ks ... ki2g, k; are bits.
Initialization: (Q,*) is a fixed matrix quasigroup of order 4
such that a x a # a for each a € @, [ = (0,0) is a two bit leader.

for i =1 to 128 do
ki < Ki;
for i =1to 4 do
ltmp — l,
for j =1 to 127 step 2 do
tmp ¢ (kj’ kj-i—l);
(kj, kjs1) = m" + Al + Btmp” + CAll o CBtmp”;
limp = (Kj, kjg1);
ltmp — l,
for j = 128 to 2 step 2 do
tmp < (kj-1,k;);
(kj—1,k;) = m" + Al + Btmp™ + CAlf, o CBtmp”;
limp <= (kj-1,k;);

The message block length of BCDMPQ can be 8n for any n, but we take that
n = 8, i.e., we consider the light version of the cipher. So, the plaintext message
should be split into blocks of 64 bits. Afterwards, the Encryption Algorithm
should be applied on each block. (If the message length is not devided by 64, a
suitable padding will be applied). The encryption algorithm consists of two steps.
In the first step we use the matrices Q1, Qs, ..., Qs and in the second the matrices
Ty, Ts, ..., Ts.

Briefly, in the first step we split the 64 bit block into 8 smaller blocks (mini-
blocks) of 8 bits. We apply e-transformation on each of these mini-blocks with a
different leader and a different quasigroup. Actually, we use the leader [; and the
quasigroup @; for the i-th mini-blocks. The resulting string is used as input in the
next step.
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In the second step, we apply e-transformations on each resulting string, re-
peating 8 times with alternately changing direction. In the i-th transformation we
use the quasigroup 7; and the leader [;. The detailed and formalized algorithm is
presented in the Encryption Algorithm.

Encryption Algorithm

Input: The round key key = ki1ks ... kias, k; are bits,
the plaintext message a = ajas .. .ags, a; are bits.
Output: The ciphertext message ¢ = cjca ... cg4.
Initialization: Put [; = (kg;—1, k) for i =1,2,...,8.

Lookup the quasigroup @; using the sequence number binary
presented as (kr;—¢, k7i—s, ..., k7;) where i = 1,2, ..., 8. Initialize
the matrices Ag, and Bg,, as well as the vector mq,for i =1,2,...,8.

Lookup the quasigroup T; using the sequence number binary
presented as (k7(it+s)—6; k7(i+8)—5, -+ k7(i+s)). Initialize the
matrices Ay, and Br,, as well as the vector my, fori =1,2,...,8.

for i =1to 8 do

ltmp — lz;

for j =1 to 7 step 2 do
tmp (aj7 ajJrl);
(¢j¢j1) = m, + AQlim, + B, tmp"

+CAQ, 1L, o CBg, tmp”;
limp + (¢j,Cjt1);
for i =1to 4 do

ltmp — ll,

for j =1 to 63 step 2 do
tmp < (Cj’ CjJrl);
(¢jrcjpr) = mi, + Ap L+ Brtmp” + CArlf,, o CBrtmp”;
lemp = (€5, Ci41);

ltmp — li+4;

for j =64 to 2 step 2 do
tmp  (c1,¢,);
(ijl, Cj) = m%+4+ ATi+4 l?mp + BTi+4tmpT+
CAr,, {0, 0 CBr,  tmp™;
lemp = (¢j-1,¢5);

For decryption purposes we use parastrophe (Q,\) of quasigroup (@Q,x). If
x %y = z, then recall that y = x\z has matrix representation
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Decryption Algorithm

Input: The round key key = kiks ... k1og, k; are bits,
the ciphertext message ¢ = cica ... cgq, ¢; are bits.
Output: The plaintext message a = a1as . . . agq.
Initialization: Put [; = (kg;_1, ko) for i =1,2,...,8.
Lookup the quasigroup @; using the sequence number binary
presented as (k7;—g, k7i—5, ..., k7;) where ¢ = 1,2, ..., 8. Initialize
the matrices Ag, and Bg,, as well as the vector mq, fori =1,...,8.
Lookup the quasigroup T; using the sequence number binary
presented as (k7(it8)—6; k7(i+8)—5 -+ K7(i+8)). Initialize
the matrices Ar, and Br,, as well as the vector my, for i =1,2,...,8.

for i =1to 64 do a; + ¢;
for i =1to 4 do
ltm,p — li+4;
for j =64 to 2 step 2 do
tmp < (a;j—1,a;);
(aj_l,aj) = B_1 l+4 —+ BT+4(I —+ C)AT+4 tmp

T; +4
B;{M(Cm% o CATMthmp) + By tmp"+
BT +a (CAT +4 tmp o Ctmp )
ltan — (aj—17 aj):
ltm,p — l?a

for j =1 to 63 step 2 do
tmp + (a;, a]+1)
(aJ 170‘]) B mT + B (I + C)AT tmp
(CmT o CAT ltmp) + B 1tmp +
+HC AT, Uy © Ctmp™);
ltMP « (aj,a54+1);
for i =1to 8 do
ltmp — lz;
for j =1 to 7 step 2 do
tmp < (a;, a3+1)
(aJ 1,a) = BQ mQ —I—BQ (I+C)Ag, L tmp
(C’mQ o CAg,l%,
ltww < (a5,a54+1);

tmp

) + Bg, tmp" + By (CAq, 1, o Ctmp™);

2\z =B 'mT+B 1 (I+C)AzT + B~ (CmT oC A2z )+ B~ 12T+ B~ (CAxT oC2T).

So, what we actually need to do to decrypt is to start from the ciphertext and
reverse the e-transformation, using the quasigroups Tg,7T7,...,77 sequentially at
first, and then reverse the e-transformations of the mini-blocks (from the encryp-
tion algorithm) using the quasigroups Qs, @7, ..., Q1. This can be done using the
inverse operation we mentioned shortly before. The decryption of a ciphertext

€1Cy ... Cgq is done by the Decryption Algoritam.



60 S. Markovski

Period ¢ = 2.66 Period g = 2.48 Period ¢ = 2.43 Period ¢ = 2.37
o |0 1 2 3 e [0 1 2 3 e |0 1 2 3 e |0 1 2 3
0 0o 2 1 3 0 1 3 0 2 0 2 1 0 3 0 3 2 1 0
1 2 1 3 0 1 0 1 2 3 1 1 2 3 0 1 1 0 3 2
2 1 3 0 2 2 2 0 3 1 2 3 0 2 1 2 0 3 2 1
3 3 0 2 1 3 3 2 1 0 3 0 3 1 2 3 2 1 0 3

Table 6: Quaigroups used in the design of Edon80

For the cipher BCDMPQ only preliminary security investigations were done.
The avalanche effect and propagation of one bit and two bits changes were con-
sidered and satisfactory results were obtained. It is an open research problem to
check the resistance on the other block cipher attacks.

4.3. Stream ciphers

Stream ciphers are classified mainly as synchronous (when the keystream is gen-
erated independently of plaintext and cyphertext) and asynchronous (when the
keystream is generated by the key and a fixed number of previous ciphertext sym-
bols). A synchronous stream cipher is binary additive when the alphabet consists
of binary digits and the output function is the XORing of the keystream and the
plaintext. Also, totally asynchronous stream cipher is defined (when the keystream
is generated by the key and all previous ciphertext symbols). There are several
designs of stream cipher based on quasigroups, and here we will consider two of
them.

4.3.1. Edon80

Edon80 is a binary additive stream cipher that is an unbroken eSTREAM finalists
[53]. Schematic and behavioral description of Edon80 is given on the Figure 5.
Edon80 works in three possible modes:
1) KeySetup,
2) IVSetup and
3) Keystream mode.
For its proper work Edon80 beside the core (that will be described later) has
the following additional resources:
1. One register Key of 80 bits to store the actual secret key,
2. One register IV of 80 bits to store padded initialization vector,
3. One internal 2-bit counter Counter as a feeder of Edon80 Core in Keystream
mode,
4. One 7 bit SetupCounter that is used in IVSetup mode,
5. One 4 x 4 = 16 bytes ROM bank where 4 quasigroups (i.e., Latin squares)
of order 4, indexed from (Q, eg) to (Q, e3), are stored.
Those 4 predefined quasigroups are described in Table 6.
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Key : 80 bits

ROM: 16 bytes in KeySetup mode

4 Quasigroups of order 4

in Keystream mode in Keystream,

Counter : 2 bits Keystream : 2 bits

mode

in IVSetu,
IV : 64 + 16 = 80 bits L Edon80 Core
mode
SetupCounter
7 bits
in IVSetup mode

Figure 5: Edon80 components and their relations.

The structure of the Edon80 Core is described in the next two figures. The
internal structure of Fdon80 can be seen as pipelined architecture of 80 simple 2-bit
transformers called e-transformers. The schematic view of a single e-transformer
is shown on Figure 6.

The structure that performs the operation *; in e-transformers is a quasigroup
operation of order 4. We refer an e-transformer by its quasigroup operation *;. So,
in Edon80 we have 80 of this e-transformers, cascaded in a pipeline, one feeding
another. The Figure 7 shows the pipelined core of Edon80.

We will not discuss in all details Edon80. What we want to emphasize is
that the chosen quasigroups have enough big periods of growths. Thus, if any
of the quasigroups is used k times in an e-transformations, the period of the
obtained string will be correspondingly 2.66%, 2.48% 2.43% 2.37% (Note that
2.4880 ~ 21048 ) 'We have to state that 64 out of 576 quasigroups of order 4 have
so big periods of growth, any 4 of them could be taken in the construction of
Edon8&0.

Edon80 shows that, when adequately designed, the quasigroups of very small
order can produce crypto primitives of high quality.

4.3.2. Edon X, Y, Z

Here we present a design of three different kinds of stream ciphers: the synchronous
stream cipher EdonX, the asynchronous stream cipher EdonY and the totaly
asynchronous stream cipher EdonZ.
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Core i-th e-transformer

In p; is 2 bit register - PreviousState

Out If T; =1
In a; is 2-bit register - InternalState " ‘
In T; is 1-bit register - TAG Out

Operation: { NONE T =0
% [0 1 2 3
0 77 7 7
1 77 7 7
2 77 7 7
3 o7 17

Figure 6: Schematic representation of a single e-transformer of Edon80.

Edon80 core pipeline

T T B
arg

*( *1 *79

Figure 7: Edon80 core of 80 pipelined e-transformers.
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All 3 ciphers EdonX,Y,Z have a same Initialization phase, and it is a very
important phase of their designs. We denote by K, secretly shared initial key
an it is transformed in the initial phase to the working key K. The keys, as well
as the messages, consist of s-bit words of any desired length s > 4. The used
quasigroups are defined on the set of all s-bit words, and they have 2° elements.
The length n of the initial key (in s-bit words) can be any positive integer, larger
n for higher security. This flexibility of the choice of the key length is one of the
important performances of this Edon family.

The initialization phase of Edon family is described by following algorithm,
where from the secret key Kj;, and the public quasigroup (Q,e) is obtained as
output a secret working key K and a secret working quasigroup (Q, ), that is an
isotope of (Q,e).

Initialization of Edon X,Y,Z family of stream ciphers

Phase 1. Input of initial key
1. Input: an integer s — the length of the words, an integer n — the initial length of the
secret key, an integer m — the length of the working key, a quasigroup (Q, e) of order 2°

and the initial secret value of the key K;n, = Ko||K1||---|[Kn-1 (K; are s-bit words)
Phase 2. Padding the key
2. Set K := K;pl||n1||In2, where n1 is the most significant and n» is the least

significant s-bit word of n.
Phase 3. Expanding the key to 512 s-bit words
3. Set K., := K||K||--||K||K’, where K’ consists of the first I s-bits words of K
such that the total length of K., is 512 s-bits words.
Phase 4. Transformation of K., with the given quasigroup (Q,e) of order 2°
4. For i =0 to 511 do
begin
Set leader := K[i mod (n + 2)];
Kex + €leader,e(Kez);
Keq — RotateLeft(Kez);
end;
Phase 5. Transformation (Q, *) < Isotope(Q,e)
5. (Q,%) « (Q, »);
For i = 0 to 511 step 8 do
begin
Set rowy := Keg[i]; Set rows = Keg[i + 1];
(Q, *) < SwapRows(Q, rowy, rows);
Set columny := K[t + 2]; Set columng = Keg[i + 3];
(Q, *) < SwapColumns(Q, columny, columna);
Set v := (Ke:n [Z + 4]7 Ke‘a‘[l + 6])7
(Q, %) + (@, *);

end;
Phase 6. Setting the working key K = Kol|---[|K,—1 (the last m s-bits words of K.,)
6. Set K = Ko||K1]| || Km—1 := Kez[512 — m]|| - - - || Kex[511]

In the above algorithm K., means expanded key (it is an auxiliary variable)
and the symbol || means concatenation of s-bit words. The notation K;,[j] (Kex[7],
K[j]) means the j-th s-bit words of the Kj;,, (K¢, K). Thus, K[j] and K; have
the same meaning. The function RotateLeft(K,,) cyclicly rotates the values of
the K., such that K..[i] + Ke[i +1],4=0,1,2,...,510 and K, [511] < K..[0].
The name of the functions SwapRows and SwapColumns speaks for themselves -
they are functions by which the rows or columns of a quasigroup (i.e., the Latin
square) are swapped.
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EdonX

EdonX operates on nibbles, i.e., on 4-bit variables and consequently it uses
quasigroups @ = {0,1,...,15} of order 16 for doing quasigroup transformations
on the streams of data. The working key K is stored in m > 64 internal variables
K, ie, K =KyK;...K,,_1 and K; € Q.

The secret key K, = Kin[0]Kin[l] ... Kin[n—1], Kin[j] € Q of length n, 32 <
n < 256, and an initial public quasigroup (@, e) of order 16. The decryption func-
tion of EdonX is the same as the encryption function. The encryption/decryption
function of EdonX uses also two auxiliary 4-bit variables T" and X, and one ad-
ditional integer variable Counter. The operation & is the bitwise XOR operation
on nibbles.

EdonX encryption and decryption function
Phase 1. Initialization
From the secret initial key K, of length n
and the initial quasigroup (@, e) obtain
new working key K of length m and new quasigroup
(Q, x) « Isotope(Q, o).
Phase 2. En(De)cryption
1. Counter < 0; p = |Fracm?2];
2. X < K[Counter mod n|;
3. T < K[Counter + p mod nl;
4. Fort=0tom —1do
begin
T+ TelX,;
end;
Kmfl «— Ta
5. Output: X ® Inputnibble;
6. Counter < Counter + 1;
7. Goto 2;

It is shown that EdonX is resistant to chosen plaintex/ciphertext attacks. In
order to proof that theorems of this type are proved:

Theorem 7. Any quasigroup (Q,*) of order 16, where @ = {0,1,2,...,15}, is a
solution of the system of functional equations

Lo = Yo * Yi mod m
T1 =Y *Xo
T2 = Y2 *T1

Tm—2 = Ym—2 * Tm—3
a4 =Ym—-1*Tm-2
2= (- (s mot m 8 70) 0 21) #+-) @ Zn_2) 0
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with one unknown quasigroup operation * and unknown wvariables xo, x1,...,
Tm—2, Yo, Y1,---5 Ym—_1, 2 over @, where o is given quasigroup operation on
m

Q, a € Q is fized element, i is a nonnegative integer and p = |5 |.

EdonX can be used as secure pseudo-random number generator like any syn-
chronous stream cipher. For that aim take the message M = 000... to con-
sist of zeros only and let us analyze the output string C = CyC1Cs.... Since
Ci=X;®0=X; (i=0,1,2,...), the output string C in this case consists of the
values of the variable X.

From the encryption/decryption algorithm of EdonX the following system of
iterative functions can be obtained:

Kxo=Kx-1,0*Kx_1,i moa m
Kyx1=Kx_11*xKyp

18
Kyxm—2=Kx_1,m—2*Kxm—3 (18)
Xoam—1=FKr_1,m—1* Ky m—2
Kym-1=((- (Kx-1itpmoam®Kro)®Kxr1) - 0Ky m_2)®X\m1
What we are interested for are the values of X ,,—1 for A = 0,1,..., since the
output string C' is just the string Xo ;—1 X1, m-1X2,m-1X3,m—1.... "What is the

period and the nature of the string C'"? The answer depends on the theory of
discrete chaos systems, that is not developed yet! In several experiments with a
reduced system (18) with initial keys of length 4 and m = 16 is obtained that
either the ergodic part had length greater than 232 or the periodic part had a
period greater than 232 (or both). It is resonable to to conjecture that in the
standard version of EdonX (when m = 64 and the initial keys have length at least
32) either an ergodic part of length 212 or a period 2!2® (or both) will be obtained.

EdonY
The proof that EdonY is self-synchronized is a direct consequence of the
following theorem.

Theorem 8. Let E = ¢, «, 0---0€p, «, and D = d, \, o -ody \, be trans-
formations obtained with n quasigroup transformations x1,...,%, on Q, leaders
li,..., 1, and corresponding parastrophes \1,...,\n. Assume that E(bibs...b;) =
cica...ck, k> mn, and d # ¢; for some fived i (bj,c;,d € Q). Then, for some
dl,...,dnJrl €Q,

) ) o b1 --~bi—1d1 ~--dn+1bi+n+1 ...bk, k> 1+n
Dler... cimadeiga .. cx) = { by bisidy ... de_it1, k<i+n’

In the construction of EdonY we use a public quasigroup (Q,e) of order 32
defined on 5-bits letters, @ = {0,1,2,...,31} and a secret key Kj;, stored in n
internal variables K; € Q, i.e., K;, = KoK ... K,_1 and n > 32.
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The EdonY encryption algorithm and decryption algorithm are precisely
defined by the following procedures, where M = MoM;MoMsM,. .. (C =
CpC1C5C3Cy .. .) is the input plaintext (output ciphertext) string. The variables
X and Y in the decryption algorithm are auxiliary 5-bits variables.

EdonY encryption algorithm
Phase 1. Initialization
From the secret initial key K, of length n
and the initial quasigroup (@, e) obtain
new working key K of length m and new quasigroup
(Q, x) + Isotope(Q, o).
Phase 2. Encryption
1. Counter + 0; p = |Fracn2];
2. KO — KO * (MCounter * KCounterer mod n)
3. Fori=1ton—1do
begin
Ki < K, * Ki—l;
end;
4. Output: CCounter = Nn-1;
5. Counter < Counter + 1;
6. Go to 2;

EdonY decryption algorithm
Phase 1. Initialization
From the secret initial key K, of length n
and the initial quasigroup (@, e) obtain
new working key K of length m and new quasigroup
(Q, x) + Isotope(Q, o).
Phase 2. Decryption
1. Counter + 0; p = |Fracn2];
2. X + anl
Kn—l — CCounter;
3. For i =n — 2 down to 0 do
begin
K; + X\ Kii1;
X <Y
end;
4. OUtPUt: Mcounter = (X \ KO)/KCOunte1’+p mod n
5. Counter < Counter + 1;
6. Go to 2;

It follows from Theorem 8 that EdonY is self synchronized since one error in
the cipher-text C will propagate n + 1 errors in the recovered plaintext M’ i.e.,
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Initialization
From the secret initial key K, of length n
and the initial quasigroup (@, e) obtain
new working key K of length 64 and new quasigroup

(Q, *) < Isotope(Q,e).

Encryption. Decryption.

Input: Key K of Input: Key K of
length n and message M. length n and message C.
Output: Message C. Output: Message M.

1) X, T < InputNibble;

1) X « InputNibble; 2) temp < K, 1:

)T <_.O’ 3) For i =n — 1 downto 0 do
3) Fori=0ton—1do
X «+ temp\ X;
X« K; x X]; TeTaX:
T+ ToX, ’
temp < K;_1;
K; + X;
K; 1+ X;
4) Ky <_T;
4) Kn—l <_Ta
5) Output X;
6) Co to 1; 5) Output X;
’ 6) Go to 1;

Table 7: Totaly Asynchronous Stream Cipher

the original message M and M’ will differ in n 4+ 1 consecutive letters. If there
will be a string of errors in C of length r, then the recovered plaintext will have
T + m errors.

There are proofs that EdonY is resistent to dictionary and to chosen plain-
text/ciphertext attacks. Considering only the known ciphertext attacks, the resis-
tance follows from the next theorem.

Theorem 9. Given a ciphertext C, for each quasigroup operation x on QQ =
{0,1,...,31} and each key K = KoK ...K,_1 there is a plaintext M such that
C' is its ciphertext.

EdonZ

EdonZ operates on nibbles, so it uses a quasigroup (@, e), @ = {0,...,15}, of
order 16. The secret key Kj, is stored in n = 64 internal variables K;, that have
values in the range @ = {0,1,...,15}.

EdonZ encryption and decryption algorithms use also temporal 4-bit variables
T,X, and temp. EdonZ differs from the synchronous EdonX in the way how the
initial value of the variables X and T are set and how the final computation of X is
done. However, in decrypting algorithm EdonX does not use the left parastrophe
of the (Q, ) since it is binary additive stream cipher, but EdonZ needs (Q,\).

Next we will give an example that will work on the principles of EdonZ, but
for the simplicity of the explanation, quasigroup of order 4 will be used and the
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working key will be of length 4. We take that the working key is K =2 3 2 3, the
message is M = {0,0,1,0,2,3,0,...} and the quasigroup and its parastrophe are
the following.

W N = O *
N O = WO
=W N O =
W= O NN
O N W HHlW
W N = O
W o N RO
=N O W=
O W= NN
N = W OoO|w

Several steps of EdonZ encryption are as following.

My M, Mo Ms

K X T K X T K X T K X T

i 0 0 0 0 1 0 0 0

0 2 0 0 0 3 3 3 1 1 1 1 1

1 3 2 2 2 2 1 2 3 2 3 1 0

2 2 1 3 1 0 1 0 1 3 1 2 2

3 3 1 2 2 0 1 1 2 1 1 0 2
Output C = X 1 0 2 0

We emphasize that EdonZ is used in the definition of the random error-correcting
code RCBQ with cryptograpic properties ([55], [119]).

4.4. Pseudo random number generators

A truly random sequence can be obtained only by theory. Namely, if we take that
a sequence is random only if it passes all of the statistical test for randomness, then
we can never check if a sequence is random until all of the tests, infinitely many, are
passed. So, sequences that look randomly are used in many applications were ran-
dom sequences are needed. They are produced by some deterministic algorithms
or physical phenomenas and are called Pseudo Random Sequences (PRS). PRS
have to pass all known approved battery o statistical tests for randomness (like
Diehard, NIST, ...) The algorithms for producing PRS are called Pseudo Random
Sequence Generator (PRSG), i.e., PRNG when we have number sequences.

Many PRNG that are used for many purposes are biased, for example the next
produced bit (or symbol) can be predictable with probability greater than 1/2.
Then, the obtained sequence of such a generator should be unbiased. By using
quasigroup transformations several type of PRNG can be designed. In fact, all of
the previous stream ciphers can be used as PRNG, and they are cryptographically
secure, since a key is used. What is a problem with those PRNG is their efficiency,
since they are designed for other purposes.

Very simple PRNG can be obtained by the following procedure.

QPRNG can produce pseudo random sequences from very biased sequences,
even from periodical sequences as well. We emphasize that in QPRNG the choice
of the quasigroup is very important, it should be shapeless and exponential with
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Quasigroup PRNG (QPRNG)

Phase I. Initialization
1. Choose a positive integer s > 4;
2. Choose a quasigroup (A, x) of order s;
3. Set a positive integer k;
4. Set a leader [, a fixed element of A such that [ 1 # [;
Phase II. Transformations of the random
string bob1ba2bs . . ., bj €A
5. Fori=1to kdo L; « [;
6. 5« 0;
7. do
b« bj;
Ly + Ly % b,
For i =2 to k do Li<_Li*Li—1;
Output: Ly;
Jei+ L
loop;

Table 8: Algorithm for simple QPRNG

as higher period of growth as possible. In fact, for quasigroups of order 4 one
can compute the period of growth of all 576 quasigroups. The Table 9 shows that
suitable quasigroups of order 16 can be find enough easily too.

As an example of the capacity of QPRNG we consider the PRNG used in GNU
C v2.03 that do not passed all of the statistical tests in the Diehard Battery v0.2
beta [30], but after using QPRNG on the obtained sequence from GNU with a
quasigroup of order 256 and for & = 1 (only one application of an e-transformation)
all tests of Diehard were passed ([87]).

x*xxx TEST SUMMARY FOR GNU C (v2.03) PRNG *****

All p-values:
0.2929,0.8731,0.9113,0.8755,0.4637,0.5503,0.9435,0.7618,0.9990,0.0106,1.0000,0.0430,
1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,
1.0000,1.0000,1.0000,0.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,1.0000,
0.7921,0.4110,0.3050,0.8859,0.4783,0.3283,0.4073,0.2646,0.0929,0.6029,0.4634,0.8462,
0.2385,0.6137,0.1815,0.4001,0.1116,0.2328,0.0544,0.4320,0.0000,0.0000,0.0000,0.0000,
0.0003,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,
0.0753,0.0010,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,0.0233,0.0585,0.0000,0.0000,
0.0000,0.0000,0.0000,0.2195,0.0321,0.0000,0.0000,0.9948,0.0006,0.0000,0.0000,0.0688,
0.2303,0.1190,0.8802,0.0377,0.6887,0.4175,0.0803,0.3687,0.7010,0.7425,0.1003,0.0400,
0.9488,0.3209,0.5965,0.0676,0.0021,0.2337,0.5204,0.5343,0.0630,0.2008,0.6496,0.4157,
0.9746,0.1388,0.4657,0.5793,0.6455,0.8441,0.5248,0.7962,0.8870

Overall p-value after applying KStest on 269 p-values = 0.000000
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Number of Number of
Value of ¢ quasigroups with Value of ¢ quasigroups with
period growth 2¢% period growth 2¢%
0.00 < ¢<0.25 4 2.00 < ¢ <225 79834
0.25 < ¢ < 0.50 23 2.25 < ¢ < 2.50 128836
0.50 < ¢ < 0.75 194 2.50 < ¢ < 2.75 174974
0.75 < ¢ < 1.00 686 2.75 < ¢ < 3.00 199040
1.00 < c < 1.25 2517 3.00 < c<3.25 175848
1.25 < ¢ < 1.50 7918 3.25 < ¢ < 3.50 119279
1.50 < ¢ < 1.75 18530 3.50 < ¢ < 3.75 45103
1.75 < ¢ < 2.00 42687 3.75 < ¢ < 4.00 4527

Table 9: Period growth of 10% randomly chosen quasigroups of order 16 after 5
applications of e-transformations (k=5 in QPRNG)

*** TEST SUMMARY FOR GNU C v2.03 + QUASIGROUP PRNG IMPROVER ***

All p-values:
0.5804,0.3010,0.1509,0.5027,0.3103,0.5479,0.3730,0.9342,0.4373,0.5079,0.0089,0.3715
0.0584,0.1884,0.1148,0.0662,0.8664,0.5070,0.7752,0.1939,0.9568,0.4948,0.1114,0.2042,
0.4883,0.4537,0.0281,0.0503,0.0346,0.6085,0.1596,0.1545,0.0855,0.5665,0.0941,0.7693,
0.6544,0.9673,0.8787,0.9520,0.8339,0.4397,0.3687,0.0044,0.7146,0.9782,0.7440,0.3042,
0.8465,0.7123,0.8752,0.8775,0.7552,0.5711,0.3768,0.1390,0.9870,0.9444,0.6101,0.1090,
0.8538,0.6871,0.8785,0.9159,0.4128,0.4513,0.1512,0.8808,0.7079,0.2278,0.1400,0.6461,
0.3353,0.1064,0.6739,0.2066,0.5119,0.0558,0.5748,0.5064,0.8982,0.6422,0.7512,0.8633,
0.4625,0.0843,0.0903,0.7641,0.6253,0.8523,0.7768,0.8041,0.5360,0.0826,0.0378,0.8710,
0.2115,0.8156,0.8468,0.9429,0.8382,0.1463,0.4212,0.6948,0.4816,0.3454,0.2114,0.3493,
0.3448,0.0413,0.2422,0.6363,0.2340,0.8404,0.0065,0.7319,0.8781,0.2751,0.5197,0.4105,
0.0832,0.1503,0.1148,0.3008,0.0121,0.0029,0.4423,0.6239,0.0651,0.3838,0.0165,0.2770,
0.2074,0.0004,0.7962,0.4750,0.4839,0.9152,0.1681,0.0822,0.0518
Overall p-value after applying KStest on 269 p-values — 0.018449

4.5. Hash functions

Hash functions on a set A are mappings h : AT — A" that take a variable-
size input messages and map them into fixed-size output, known as hash result,
message digest, hash-code etc. They are used in checking data integrity, digital
signature schemes, commitment schemes, password based identification systems,
digital timestamping schemes, pseudo-random string generation, key derivation,
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one-time passwords etc.

The first attempts for using quasigroup transformations for creating crypto-
graphic hash functions do not have actual implementations ([37], [38], [86], [47]).
In [140] is proposed a hash function as one elementary e-transformation on the
message Ti1Ts ... Tt

H(zi2g...2¢) = (((a0x1) @x2) - 01y = €qe(T122...2¢).

The huge working quasigroup (Q, ) is obtained from the modular subtraction
quasigroup (@, *) defined by z *xy = 2+ (r — y) mod r, |Q| =, and three secret
permutations m,w, p as x ey = 7L (w(zx) + (r — p(y)) mod r). The leader a is used
as initialization vector.

A generic hash function with quasigroup reverse string transformation R has
been described in [54], with first implementation named Edon-R(256, 384, 512)
given in [46]. Another interesting application of quasigroups is the quasigroup
folding, a 2 time slower security fix of the MD4 family of hash functions [48],
with shapeless randomly generated quasigroup of order 16. Similar technique has
been used in [49] , where new hash function SHA-1Q2 has been constructed from
SHA-1 by message expansion part with quasigroup folding and has only 8 internal
iterative steps (and it is 3% faster than SHA-1).

Further on we will consider the candidate of NIST SHA-3 competition, Edon-R
and NaSHA, whose designs were based on huge quasigroup transformations.

Edon-R

Edon-R [58] is wide-pipe iterative hash function with standard MD-straiten-
ing. It was the fastest First round candidate of NIST SHA-3 competition.

The chaining value H; and the message input M; for the ith round are composed
of two ¢-bits blocks, ¢ = 256,512, i.e., H; = (H}, H?) and M; = (M}, M?), and
the new chaining value H;, is produced as follows

Hit1 = (Hi1+lv Hi2+1) = R(Hzla Hz27 Milv M3)7

R is little bit modified reverse string transformation, in a sense that two parts
from the message are taken reversed when are used like a leaders, and the or-
der of leaders is M?, H}, H?, M}. The compression function R uses two huge
quasigroups of order 226 and 2°'2. Algorithmic description of the quasigroup of
order 225 is given in the Table . There X;, Y; and Z; are 32-bit variables, so
X = (XQ,Xl, ey X7), Y = (Yb, Yl, ey Y7) and Z = (Z(), Zl, ey Z7) are 256-bits
variables. (Note that the operation is X #*Y = Z.) Operation “+" denotes addition
modulo 232 , operation @ is the logical operation of bitwise exclusive or and the
operation ROTL"(X;) is the operation of bit rotation of the 32-bit X;, to the left
for r positions.

NaSHA

NaSHA [92] is another First round candidate to the NIST SHA-3 competition
based on quasigroups . It is also wide-pipe iterative hash function with standard
MD-straitening. NaSHA-(m, k,r) has three parameters m, k, r, where m denotes
message length, k is the number of elementary quasigroup string transformations
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’ Quasigroup operation of order 2%°°

Il'lpllt: X = (Xo,Xl, v ,X7) and Y = (Y(),Yl, “ee 7)/"7),
where X; and Y; are 32-bit variables.

Output: Z = (Zy, Z1,...,2Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: Ty,...,T15.

To < ROTLP (0 AAAAAAAA + Xo + X1 + Xo + X4 + X7);
T < ROTL4(X0 + X1+ X3+ X4+ X7);
Ty + ROTL8(Xo + X1 + X4 + Xg + X7);
1. Tg < ROTL13(X2 + X3 + X5 + XG + X7 N
Ty < ROTL17(X1 + Xo+ X3+ X5+ X6
Ts < ROT Loy (Xo + Xo + X3 + X4 + X5
(
(

);
);
).
)

Ts < ROTL24 X0+X1 +X5+X6+X7
T7 ROTL29 X5 +X3 +X4+X5+X6

)

bl

Ts T3 & Ts @ T;
To<Tr & Ts @ Ts;
T10<~T2 D T3 D T5;
2Thn+Ty @ Th @ Ty
Tio+1Ty & Ty & Ty
Tis+<Ty & Ts & Tr;
Tu<Ty ® Ts © Ty;
T15<—T0 D T1 D T7;

Ty < ROTL® (0255555555 + Yy + Y1 + Yo + Y5 + Y7);
Ty <+ ROTLA (Yo + Yy + Y3 + Yy + Yp);
Ty < ROTL?(Yy + Yy + Yo + Y3 + Y5);
3. 15+ ROTL11 (Yo +Ys + Y, + Y5 + Y7);
Ty < ROTL15(Y0 +Y1+Y5+Y,+ Y5
T5 < ROTLQO(}/Q +Y,.+ Y5 +Ys+Ys
Ts + ROTL25(Y1 +Yo+ Y5 +Ys+ Y5
T7 < ROTLo7 (Yo + Y3+ Yy +Ys + Y7

);
);
).
)

)

)

Z5(*T8+(T3 & Ty & T6
Z6<—T9+(T2 57 T5 > T7
Zy T+ (Ty © Ts @ Tr);
4. Zg T+ To © T1 @
Zl < T12 =+ (T2 ) TG
Z2 <— T13 + (TO D T1
Z3 T+ (To © T3
Z4 < T15 —+ (Tl D T2

);
).

CRCNENE
SESES

Table 10: An algorithmic description of a quasigroup of order 22°6,
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of type A and RA, and r is from the order 22" of used quasigroups. To the com-
petition was sent NaSHA-(m, 2,6), m = 224,256, 384,512. Every round consists
of one linear transformation obtained from an LFSR, followed by MT quasigroup
string transformation, that is a composition of k alternate quasigroup string trans-
formations A and RA. NaSHA uses novel design principle: the quasigroups used
in every iteration in compression function are different, and depend on the pro-
cessed message block. Even in one iteration, different quasigroups are used for
two quasigroup transformations. Quasigroups in NaSHA are obtained by using
Extended Feistel Networks as orthomorphisms and complete mappings on the
groups (Zoie, ®), (Zgs2,®) and (Zgss, ®). NaSHA is of order 26 and is produced
from known starting bijection of order 28 by using xoring, addition modulo 2%*
and table lookups.

The MQQ (Multivarite Quadratic Quasigroups) family of crytptosystems was
first defined in 2007 [51]. Subsequently, a signature [57], and an improved encryp-
tion variant was proposed [59]. As the name suggests, the cryptosystems from this
family are based on multivariate quadratic quasigroups — MQQs, defined over a
finite field. It belongs to the broader family of multivariate public key cryptosys-
tems (M Q) whose security relies on the hardness of solving quadratic polynomial
systems of equations over finite fields, known to be NP-hard problem.

A typical (M Q) public key cryptosystem relies on the knowledge of a trapdoor
for a particular system of polynomials over a finite field F,. The public key of the
cryptosystem is usually given by a multivariate quadratic map P : Fy — F*, i.e

p1(z1,.. ., 2, Z ’ywxgcj—i—Zﬁ x—i—a(l
1<i<jisn
P(xl,...,xn) =
Pm(T1,. .., Ty Z v(m)xxj—&—ZB z; +a™m
1<i<jsn

for some coefficients &'Z(; ), 51-(5), a®) € F,. It is obtained by obfuscating a structured
central map

Foi(x1,. . m,) €FY — (fi(@i, .o zn), s fm(Tr, o 1)) e F,

using two bijective affine mappings S, 7 over Fy that serve as a sort of mask to

hide the structure of F. The public key is defined as
P=ToFoS.

The mappings S and 7 are part of the private key s. Besides them, the private
key may also contain other secret parameters that allow creation, but also easy
inversion of the transformation F. Without loss of generality, we can assume that
the private key is s = (F,S,T).
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input x

X = (T1,...,%n)

private: &

X/

public:
private: F P=(P1,--Pn)

!

y
private: Tl

output y

Figure 8: A general MQ trapdoor

Graphically, the trapdoor of an MQ scheme can be depicted as in Figure 8.

MQQ-SIG is a signature scheme that has excellent performance in signing.
In particular, it is the fastest signature scheme in the ECRYPT benchmarking
of cryptographic systems (eBACS) [13]. It is defined over F2 and has the minus
modifier applied because of the possibility for direct algebraic attack and MinRank
attack otherwise.

The length of the messages that can be signed is n/2, and the signing process
is performed by prepending a random string of length n/2.

A high-level schematic presentation of the signing and verification process is
given in Figure 9 and the corresponding algorithmic description in Algorithm 1.

The central mapping F of MQQ-SIG is a quasigroup string transformation
using one quasigroup ¢. Both F and the inverse 7! are depicted in Figure 10
and Figure 11. Algorithm 2 gives a detailed description of the construction of the
central map F.

The MQQs used are of relatively small order 28 that allows storing them in a
lookup table, used for the signing process.

The algorithm used for construction of the MQQ is presented in Algorithm 3.
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m

m
i S o —

h = hol|h1 4
i ho Il b
Yo = 10|l y1 = 71|l
v { H(m) A
zo = D(yo) z1 = D(y1) Compare
’ Signature = (2o, 1) ‘ > h = hollhs

Figure 9: The signing and verification process of MQQ-SIG

* * *
? T \X3 \f(gl )T
Y Y, Y3 Yo_, Ya

Figure 10: Graphical representation of the central map F in MQQ-SIG.

Y1 Y, Y3 Y, /8-1 Y8
{%q/'/yq/ %
X1 X X3 e Xnyg—1 Xoys

Figure 11: Graphical representation of the inverse map F ! in MQQ-SIG, using the
right and left parastrophes.
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Algorithm 1 MQQ-SIG

Key Generation

1. Use Algorithm 2 to construct the central map F.

2. Construct the affine mappings S and &’ as defined in [57].
3. Pick a hash function H : {0,1}* — {0,1}".
4

. Construct the mapping P’ = S o F 0 S’ and define the public key P as the
last % coordinates of P’. Denote by P'~! the inverse of P’. Algorithm 4 is
used to compute P’ L.

Output: The public key P and the private key (F,S,S’).

Signature Generation
Input: A message m € {0,1}* to be signed.

1. Compute h = ho||hy <= H(m), where hg and h; are both % bits long.

2. Generate two random %-bit values, ro and 71, and set yo = ro||ho and
y1 =r71|lh1.

3. Compute xo = P’ (yo) and x1 = P’ (y1).

Output: The digital signature (xg,x1).

Signature Verification
Input: A message-signature pair (m, (xo,X1))-

1. Compute h = ho|lh1 + H(m).
2. Compute zg < P(xo) and z1 < P(x1).

Accept the signature if zg = hg and z; = hy, otherwise reject.
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Algorithm 2 ConstructF

Input: A vector x = (21,...,2,) , where n is a multiple of 8.
1. Represent the vector x as a string X = X;X5... Xy, where k = ¢, and
Xi = (g(i—1)41,-- -, xsi) for every i € {1,... k}.

2. Use Algorithm 3 to construct an MQQ (F5, q).

3. Compute the string Y = Y1Y5...Y}, where
X ifi=1,

Y;' = q(Xi—laXi) if i = 2,4,...,]{;, (19)

q(Xi7Xi—1) lf?,:3,5,,k—1

4. Represent Y as a vector y = (y1,...,Yn)-

Output: The vector y.

Algorithm 3 ConstructMQQ

Repeat

1. Construct d x d upper triangular Boolean matrices U;, 7 € {1,...d — 1}

that have all elements 0 except the elements in the rows from {1,...,4} that
are strictly above the main diagonal. Choose these elements uniformly at
random from Fs.

. Choose randomly three nonsingular d x d matrices Ay, Aa and B over Fo
and a vector ¢ € F4.

. Form the d x d block matrix

U(X):Id+ 0 U;-A;-x Us-A;-x Ug1-Ar-x

. Construct the mapping ¢(x,y) = B-U(x)-Az-y+B-A;-x+c, that defines
an MQQ of order 2¢.

Until the following conditions about the matrices Q) of the coordinates ¢; are
satisfied:

Vie{l,...,d}, Rank(Q®) > 2d — 4, (20a)
3j e {1,...,d}, Rank(QW) = 2d — 2, (20b)

Output: The MQQ ¢(x,y).
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An important feature of the MQQs used, as it can be seen from Algorithm 3, is
their bilinear nature, i.e., the variables from the two operands are only mixed with
each other quadratically, and there is no quadratic mixing of variables from one
operand. This property makes the private key smaller, in particular, the bilinear
MQQs only require 81 bytes of memory. Further, it also enables fast signing even
in constrained environments by solving systems of linear equations.

The Algorithm used for computing the inverse of F is given in Algorithm 4.

Algorithm 4 ComputelnverseF

Input: A vector y = (y1,...,yn) € Fy , where n is a multiple of 8.

1. Represent the vector y as a string Y = Y1Y5... Yy, where k = g, and Y; € ]Fg
for every i € {1,...,k}.

2. Compute the string X = X7 X5 ... X, where
Y, ifi=1
X; = { the solution of YV; = ¢(X;_1,X;), ifi=2,4,...,k
the solution of ¥; = ¢(X;, X;—1), ifi=3,5,...,k—1
3. Represent X as a vector x € F5.

Output: The vector x.

In [125], the authors propose a natural interpretation of the private key, in
particular the secret quasigroup g. Instead of storing ¢, the holder of the private
key can store the isotopic go(x,y) = U(A]' - x) -y + x + co, and the invertible
A1, A5, B. In this case, the bilinear quasigroup can be stored in 50.5 bytes, rather
than 81 bytes using the naive approach from the original paper.

In MQQ-SIG, as much as half of the public polynomials are removed in order
to defend from Grobner bases attacks. While this is not a problem for a signature
scheme, an encryption scheme can not be build with such a heavy use of the minus
modifier. Therefore, in the subsequent proposal MQQ-ENC for an encryption
scheme [59], the authors propose to use left quasigroups instead.

Let (Q,q) be a left quasigroup of order p*¥. We say that (Q,q) is a Left
Multivariate Quadratic Quasigroup (LMQQ) if ¢ can be represented as a func-
tion ¢ = (¢',¢@,...,¢?D) : IFZ% — ]sz, where for every s = 1,...,d, ¢'® is a
quadratic polynomial over IF,x. For simplicity, we take that Q@ = ]sz.

The following theorem provides sufficient conditions for a multivariate mapping
to define a quasigroup.
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Theorem 10. The function g = (¢, ¢®, ... ¢¥) : Ff)(,f — sz such that for

every s =1,...,d, the component qés) is of the form
qSS)(xlw"7$d7y17"'ayd) = Z O[ :ij+ Z 5”11/13/3
1<4,j<d s<i,j<d
DR D DL S D R (21)
1<i<d,s<j<d 1<i<d s<i<d

where p*) (z) = ax, a # 0, or p¥)(z) = ax?, a # 0, p = 2, defines an LMQQ
(sz,qo) of order p*?

For the purpose of MQQ-ENC, and using the form from Theorem 10 the
LMQQs can be constructed using Algorithm 5.

Algorithm 5 CreateLMQQ(d, p, k)

Input d,p, k € N, where p is prime.

1. For all s € {1,...,d} generate at random from Fpk the coefficients:

o' 6@ foralli,j,1<4,j<d, andp3®

17’ T

o %.(’j), forall i,j,1<i<d,s<j<d, and the constant term n(*).

forallz ,J, 8 <1, <d,

1,7 z

2. Forall s e {1,...,d}

e If p =2 generate at random a bit r € Fo, otherwise set r = 0.
e Choose at random a(® € F \ {0}. If r = 0 set p*) = a{*)z,, otherwise
set p(8) = a(s)xﬁ

3. For all s € {1,...,d} construct q( )(x,y) given by (21), and the LMQQ
(1 (2 (d)
q <QO 7q0 7"'7q0 )

4. Generate at random over IF,«, d X d nonsingular matrices D, Dy, and vectors
c, ¢y of dimension d.

Output the quintet (g0, D™, Dy, ¢, cy) and the LMQQ of order p*¢:

q(x,y) =D -qo(x,Dy -y +¢cy) +c.

As in MQQ-SIG, an efficient algorithm for inverting the central mapping is
based on efficiently computing the parastrophe ¢ of ¢ at a given point. In other
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words, the problem is reduced to to solving the system of d quadratic equations

in d variables y1,y2,...,yq over Fpx

q(wy) =v (22)

Even though this is a non trivial problem in general, the specific structure of the
LMQQs in use, allows this system to be solved in polynomial time, very efficiently
and fast.

The MQQ-ENC cryptosystem is defined as a triplet of probabilistic algorithms
MQQ-ENC= (GMQQ gMQQ DMQQ) associated to a message space Mspace(nk) =
{0,1}"/2 and random coins Coins(nk) = {0,1}"*/4  given by Algorithms 6, 7
and 8 as follows.

Algorithm 6 Key-Generation algorithm G 9@

Input: 17%,
1. Run CreateST(n,2,k,r1,79,rem) to obtain
(1)

(01,02, Mo, (a;")r, 41, (agz))rﬁl) and the affine mappings S and T.
2. Run CreateLMQQ(8,2, k) to obtain (g, D, Dy, c,cy) and g.

3. Represent the vector (x1,a,...,2,) of variables over F,. as a vector
(X1,X2,...,X,/s) of variables over F3,, where x; = (2g;—7, Zsi—6. - - - , Lsi)-

4. Define a mapping F : F, — F7, (a quasigroup string transformation) by:

W1y esUn) = F(T1,...,20) ©
(y17y27"'7y'n/8) - (q(ll"'1ﬂxl)7Q(XlaX2)7'"7Q(X’n/8—1axn/8)) (23)

5. Construct the mapping Py : F2 — Fo as Pruy = T oFoS. We use the
notation Py = (p1,p2, - -+, Pn), Where pi(21,...,2,), 1 <i< n.

6. The vector of polynomials P : F3, — Fj,"“" is obtained by removing the
last rem coordinates from Py, ie., P = (p1,D2,- -, Pn—rem)-

7. Choose a universal hash function H : {0,1}3"%/4 — {0, 1}7"+/4.

8. Set pk = (P, H),
and sk = (Ula g2, MO) (agl))’r1+17 (aEQ))T2+la q0, D_17 D;17 C, Cy)'

Output: Public private key pair (pk, sk).
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Algorithm 7 Encryption algorithm £YQ%

Input: Public key pk = (P, H) and plaintext message m = {my,ma, ..., My 2} €
Mspace(nk),

1. Generate a random string r = {r1,72,...,7,/4} € Coins(nk).
2. Evaluate (hy,...,hy4) = H(m,r) = H(my,...,Mp/2,71, ..., Tn/a)-
3. Evaluate P(m,r, H(m,r)) = P(my,..., My 2,715, Tpjas ha, ooy hyya).

Output: Ciphertext ¢ = P(m,r, H(m,r)).

Algorithm 8 Decryption algorithm DM@

. 1 2 1 e
Input: Private key sk= (01,092, Mo, (ag ))T‘1+17 (ag ))r2+17q0; D ',D; ' ¢, cy)
and cipher c=(c1, ..., rem) € Fo. ",

For all (¢,,—rem+1sCnremt2,--+,Cn) € FLZ™ do

1. Evaluate (m/j,mb,...,m.) =8 LtoFtoT(c,ca,...,¢,), where F~1is
evaluated by: .
(U1, U, .. Uy) = F (v1,02,...,0,) &

(II1, ug,..., u'n,/8) :(Q\(UO7V1)7Q\(U17V2)7 Q\(UQ,V3)7 v 7Q\(un/8—17 Vn/8>124)

Here, ug = (11...1), and for every i € {0,...,n/8 — 1}, uj11 = ¢\ (W, viy1)
is evaluated by running Algorithm Q\ (us, viy1,8,2,k, qo, D!, D;l, c,Cy).

The vector (uy,...,u,) over Far is represented as a vector (uy,...,u,/s)
over ng, where u; = (ug;—7,usi—¢,- - -, us;). Analogously, the same is done
for the vector (v, ve,...,v,).
2. If H(my,mb, ... ,my, ,) = (M, 41, M3 410, --»My,) then break;

End for;

Output: Plaintext m’ or L if the above test failed for all (¢p—remt1,---,¢n) €

Frem.

2k

5. Conclusion

The aim of this article was to present how quasigroups can be exploit for build-
ing suitable cryptographic primitives. There were presented constructions of sev-
eral types of quasigroups and several types of quasigroups string transformations.
Designs with these types of quasigroups and transformations were illustrated in
constructions of S-boxes, block cipher, stream ciphers, pseudo random number
generators, hash functions and public key security and signatures. There are
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also other applications of quasigroups in cryptography (MAC, Identity encryption
schemes, Authenticated encryption, ...) but we found that what we had presented
is quite enough to conclude that, slowly but surely, quasigroups are taking there
role in cryptography. We emphasize that there are several other survey papers
where different applications of quasigroups in cryptography are discussed as well:
[132], [60], [133], [134], [135], [108], etc.

We have to notice that cryptographic properties are not discussed in this pa-
per. The efficiency and security of the crypto products based on quasigroup is
an open research problem for cryptographers and cryptanalysts. There are many
broken designs based on quasigroups, but also there are some with perfect crypto
properties.

At the end, one can notice that the presented results were mostly from Mace-
donian quasigroupists and cryptographers; that was done intentionally.
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