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Snort®is an open source intrusion detection system based on signature detection. In the paper
we present information about the third version of Snort AD — preprocessor designed to log and
analyze network traffic information developed by us.

AD preprocessor

Snort is the most popular open source intrusion detection system based on
signature detection (see e.g. [2], [14], [18], [19]). The modular construction of Snort
allows one to extend its capabilities by creating own pre- or postprocessors and/or
plugins. The best-known Snort tools are for instance ACID (see [15]), BASE (see [16])
or SAFE (see [17]).

In our works we develop Snort preprocessor designed to enhance Snort
possibilities to monitor, analyze and detect network traffic anomalies using NBAD
(Network Behavioral Anomaly Detection) approach (see e.g. [6], [7], [20]). The first
version of Anomaly Detection preprocessor (see [21]) for Snort version 2.4x was
published in a Master’s Thesis [11] in 2006. Next the project has been developed (see e.g.
[10], [12], [9], [8]) till the current version 3.0 designed for Snort 2.9.x which periodically,
with a given interval, logs information about 29 parameters of the network traffic as a
number of TCP/UDP packets sent/received from outside/inside the current IPv4 subnet,
www download/upload speed, a number of UDP 53 (DNS) datagrams etc. Values of
these parameters are the logs into a file in CSV (Comma Separated Values) format, with
header line containing description of each parameter (see Figure 4).

DD-MM-YY, HH:MM:SS, Day of the Week, Time interval [s], TCP summary [number of
packet], TCP outgoing [number of packet], TCP incoming [number of packet], TCP from
this subnet [number of packet], UDP summary [number of packet], UDP outgoing
[number of packet], UDP incoming [number of packet], UDP from this subnet [number
of packet], ICMP summary [number of packet], ICMP outgoing [number of packet],
ICMP incoming [number of packet], ICMP from this subnet [number of packet], TCP
with SYN/ACK [number of packets], WWW outgoing - TCP outgoing to port 80
[number of packet], WWW incoming - TCP incoming from port 80 [number of packet],
DNS outgoing - UDP outgoing to port 53 [number of packet], DNS incoming - UDP
incoming from port 53 [number of packet], ARP-request [number of packet], ARP-reply
[number of packet], Not TCP/IP stacks packet [number of packet], Total [number of
packet], TCP upload speed [kBps], TCP download speed [kBpsl, WWW upload speed
[kBpsl, WWW download speed [kBps], UDP upload speed [kBps], UDP download speed
[kBps], DNS upload speed [kBps], DNS download speed [kBps]
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04-10-
11,16:52:16,Tue,30,0,0,0,0,16,0,0,16,60,0,0,60,0,0,0,0,0,29,0,22,127,0.00,0.00,0.00,0.00,0.00
,0.00,0.00,0.00

04-10-
11,16:52:46,Tue,30,0,0,0,0,20,0,0,20,60,0,0,60,0,0,0,0,0,40,0,29,149,0.00,0.00,0.00,0.00,0.00
,0.00,0.00,0.00

Figure 4. AD log file. Source: own research.

The next function of the preprocessor is generating alerts. Preprocessor reads a
predicted pattern of the network traffic (of all parameters) from the ‘profile’ file and
generates alert when the current value exceeds ‘minimum’ to ‘maximum’ range for the
current moment (the moment is given by day of the week, hour, minute and second
corresponding to the intervals from the log file) from the profile file (see Figure S).

DD-MM-YY, HH:MM:SS, Day of the Week, Time interval [s], TCP summary MAX [number of
packet], TCP summary MIN [number of packet], TCP outgoing MAX [number of packet], TCP
outgoing MIN [number of packet], TCP incoming MAX [number of packet], TCP incoming MIN
[number of packet], TCP from this subnet MAX [number of packet], TCP from this subnet MIN
[number of packet], UDP summary MAX [number of packet], UDP summary MIN [number of
packet], UDP outgoing MAX [number of packet], UDP outgoing MIN [number of packet], UDP
incoming MAX[number of packet], UDP incoming MIN[number of packet], UDP from this
subnet MAX [number of packet], UDP from this subnet MIN [number of packet], ICMP summary
MAX [number of packet], ICMP summary MIN [number of packet], ICMP outgoing MAX
[number of packet], ICMP outgoing MIN [number of packet], ICMP incoming MAX [number of
packet], ICMP incoming MIN [number of packet], ICMP from this subnet MAX [number of
packet], ICMP from this subnet MIN [number of packet], TCP with SYN/ACK MAX [number of
packets], TCP with SYN/ACK MIN [number of packets], WWW outgoing - TCP outgoing to port
80 MAX [number of packet], WWW outgoing - TCP outgoing to port 80 MIN [number of packet],
WWW incoming - TCP incoming from port 80 MAX [number of packet], ], WWW incoming - TCP
incoming from port 80 MIN [number of packet], DNS outgoing - UDP outgoing to port 53 MAX
[number of packet], DNS outgoing - UDP outgoing to port 53 MIN [number of packet], DNS
incoming - UDP incoming from port 53 MAX [number of packet], DNS incoming - UDP
incoming from port 53 MIN [number of packet], ARP-request MAX [number of packet], ARP-
request MIN [number of packet], ARP-reply MAX [number of packet], ARP-reply MIN [number of
packet], Not TCP/IP stacks packet MAX [number of packet], Not TCP/IP stacks packet MIN
[number of packet], Total MAX [number of packet], Total MIN [number of packet], TCP upload
speed MAX [kBps], TCP upload speed MIN [kBps], TCP download speed MAX [kBps], TCP
download speed MIN [kBps], WWW upload speed MAX [kBps], WWW upload speed MIN [kBps],
WWW download speed [kBps] MAX, WWW download speed MIN [kBps], UDP upload speed
MAX [kBps], UDP upload speed MIN [kBps], UDP download speed MAX [kBps], UDP download
speed MIN [kBps], DNS upload speed MAX [kBps], DNS upload speed MIN [kBps], DNS
download speed MAX [kBps], DNS download speed MIN [kBps]

04-10-11,16:52:16,Tue,
30,0,10,4,1,0,0,0,0,0,0,1,0,1,0,2,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,10.00,5.0
0,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00

Figure S. AD profile file. Source: own research.
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The profile can be generated “manually” or by a Profile Generator using appro-
priate model based on historic values from the log file. The architecture affords easy
implementation of different statistical models of the traffic and usage of different tools
(i.e. statistical packets) for building profiles. For easy implementation of adaptive models
(which have to generate profile ‘incrementally’ after getting current values of the traffic
parameters), the values from the profile file are loaded by AD to the log file after each
saving of the current traffic values.

Profile Generator

In the current version of AD the profile generator was designed based on R
environment (see:[13]).

The profile generator produces four files:

e File containing predicted pattern (expected future values of parameters) of
the network traffic based on the statistical model for a given future time
period.

e Drofile file containing minimum and maximum values of the parameters
(limitations for alert generation).

e File containing calculated values of the model parameters.

e File containing traffic pattern (theoretical values of the parameters) for the
past time (the same time as in the log file). This values are used to evaluate
the quality of the model.

(See Figure 6), gray solid arrows means saving to and the black dotted ones —
reading from the file.
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Figure 6. AD Data flow diagram. Source: own research.Evaluator
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In the current version the Profile generator can build profiles based on four
methods: Moving average, Naive method, Autoregressive time series model and Holt-
Winters model (see e.g. [4], [3], [1], [S], [8]).

The third program in the project (named Evaluator) is designed to compare

MAE

M
MAE means Mean Absolute Error

1 .
MAEsz‘yt -3,
nn

simply statistic for two files (e.g. log file and predicted value profile).

1 n
= Z ‘et‘

noo
where € =Y, =, is a model residual in the moment ¢ and M is arithmetic mean.
This way the Evaluator can be used either for checking fit between the

model and historical data or between the predicted and real values.

All of the programs can be downloaded for free from the AD project page
http://www.anomalydetection.info
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